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Foreword

The Depar t m@ourtry Reportss {Texrorisnd 2002¢overs events from January 1 to
December 31, 2009. This publication, which fulfills a Congressional requirement, aims to
enhance our collective understanding of the international terrorist threat. The report also serves
as a referenceol to inform policymakers, the general public, and our foreign partners about our
efforts, progress, and challenges in the campaign against international terrorism.

The first chapter provides a strategic overview of the terrorist threat to the Unitesl &td U.S.

interests abroad, as well as a description of the setbacks and advancemeQta@fald a and it
affiliated groups. The report also includes cowfityycountry discussions of foreign

government counterterrorism cooperation as well as chapieAsMD terrorism, state sponsors

of terrorism, terrorist safe havens, and designated Foreign Terrorist Organizations.

Transnational terrorism remains the foremost security threat the United States faces, and the
Obama administration has been working to stre
effective counterterrorism policy must go beyond the law enforoernmgelligence, and military

efforts that thwart those who seek to harm the United States and its citizens. Under the
Presidentds | eadership, the administration is
the environmentw/hereterrorists @erate Central to this approach is taking steps to undermine

the appealofaQa 6 i dads worl d vi ew an Oudctonsaresgoitied bye vi ol
arecognition of the phenomenon of radicalization and the need to prevent more people from
committing themselves to violence. In every country where extremism has taketinreet,

guestions guide our approach: Are our actions going to result in the creation of more terrorists?
What can we do to shrink the potential pool of recrults@ what isnecessary to minimize the

near term as well as the long tetfmeatto the United Statés

As part of this effort, the administration 1is
radicalization. We are working to confront the political, social, andaoic conditions that our

enemies exploit to win over recruits and funders. We are also working to expand our foreign
assistance to nations and communities where violent extremism has made inroads, such as
Pakistan and Yemen.

As the six regional overwes in Chapter 2 show, each region possesses unique terrorist threats
and radicalization dynamics. Therefore, the State Department and other U.S. agencies are
working on Regional Strategic Initiatives witlir embassies to devise tailored and collaborative
strategies to match the particular radicalization profiles of affected communitiessizZefies-

all programs have limited appeal, while regional and trag®nal strategies have a better
chance of succeeding and enduring.

Additionally, our countert@orism strategy involves building a genuinetyltilateralapproach

to this global threat. The United States has been working hard to reinvigorate alliances and
strengthen existing partnerships; this is especially true in the arena of counterterifdmisogh
consistent diplomatic engagement, we are seeking to boost the political will and strengthen the
resolve of leaders around the world to confront terrorist threats. That will is essential for our
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long-term capacity building efforts. Ultimately, osmccess will hinge on strengthening the
ability of others around the world to deal with terrorism in their countries and regions.

--Daniel Benjamin
Coordinator of Counterterrorism

Chapter 1
Strategic Overview

INn2009,alQa6i dabdés core in Pakistan remained the mc
targeting the U.S. homeland. It has proven to be an adaptable and resilient terrorist group whose
desire to attack the United States and U.S. interests abroad sestraimy. The U.S. intelligence
community assessed that@Qla 61 da was actively engaged in ope
United States and continued recruiting, training, and deploying operatives, including individuals

from Western Europe and North Armear. Moreover,aQa 6i da conti nued to tr-
operational capabilities by partnering with other terrorist groups, with varying degrees of

success.

Nevertheless,&dQa 6i da suf fered several signifioeant set
pressure in Pakistan due to Pakistani military operations aimed at eliminating militant

strongholds in the Federally Administered Tribal Areas (FATA). Althoughaléi da has
collaborated withthe Taliban insurgency against the Pakistani governmentovydmg

technical knowhow and disseminating propaganda, the group continued to suffer leadership

losses. Asaresult-gladéi da found it tougher to raise mon
outside of the region. In addition to these operatiorthbsks, alQa 6 i da conti nued t c
efforts to carry out the attacks that would shake governments in the Muslim world.

Finally,atQa 6i dadés core continued to suffer from po
past indiscriminate targeting dfuslims by its operatives and allies in Algeria, Iraq, Saudi

Arabia, Pakistan, Indonesia, and elsewhere. Consequently, the number of conservative clerics

and former militants speaking out augt the organization increasedl-Qa 6 i da spokes men
respondedheffectivelyto this criticism by arguing that the organization does not target

Muslims, demonstrating both their concern about its resonance and their inability to saahter

criticism effectively.

Yet despite these setbacks,th®a 6 i d a tmore @igetsediaa is recent years, which
partially offset the losses suffered by@ha 6 i d a & s atteropte@®ecembdr B8bombing of

a U.S. commercial airliner demonstrated that atleaste@eaab i da af fi |l i ate has
just the desire hwalso the capability to launastrike against the United Stateal-Qa 6 i da i n
the Arabian Peninsuld a s already shown itself to be a for

! OnJanuary 19, 201@he Secretary of State designate@a 6 i da i n t he Ar abiFamignPeni nsul e
Terrorist Organization (FTO) und&ection 219 of the Immigration and Nationality Act, as amended)(INAe

Secretary also designated AQAP and its two top leaders Nasalaikhi and Said bhihri under E.O. 13224,

AQAP is a Yemerbased terrorist organization that has claimed respititysfor numerous terrorist acts against
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security, with attacks on the Yemeni security services, as well as a threatioABabia, with

an August 200@ttempéed assassination against the head of counterterrorism in Saudi Arabia,

Prince Mohammed bin Nayif. TretemptedDecember 2®ombingprovided a further reminder

that un or undergoverned spaces can serve as an iaiulfor extremism and underscored that

we cannotexpect&da 6i da affiliates t o beithegovemnsments sol el
in their own countries and region®r Americanfacilities in their immediate surroundings.

Al-Qai 6daobs tve affdiates weoesntAfrieac In the sparsely populated Sahel,
operativesfromaQa 6i da i n the I sl amic Maghreb Kkidnappe
individual local tribesmen and nomads. Its operations along wuwkerned borders posed

challenges to coordinated state responses. In Somaligaaab i d a 6 s -Sleabahbicensolledn a |
significant tracts of territory anseveral alShabaab leaders have publically proclaimed loyalty to
al-Qaida.

Despite their failure at broad mobilization, another respectinwhiGhaab i da and vi ol en
radicals continued to succeed was in persuggiagpleto adopt their cause, even in the United
States. Five Americans from Virginia were arrested in Pakistasuspicion of terrorist ties.
SomeAmericans have traveled to Somalia for one reason or another and ultimately jeined al
Shabaab. Najibullah Zazi, a U.S. lawful permanent resident and airport shuttle driver, trained in
Pakistan and now faces charge$ederal court for allegedly planning to set off several bombs in
the United States. An American citizen, David Headley, has pleaded guilty in a U.S. court to
crimes relating to his role in the Noveml2€08 Lashkar-dayyiba attacks in Mumbai, which

killed more than 16@eoplei including six American$ and to crimes relating to a separate plot

to bomb the Danish newspapisttlandsPosten And there is also the case bidal Hasanwho

is facing charges for the Fort Hood attack that killed 13 people and wounded 30 others on
November 5, 2009.

The Lashkar @ ayyiba connection has added a further dimension to the terrorist threat landscape
since its activities have madkear its deepening commitment to undertake bold, roassalty
operations against Amedn and other Western targets. Since the 2008 Mumbai attack, analysts
have deepening concern that it could evolve into a genuine global thieadley and others

indicate the diversity, mobility, and versatility of se#lecting recruits whom organizations can

pick to meet strategic goals. Organizations may set these goals, but their training resources and
recruits are increasingly modular and interchangeable.

Not only have there been more cases of Americans becoming operatives for foreign terrorist
organizations, we have also seen U.S. citizens rise in prominence as proponents of violent
extremsm. The mostnotable&d-Qa 6i da i n t he Anwad-Autag, witbdasi ns ul a
become an influential voice of Islamist radicalism among Englsaking extremists. The

Saudi, Korean, Yemeni, and U.S. targets since its inception in January 20€®instances include a March 2009
suicide bombing against South Korean tourists in Yemen, the August 2009 attempt to assassin@ten&audi
Muhammad bin Nayif, and the December 25, 2009 failed attack on a Northwest Airlines flight from Amsterdam to
Detroit, Michigan.
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alleged Ft. Hood attacker Nidal Hasan sought him out for guidance, and the December 25
bomber, Umar Farouk Abdulmutallab, visited him at least tivicéemen. Also popular among
English-speaking extremists is Omar Hammami from Alabama, now one of the chief
propagandists for ébhabaab.

Compounding the threat of terrorist organizations is the active or tacit support of states. Iran has
long beenhe foremost state sponsor ofrtgism, supporting HizballalHAMAS, and other
rejectionist Palestinian groups as proxies fo
financial, material, and logistic support for terrorist and militant groups thoautighe Middle

East and Central Asia had a direct impact on international efforts to promote peace, threatened
economic stability in the Gulf, jeopardized the tenuous peace in southern Lebanon, and
undermined the growth of democracy. Syria alisuwvided mlitical and material support to

Hizballah in Lebanon and allowed Iran to resupply this organization with weaguhgrovided
safehaven as well as political and other support to a number of designated Palestinian terrorist
groups, includingHAMAS, Palestinian Islamic Jihad (PI1J), and the Popular Front for the

Liberation of Palestin&eneral Command (PFEBC).

Looking ahead, there is ample reason to be concerned about demographic and technological

trends in countries where terrorism is already endeiffin@ youth population throughout South

Asiaand the Middle Eass rapidly expanding, bringing the prospect of increasing numbets of

risk young people Europe may continue to be a fertile recruitment ground for extremists if

sizable numbers of recemhmigrants and, in particular, secerhd thirdgeneration Muslims
continue to experience integration probl ems a
foreign policies. These prospects underscore the need to look beyond the imimaxichte

genuindy pressing challenges of tactical counterterrorism toward the longer term

developments shaping the threat environment of the future.

As for technological trends, terrorist groups and their sympathizers have expressed interest in

using cyber means torgget the United States hey have not been successful to date. Terrorists

have used cyber means to transfer funds, but international action has made significant progress
towardsaddressing this illicit activity. Most major terrorist groups have propaganda websites
andforums. AQadéi da continued iIits efforts to encour ¢
networks to pursue a global agenda, usiaththe Internet as a meansdistribute propaganda

and telecommunications infrastructure to plan attacks and coordinate move@einis.

forward, this will be an area of continued focus for the United States.
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CHAPTER 2
COUNTRY REPORTS

AFRICA OVERVIEW

ATo succeedf arn Sdmalgiuepsdedaceéwe must take|l a mor
in tackling the extremists, which includes encouraging the Transitional Federal

Government to more aggressively pursue its commitment to a mucahore inclusive
political process to bringintotheg@ ver nment all forces which escl

T Raila Odinga, Prime Minister Of The Republic Of Kenya
64th Session of the United Nations General Assembly
September 25, 2009

Al-Sh a b aab 6 swabsappaitieerosalia o (AQ)aand both groups continued to present
a serious terrorist threat to American and allied interests throughout the Horn of Africa. Due to
ongoing fightng betweeresignated Foreign Terrorist Organizata#Shabaab, Hizbul Islam,

other armed factions and militiasdS o ma | i a 6 s Tera Govarnmenb(hFLs), F e
Somalia remained highly unstable, and a permissive environment for terrorist transit and
training. Foreign fighters, a small numberA® operativesand likeminded indigenous Islamic
extremists continukto pose a threat to regional securigazul Abddlah Mohammed, aka

Harun Fazul, one of severaQQ leaders charged with carrying out the 1998 bombings of the U.S.
embassies in Kenyand Tanzania, most likely remainedthe region. Senior&)a 6i da i n Eas
Africa leader Saleh Ali Saleh Nabhan was killecl-Shabaab controlled territory in mid
September.

In the TransSahara,aQa 6i da i n the I slamic Maghreb (AQI M)
conducting kidnappings of Spanish, French, German, and Italian citizens in Mauritania, Niger,

and Mali. In June AQIM murdered a British citizen in northern Mali and an American citizen in
Mauritanig and assassinated a Malian military official. A small Malian military response to the
assassination was subsequently defealted\ugust AQIM launched a unsucessfulsuicide

bomb attack in the vicinity of the French embassy in Mauritania.

The Financial Action Task Force (FATF), as the international starsddtichg body to address
threats of money laundering, terrorist financing, and other related ctimegstablished a
networkof countries around the world. These FA$#le Regional Bodies (FSRBs) have the
potential to serve both as a disciplinarian and as a resource. -Bakaban Africa, there are two
such bodies recognized by the FATF: the Baséed Southern Africa Anrfiloney Laundering

Group (ESAAMLG) and the Intergovernmental Action Group against Money Laundering and
Terrorist Financing (GIABA). Like FATF and the other FSRBSs, they conducted mutual
evaluations, worked on various framework anglementatiorissuesand provided training for

their members. Despite the existence and activities of these groups, Africa remained the single
region in the world without FSRB coverage over wide swaths of its counkE#BF has
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attempted to organizzn RSRB in Central Africa, where the majority of unsubscribed countries
are located.

The Trans-Sahara Counterterrorism Partnership (TSCTP)

The TransSahara Counterterrorism Partnership (TSCTP) is a4iaaéited, multiyear strategy

designed to combaiolent extremismand contain and marginalize terrorist organizations by
strengthening individuatountry and regional counterterrorism capabilities, enhancing and
institutionalizing cooperation among the regi
promoting democratic governance, and discrediting terrorist ideology. The overall goals are to
enhance the indigenous capacities of governments in th8adal Mauritanig Mali, Chad and

Niger, as well adNigeria Senegal, and Burkina Faso); to confront the challenge posed by

terrorist organizations in the traS@hara; and to facilitate cooperation between those reesint

and U.S. partners in the Maghrédgroccq Algeria, andTunisig).

The TSCTP was developed as a foHowto the ParSahel Initiative, which focused solely on

the Sahel. Ongoing concern that extremists continued to seek safe havens and support networks
in the Maghreland Sahel as well as recognition that-Q a 6 and athers were seeking to

impose radical ideologies on traditionally moderate Muslim populations in the iiegion

highlighted the urgency of creating an integrated approach to addressing current threats and
preventing conditions that could foster persistent threats in the future.

TSCTP has been successful in slowly building capacity and cooperation despite political
setbacks over the years caus ed-cdnstitutomalacponsd 6 et at
that have interrupted progress and work with select countries of the partnership.

TSCTP6s main elements include:

e Continued specialized Antiterrorism Assistance Training, Terrorist Interdiction Program,
and Counterterroriginance activities ithe TransSahara region, and possible regional
expansion of those programs as well as other law enforcarapatity building efforts;

¢ Public diplomacy programs that expand outreach efforts in the -Baimara region and
seek to develop regional programimg embracing the vast and diverse region. Emphasis
is on preserving the traditional tolerance and moderation displayed in most African
Muslim communities and countering the development of extremism, particularly in youth
and rural populations;

e Democradic governance programs that strive to provide adequate levels of U.S.
government support for democratic and economic development in the Sahel,
strengthening those states to withstand internal threats;

e Military programs intended to expand militai-military cooperation, ensure adequate
resources are available to train, advise, and assist regional forces; and establish
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institutions promoting better regional cooperation, communication, and intelligence
sharing.

The African Union

The African Union (AU) las several counterterrorism legal instruments, includit@P8

Convention on the Prevention and Combating of Terrorism, a 2002 Protocol to the Convention,
and a 2004 Plan of Action. The Addis Abdimsed AU Commission provided guidance to the

53 membertaites and coordinated limited technical assistance to cover member states'
counterterrorism capability gaps.

The AU worked with member states to eliminate redundancies between the -Algers

African Center for Study and Research in Terrorism (ACSRd)th@ Committee on

Intelligence and Security Services in Africa, which was first established at the AU Summit in
Abuja, Nigeria, in January 2005.

The Department of State and the Department of Defense's African Center for Strategic Studies
have collaborat&with the AU to run counterterrorism workshops for African civilian and

military officials. These workshops, as well as regional counterterrorism seminars, examined the
nature of terrorism threats on the continent, the capacity of countries to cotnorésre and

their needs for technical assistance to strengthen that capacity.

Some AU member states maintained that Africa’'s colonial legacy made it difficult to accept a
definition of terrorism that excluded an exception for "freedom fighters." Ndesthe¢he AU is
on record strongly condemning acts of terrorism. On several occasions, AU Commission
Chairperson Jean Ping publicly condemned actsrafrism, including:

e On February 16 after two deadly bombs in Algeria;

e On February 23 after a deadly blast in Cairo;

e On September 18 following a terrorist attack on the Force Headquarters of the AU
Mission in Somalia (AMISOM) in Mogadishu; and

e On December 4 after a suicide bomb killed more than 50 people, including thrak Som
government ministers, at a graduation ceremony for medical students in Mogadishu.
AMISOM maintained several thousand Ugandan and Burundian troops in Mogadishu to
protect the Somali Transitional Federal Government.

On July 3, at the AU's 13th Ordina®gssion of the Assembly in Libya, AU heads of state
adopted a decision to combat the payment of ransom to terrorist groups.

Although the AU Commission had the strong political will to act as an effective

counterterrorism partner, AU staffing remaineddov requisite levels. Consequently, capacity
remained relatively weak. The AU created a counterterrorism unit at its Addis Ababa
headquarters to coordinate and promote member state counterterrorism efforts more effectively.
The AU welcomed technical drfinancial assistance from international partners and donors to
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bolster both AU headquarters and ACSRT activities approved by member states.
Angola

Angola's borders remained porous and vulnerable to movements of small arms, diamonds, and
other possile sources of terrorist financing. That said, there is no evidence of a terrorist
presence in Angola. Angola's high ratdJo$.dollar cash flow made its financial system an
attractive sitdor money laundering, and the government's capacity to détecicfal crimes

remained limited.On December 14oweverthe governmenagreedo allow for the placement

of an advisor from the U.S. Treasury Department in the Angolan Ministry of Finance and Central
Bank This advisor will help Angola promote transgacy in its financial system. Corruption,

lack of infrastructure, and insufficient capacity continued to hinder Angola's border control and
law enforcement capacities. The government's limited law enforcement resources were directed
towards border contf and stemming the flow of illegal immigrants into the countryMay,

the U.S. Treasury Department designated Kassim Tajideen, an important financial contributor to
Hizballah with extensive business interests in Angola,&segially Designated Globakrrorist

under Executive Order 13224

Botswana

Botswana has a National Counterterrorism Committee to address issues pertaining to terrorism
and weapons of mass destruction. Botswana established its first intelligence agency in 2008,
with responsibity for both domestic and foreign intelligence gathering. In April, Botswana's
Parliament passed legislation to create a Financial Intelligence Unit (FIU), which will harmonize
Botswana's aminoney laundering and counterterrorist financing regime. Whédegislation

for this has been enacted, the FI U was not ye
functioning, the Directorate on Corruption and Economic Crimes has a dedicated unit that will
continue investigating suspicious transactions. @ua of this legislation is to decrease the
likelihood that terrorist financing could move through Botswana's financial institutions.

Terrorist financing is not criminalized as a specific offense in Botswana. However, acts of
terrorism and related offees, such as aiding and abetting, can be prosecuted under the Penal
Code and under the Arms and Ammunitions Act.

Burkina Faso

Despite its lack of resources, Burkina Faso was serious about countering terrorism. The
government cooperated with the Unitedt&san its counterterrorism efforts where possible, and
participated in training, seminars, and exercises, such as the regional Flintlock exercise held in
Spain and Maliand familiarization events offered by U.S. Africa Command and Special
Operations Comand Europe. In December 2008, Burkina Faso was accepted as a member of
the TransSahara Counterterrorism Partnership and is now eligible for various programs aimed at
improving the nation's capacity to combat terrorism. Outside of U.S. cooperation, the
government participated in regional efforts at combating terrorism, including with the Economic
Community of West African States, the African Union, and other international organizations.
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There is no formal method for tracking movement into and out ofaiety at border
checkpoints, or at either of the country's two commercial airports.

Burundi

The United States has provided training and assistance to Burunds ascknt contribution of
troops to the African Union Mission Bomalia, brought threats from the Somdlésed terrorist
group atShabaab Aware of itslimited counterterrorism capabilitieBurundi hasaskedthe
international community for assistance and expertise in countering terrorism.

Cape Verde

Cape Verdeaauthorities continued to prosecute a case againstCleanes Mendes Da Silva, a
French citizen and alleged member of the Algerian terrorist organization, the Armed Islamic
Group? On March 10, 2007, Cape Verdean police arrested Da Silva on an Intempaht and
unrelated forgery and weapons charges. A Cape Verdean court convicted him of those crimes,
as well as of certain criminal offenses related to his activities in France, but prosecutors declined
to seek a conviction under Cape Verde's counterism laws. Moreover, Cape Verde refused

the French government's request to extradite Da Silva, because he had claimed and obtained
Cape Verdean citizenship prior to his arfe#t.t vy e aDa&itvawasnadaiting sentencing.

With respect to countenmt@rism legislation, Cape Verdean law specifically criminalizes terrorist
activity, including the provision of material assistance to terrorists. The code of criminal
procedure gives police wide authority to perform wiretaps and warrantless searctses iofca
suspected terrorism. Additionally, in November Cape Verde's two major political parties
informally agreed to amend the Cape Verdean constitution in order to allow nighttime searches
and seizures in such circumstances.

Cape Verdean law enforcemdrats taken special measures to prevent terrorists from entering the
country. Immigration authorities check names of visitors against a database of actual and
suspected terrorists, which includes data furnishedéytB. government. Cape Verdeswa
theprocess of obtaining access to certain data from the FBI's Integrated Automated Fingerprint
Identification System, and also participéte the Economic Community Of West AfricaBtates
Warning and Response Netwpdn information sharing prograatdressing security issues.

Comoros

%1n 2000, Da Silva escaped from a French prison where he had been incarcerated for participating-ameaParis
bonbing. According to media reports, the French Directe@taeral for External Security believes Da Silva
contacted terrorist organizations throughout North Africa after his escape and then sought refuge in Cape Verde,
where he attempted to establish adsst cell.

% The Cape Verdean constitution forbids extradition of its citizens, and some speculate that Da Silva claimed

citizenship when he arrived in Cape Verde specifically to obtain this protection.
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Comoran security forces had limited resources and training in counterterrorism and maritime
security, and remained vulnerable to terrorist transit. However, Comoran authorities welcomed
the visit of a U.S. Coast Guahaternational Port Secily team in November, and Conaor

police and security forces participated in U.S. counterterrorism assistance programs and
cooperated with the Rewards for Justice Program. International terrorism concerns in Comoros
focused on Cowran national Fazul Abdullah Mohammed (a.k.a. Harun Fazul), who is suspected
of involvement in the 1998 bombings of the U.S. EmbassiBsirobi and Dar es Salaam.

President Sambi, democratically elected in 2006, reconfirmed Comoros' rejectionredrterro
and, with Comaainreligious leaders, publicly rejected religious extremism.

Democratic Republic of Congo

The Democratic Republic of the Congo (DRC) was cooperative on counterterrorism issues when
resources were provided. The Government of the BR@sed its limited fiscal, military, and
diplomatic resources on trying to maintain a hfmaght, tenuous peace. The fragile internal
security situation was aggravated by forelsed armed rebel groups operating with relative
impunity in contested ans of the country. The DRC's lack of capacity to secure its borders,
monitor large tracts of sparsely populated and remote territory, and unfamiliarity with the issue
of global terrorism could make it vulnerable astaging groundor transnational critmal or

terrorist groups; however, such activities would be hindered by the lack of transportation and
telecommunications infrastructure, as well as a generallywimdent domestic population. The
Congolese national intelligence apparatus similarlyddek ability to identify and disrupt any
potential domestic terrorist threats.

Cote DOl voire

On August 6, Ivoirian authorities detained Imam Abd al Menhem Qubaysi, a Hizballah spiritual
leader and U.S. designated terrorist financier, at the airporthip@mrival on a commercial

flight from Lebanon. Qubaysi, who lived in Cote d'lvoire for a number of years, was denied
entry at immigration and returned to Lebanon on the same flight.

The Ivoirian Ministry of Interior, in cooperation with the United States, uses the Personal
Identification Secure Comparison and Evaluation System (PIStoE®hance border securdy

its major airport and seaport. The Financial Intelligence Unit (FMl)ch was formed in 2008,
received additional legal authority when Ordinance 637 on terrorism financing became law on
November 12, 2009The law extends FIU activities to the receipt, analysis, and dissemination
of information on transactions suspectéthe@ng terrorisnrelated.

Djibouti

Djibouti was one of the most forwatdaning Arab League members supporting ongoing
counterterrorism effortsPresident Ismail Omar Guelleh and other top leaders in Djibouti
repeatedly expressed their country's full and unqualified support for the international
counterterrorism efforts. Although the government's counterterrorism capabilities were limited,
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Djiboutian counterparts were proactive, and were highly receptive and responsive to U.S.

requests for counterterrorism cooperation. The Djiboutian National Security Services and law
enforcement agencies took extraordinary measures with their limited resauecessite the

safety and security of American citizens, the U.S. Embassy, and the U.S. military base at Camp
Lemonnier. Limited resources continued to ha
control its porous borders, especially with Somalilahgvertheless, the government continued

to support overall enhanced border security, notably by inviting the International Organization

for Migration to set up an office in Djibouti, and by issuing macheadable travel documents.

More broadly, the geernment also played a constructive role in hosting regional initiatives

addressing peace and security in the Horn of Africa.

Eritrea

In May 2009, the Department of Stateagaie r t i f i ed Eritrea as a couni
fullyo wietrdismffo8s.Thedathk of Eritrean cooperation has constrained the

ability of the United States and international partners to counter terrorist groups in the Horn of

Africa and Somalia, particularly with respect teSilabaab leaders linked teQ@laida. In late

2009, the UN Security Council created a sanctions regime on Eritrea that includes a territorial

arms embargo and an asset freeze, travel ban, and arms embargo for those individuals and

entities listed by the UN Somalia Sanctions Committee.

The Government of Eritrea has provided safe haven to political officials aligned with the now
obsolete Alliance for the Reeiberation of Somalia (ARS), includingd.S. designated terrorist
Sheikh Hassan Dahir Aweys, who resided in Asmara until May butngmeouthern Somalia
leading a faction of Hizbul Islam.

Ethiopia

The Ethiopian governmeneémainedconcerned about terroristlated activities in neighboring
Somalia.The Et hi o psiJanwary 2009 withdewal/fildom Somalia reduceddtienale
long used by Somalibased extremists as grounds for targeting Ethiopia. By bolstering
defensive forces along the Etismmali border, th&thiopiansurther reinforced defensive
mechanisms to stem potential infiltration of extremists into pthioEthiopia is a member state
andwas in theotating chair of the InteGovernmental Authority on Development (IGAD), and
alsoparticipatel a ct i v e b @apdcity Buildhé BPragram Against Terrorism (ICPAT) to
bolster the counterterrorism capaatfylGAD member states.

Et h i oNatiomabintelligence and Security Service (NISS), with broad authority for
intelligence, border security, and criminal investigation was responsible for overall
counterterrorism management. The Ethiopian Federal R&kie) worked in conjunction with
NISSoncountet er r or i s m. ks eounteatarrorisng objEctivies isocpmbating
terrorist groups like aBhabaatandthe United Western Somali Liberatiéinont

Ethiopia has requested U.S. assistance to cafii&ion and provide other technical assistance
to establish a regime to combat terrorist financing, and is more focused on seeking prosecution of
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counterterrorism suspects since the new Antiterrorism Law was passed in July. Ethiopia was an
active partigpant in African Union (AU) counterterrorism efforgs,ar t i ci patsing i n tF
Center for Study and Research on Terrorism, and in meetings of the Committee of Intelligence

and Security Services of Africa (CISSA).

The United States continued to suppottEto pi ads counterterrorism cal|
Assistance faining participants includefont line supervisors engeadin land border

management at ports of enagdsenior police leaders studying their role in combating terrorism

on the strategi regional, and national levels. Students were taught to analyze terrorist activities
including financing, confidential source handling, development and information management
sharing.T h i s s goal aas @ address the ability to disseminate infoomaitross agencies

and countries, and to concentrate on the large issue of stabilizing the Horn of Africa by

countering terrorism on a multilateral front.

Ethiopia's location within the Horn of Africa made it vulnerable to money laundering activities
perpetrated by transnational criminal organizations, terrorists, and narcotics traffickers. On
November 19, parliament passed antney laundering/combating the financing of terrorism
(AML/CFT) legislation that had been supported through technical advicetfiotd.S.

Department of Treasury. This legislation formally created Ethiopia'’s first financial intelligence
unit called the Financial Information Center. This new Center is charged with implementing this
new legislation.

Gabon

Despite its lack ofesources, Gabon cooperated with the United States in its efforts to combat
terrorism, where possible, and participated in numerous training programs, seminars, and
exercises offered by U.S. Africa Command (AFRICOM). Gabon lacked the resources necessary
to protect its borders adequately and to monitor the movement of potential terrorists, especially
along its unpatrolled land borders. Airfields in Gabon are unsecured and generally in need of
significant security infrastructure improvements. The GovernimieGabon made significant

strides in impreing its maritime security anestricing illegal access to the country via the Gulf

of Guinea. Gabon has taken steps to upgrade security at its port facilities in Owendo, Port Mole,
and Port Gentil.

Ghana

In 2008, Ghana enacted the Counterterrorism Act, which called for implementation of a national
identification card. The cards will contain biometric data such as fingerprints and photos, but the
national identification card has not yet been introducetmBb of identification with biometrics

were not in widespread use, although the Ghan
part of the individual s application. Most ¢
for identification. In 2009, Ghanaian passports issued were machine readable but lacked

biometric features.
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Ghana passed an amioney laundering law in 2008 that provided for the establishment of a
Financial Intelligence Unit (FIU). At the end of 2009, the FIU wasyeb operational.

However, six potential FIU members, including the Chief Executive Officer, were identified and
sent to the United States for training.

U.S. Africa Commangbrovided technical and training assistance to the Ghanaian Navy for the
threfemder 6 cl ass patrol boats they received |
in DecemberThe patrol boats are intended to improve maritime interdiction capacity and to

addr ess Gh antato gatrdl its porotiséoarders b 1 | |

The Governments of Ghana and Togo signed an agreement in October to cooperate on crime and
security problems such asman trafficking, small weapons trafficking, money laundering,
andcounterterrorism. The agreement is part of a larger strategy to accedgratel

integrationand the free movement of persons, goods, and seraicgo intensify trade and

economic relations within the subgion,

Kenya

Crossborder kidnappings and arms smuggling, reports of extremist recruiting within refugee

camps ad Kenyan cities, increased allegations of terrorist plotting, and public threats by al

Shabaab leaders led to a heightened recognition among government officials, the diplomatic
community, and civil society that Kenya remained vulnerable to terroriskatt&¢hereas

Kenyans have traditionally perceived terroris
year an increasing number of Kenyan citizens and government officials came to recognize that

their own country and society were threatened byewibéxtremists.

Kenya did demonstrate increased political wilptevent infiltration into the country and

apprehend suspected terrorists, although porous borders make that task extremely difficult. The
government took some steps to increase security along the long Kenya/Somalia border and to
track down extremists opaing inside the country.

Al-Shabaabdés continued dominance of most of sou
environment for @mallnumberofalQa 6 i da oper atives to conduct t
planning with sympathetic Islamic extremists, to i foreign fighters. Although the Kenya

Somalia border officially remained closed, large numbefoofalirefugees continued to flee to

refugee camps in Kenya in order to escape the fighting and drought. Armed militants crossed the
porous border into &nya to obtain supplies, funding, medical care, and recruits. There was a
disturbing increase in incidents of armed Somalis crossing the border to kidnap foreigners inside
Kenya. In Februaryjwo Italian nuns who had been kidnapped from the Kenyan btowerof

El Wak in late 2008vere releasedIn July, gunmen claiming to belong te%habaab kidnapped

three foreign aid workers, including one American, inside Kenya and took them back to Somalia.

The militants released the hostages in October. IrRDekmber, armed Somalis attempted to

kidnap an Italian nun working in the northeastern town of Wajir but were driven off by Kenyan

police.
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Despite increased concern over security and K
theU.S. governmenthe lack of counterterrorism and antbney laundering legislation during

most of2009hi nder ed Kenyaods efforts to combat viole
permit police to detain terrorist suspects and prosecute them effectively. The govelidment d

submit a revised version of counterterrorism legislation that was defeated in2@®8enyan

antrmoney laundering bill was passed by parliament and signed into law at thetbad/eér

The United States continued to enjoy close and proautigg with the Kenyan Armed Forces.
During the year the United States provided training and equipment to the Kenya Navy for coastal
security and maritime domain awareness. Equipment grants included six coastal radar sites and
three Defender class pattwdats, plus training and spare parts for existing equipment. The

United States also assisted the Kenyan Army to train and equip two Infantry Battalions and one
Ranger Strike Force company tasked with providing border security.

Kenyan law enforcemengancies also worked with the United States and other allies to increase
their counterterrorism abilities. Security al
primary focus of these efforts. The Kenyan Maritime Police Unit (MPU) and other ageaties

only received equi pment and training for coas
Antiterrorism AssistancéATA) program but also demonstrated an increasing degree of self
sufficiency. During the latest iterationsAfT A 6 sweek Comprehensividaritime Security

Training program, previous graduates of the course served as associate instructetsifetA

Kenyan personnel also developed and presented a basieekomaritime operations course to
professionals from multiple security agenciethatKenya Wildlife Service (KWS) Marine

Camp in Malindi In December, the U.S. Ambassador formally don#teskepatrol boats for

use by the MPU and Administrative Police (AP) coastal security fo0dser ATA courses

provided training in border confrmmanagement, fraudulent travel documents, protecting digital
infrastructure, and internet investigationSTA also provided digital forensic equipment and

training to the Kenyan Police Service (KPS).

The U.S. Department of Justjebrough the officesf the Resident Legal Advisor and Senior
Law Enforcement Advisgconducted a number of training activities aimed at building the
capacity of police and prosecutoiSourses igludedtrial advocacy, withess protection,
trafficking in persons, forensic drdigital evidence, cyber crimes, and piracy. In December,
Kenya andLO other regional countries participated in a U.S. Department of Jsgtiresored
regional conference on combating criminal organizations, including terrorist organizations.
Conferencdopics included terrorist financing, cooperation between intelligence and law
enforcement agencies, electronic evidence gathering, and legal regimes. The FBI also provided
training and equipment to the KPS, the AP, and the KWS. Training activitiedéactuime

scene investigation and terrorist finance, and money laundering. Equipment grants included
fingerprint kits and gyretabilized binoculars for use in air surveillance operations.

In July and August, the Department of Homeland Sedu@ystons and Border Protection

(CBP) provided specialized training and equipment to the newly established AP border patrol
unit and the KWS. In September, ATA funded a study tour for AP and KWS personnel to
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observe CBP operations along the Mexiganerican bordeand to meet with State Department
and Department of Homeland Security officials in Washington, DC.

Liberia

Despite limited resources, inadequately trained personnel, and a weak judicialispsteiucts

of 14 years of civil wai the Government of iberia demonstrated a willingness to cooperate

with the United States and the international community to combat terrorism. Through rule of
law and security sector reform assistance programs, the United States supported a number of
initiatives that addressl Liberia's vulnerabilities, which included porous borders, rampant
identification document fraud, lax immigration controls, wabale corruption, and underpaid

law enforcement, security, and customs personnel.

The Government of Liberia took steps tqimve security at the Freeport of Monrovia, and the
U.S. Coast Guard certified the port compliant under the International Port Security Program.
The Transportation Security Administration worked with the Liberia Civil Aviation Authority to
improve securit at Roberts International Airport in order to make it compliant under the
International Civil Aviation Organization (ICAO). However, at year's end, RIA remained ICAO
non-compliant.

Madagascar

Despite several steps taken in 2008 to counter terropisygress stalled in 2009 due to a

political crisis that weakened government operatidfalowing an unconstitutional change of
government in March, the United States had limited engagement with the de facto authorities,
who did demonstrate a willingnescooperate in law enforcement matters, howeVée
government budget suffered due to a suspension of foreign aid programs, negatively affecting
public investment throughout the island.

To combat terrorist threats, the government previously crela¢e@dntral Counterterrorism
Service within the Ministry of Interior to work with INTERPOL and to provide information
within the framework of regional and international cooperation. It also created a special
counterterrorism branch within the Central Ihggince ServiceThese entities continued to
function duringthe yeay but did not fulfill their full roles.

The Financial Intelligence Unit (SAMIFIN) launched in June 2008 to combat money laundering,
including terrorist finance, remained nominally opieraal, but its work was seriously limited by
budget constraints.

Although the Malagasy government took steps to create a coast guard to improve maritime
security and border control in 2008, no further progress was ma@®9 and the coast guard
was not yet operationaParliament was disbandefter the Marclcoup, sao actionwas taken
on a draft 200®ill that would have implemented the provisions of sevanalersal
counterterrorism instruments, including UN Securigu@cil Resolution 1373.
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Political unrest and limited resources severely constrained Madagascar's ability to confront a
potential terrorist threat. The Malagasy authorities lacked the capacity to effectively monitor
suspect organizations, control suspirgdinancial transactions, identify terrorist suspects, and
control the movement of people and goods across its borders.

Mali

In contrast to 2008, 2009 saw increased terrorist activity on Malian soil, although at the end of
the year it was unclear if thincreased activity was indicative of a letegm change in the
terrorist environment in Mali.

e OnMay3l,alQadi da in the Islamic Maghreb (AQI M)
Dyer, who had been kidnapped in Niger on January 22 and held in ndvtakmadong
with several other western hostages.

e On June 10, AQIM elements assassinated Malian State Security officer Colonel Lamana
Ould Bou at his residence in Timbuktu.

e On November 29, three Spanish aid workers were kidnapped by AQIM in Mauritania,
but were brought to northern Mali, where t

e On December 18, AQIM kidnapped two Italians in Mauritania, but brought them to
northern Mali, where they were stil]l being

Although the Malian governmémwas aware that northern Maliasbeing used by AQIM as a
safe haven, Mal i 6s | ong, porous borders and a
countryodés ability to combat AQI M effectively.

Although the kidnapping of westerners is a continuation@iAM6 s t acti cs of pri o
execution of Edwin Dyer, the kidnapping of Pierre Camatte on Malian soil, and the attacks
against Colonel Ould Bou and the Malian ar my
prior tactics in northern Mali.

Following the assassination of Colonel Ould Bou, the Malians launched a military operation in
northern Mali targeting AQIM. The Malian military effort included extended patrols through
areas where AQIM was thought to be present, and resulted in engagemdone 15 and

July. The beginning oftherainy season led to a lull in military action.

Mali continued to addressrter or i st f i n a s Natiana Sectisnsfar thesProcessiig | i 6
of Financial Information, which began operations in May 2088eived eight reports of

suspicious financial activitieduring the yearalthough ongoing investigations have not yet

revealed any tiks to terrorist financing or terrorist activity.

Mali has expressed a willingness to increase regional cooperation against AQIM and terrorism
generally. Mali is &ransSahara Counterterrorism Partnership country. Mali also works with
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other regional partners and organizations to support its couneigerrefforts, notably the
Algerianled counterterrorism coalition comprised of Algeria, Niger, Mali, and Mauritania.
Malian President Amadou Toumani Toure has long called for a regional Heads of Staté Summ
to be held in Bamako to discuss coordinatioonainterterrorism efforts, including improved
border monitoring and securityon August 12 in Algeria, Mali participated in a meeting with
military chiefs of staffrom Algeria, Mauritania, and Niger to draft a counterterrorism strategy
for the Sahara.

Mali is an engaged and active member of the Faisara Counterterrorism Partnership. It is
also an active participant in U.S. programs including bilateral, joint combined exchange and
regional military training, and the Antiterrorism Assistance Trgmrogram.

Mauritania

Al-Q aida in the Islamic Maghreb (AQIM) represented the primary terrorist threat to Mauritania.
After two attacks in late December 2007 and two others in 2008, including the February attack
against the Israeli embassy and the Sepégrattackn Tourinethat cost the lives of 11 soldiers

and their civilian guide, AQIM significantly increased its level of activity and severity of attacks.

e On June 23, American citizen Christopher Leggett was murdered by two gunmen upon
arriving at hg workplace in Nouakchott. AQIM claimed responsibility for the murder,
stating Leggett was targeted for Christian proselytizing activities.

e On August 8, a suicide bomber affiliated with AQIM detonated his explosive belt next to
the French Embassy compalim Nouakchott. There were no fatalities other than the
attacker. This marks the first suicide bom

¢ On November 29, three Spanish aid workers traveling in a caravan from Nouadhibou to
Nouakchott were kidnapped by gunmieran attack claimed by AQIM.

e On December 18, AQIM kidnapped two Italians in Mauritania near the border with Mali
who were believed to be held in Northern M

The lawless eastern and northern regions of Mauritania were a haven forennaggl

terrorists. The porous borders with Algeria, Mali, and Western Sahara posed ongoing challenges
for the ill-equipped and poorly funded Mauritanian security services. In the case of the Leggett
murder and the suicide bomber attack, terrorists eshtdeuritania from outside the country

with the sole intention of carrying out operations. Through the year, there were specific threats
against U.S. interests and citizens in Mauniaa

The August 6, 2008 coup doe tdentSideQuld  Cheisht de mocr
Abdallahi resulted in the suspension of all U.S. governmenthnomanitarian assistance,

including most military cooperation and counterterrorism training to the-jadtgovernment.

Constitutional order was restored eleven monthseat t he coup foll owing Ab
and the naming of a transitional government of national unity that led the country to presidential
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elections on July 18, won by Mohamed Ould Abdel Aziz and recognized by the international
community. The Unitel States rénitiated its cooperation with the newly formed Mauritanian
government in SeptembePrograms focusing on counterterrorism included the
Counterterrorism Fellowship Program training of military counterterrorism units under the Joint
Combined Egrrcise Training Program, and an Amerrorism Assistance border security

program. Prior to the coup, the United States provided counterterrorism training to two
Mauritanian units and plans to continue strengthening its military capacity.

In response tthe increased terrorist threat in Mauritania, the government strengthened
roadblocks and road security. In November, authorities announced the creation of a new Road
Security Agency in charge of monitoring terrorist activity and all forms of trafficking

Mauritanian roads.

The government has consistently exhibited a willingness to cooperate with the United States to
prevent and deter future acts of terrorism. Mauritanian authorities have been highly responsive
to U.S. requests for security support, both for routine opeatise well as special events, despite

s ecur i tsgmewhatrlinitedsnteans.

The Mauritanian government halsodisplayed a willingness to both investigate and apprehend
individuals involved in acts of terrorism against U.S. citizens or interesshoam by the arrest

of the entire terrorist cell responsible for planning and executing the Leggett murder. Two
members of the cell were apprehended on July 17 and the remaining members were taken into
custody days later.

As of December 31, the Mauritanian government held in custody approximately 66 terrorist
suspects. Roughly thirteen of them have already been prosecuted and sentenced. In July, the
Nouakchott coursentened Abdel Jelil Ould Biye and Teyeb Ould Saleek) terrorists who
participated in the 2005 Lemgheity attack, to eight and seven years respectively. In November,
the Government of Senegal extradited to Mauritania three Mauritanians allegedly implicated in
the August 8 suicide bomber attack against tlemé&h Embassy.

Mauritania is a'ransSahara Countegrrorism Partnership countand also works with other
regional partners and organizations to support its counterterrorism efforts, notably the Algerian
led counterterrorim coalition comprised of Algeai, Niger, Mali, and Mauritanialn order to

improve regional coordination in the fight against terrorism, Mauritania participated in an
August 12 meeting in Tamanrass&lgeria with military chiefs of staffrom Algeria, Mali, and

Niger to draft a countéerrorism strategy for the Sahara. According to the agreement,
Mauritania will deploy 4,000 soldiers to secure its borders with Mali and Algeria. Mauritania
has strong bilateral military and counterterrorism cooperation with France.

Niger

The Nigeriegover nment 6s counterterrorism program
updated terrorist watch lists, more consistent border patrols, and regular monitoring of mosques
believed to espouse extremist views. Border crossiegs not automated and &t on
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handwritten ledgers to record entry and exit. The government has been receptive to Western and
regional counterterrorism training and is a Tr&ahara Countegrrorism Partnership country.

Niger also works with otheregional partners and organizatsoto support its counterterrorism

efforts, notably the Algeriated counterterrori® coalition comprised of Algeria, Niger, Mali,

and Mauritania.

Al-Q aida in the Islamic Maghreb (AQIM) demonstrated a greater interest in Niger in 2009, with
attempts toxend its influence into Nigesn territory from the largely ungoverned region

bordering Mali and Algeria. The porous borders and ungoverned spaces provide terrorist groups
such as AQIM a potential environment for recruiting, people and contrainaunglyling,
undetected transit, and | ogistical facilitat:i
its status as one of the poorest countries in the world, and the ongoing political crisis, hampered

the Nigerien governnme s @bility to prevenAQIM intrusion.

On December 14, 2008, AQHsfffiliated persons kidnapped and held hostage UN Special

Envoy, Robert Fowler, his colleague, Louis Guay, and a local Nigerien driver. They were seized
by AQIM within 40 kilometers of Niamey, taken across k@i border and held hostage in the
Sahara desert for 130 days before being relea®eadlanuary 22, 2009, along the Mali/Niger

border, AQIMaffiliated persons kidnapped four European tourists near the Niger/Mali border
and held them hostage in the Saldasert. Three of the European hostages were released
months later, but one British hostage was killed.

In October, an AQIMinked Mauritanian was captured in Niamey following his involvement in
terrorist related activities outside Niger.

On November 14AQIM associates armed with AK7 assault rifles attempted to kidnap five

U.S. Embassy personnel from a hotel in Tahoua. The failed operation was believed to have been
sanctioned by AQIM leaders. The perpetrators of this attempted kidnapping havbeyet to
captured.

Although the rise of violent extremist organizations in northern Nigeria has yet to directly impact
southern Niger, a very real threat exists. Northern Nigeria and southern Niger share a common
Hausa ethnicity, numerous economic and cultiumks, and a long, porous border. Immediately
following the July 2009 Nigerien brealp of the Boko Harafgroup, Nigerien ties to the group
were revealed when dozens of Boko Haram members were deported from Nigeria to their home
cities in southern Nigr.

Nigeria
In 2009, the Government of Nigeria continued efforts to improve coordination, communication,

and cooperation between the executive and legislative branches on counterterrorism matters.
Progress on counterterrorism legislation in the Natidisaembly slowed, however, due to

“ Boko Haram is Haustr "education is sifi The sinful or forbidden "education" is commonly understood to mean

western education.
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reconciliation and consolidation issues between two rival terrorism bills and general legislative
lethargy. The National Focal Point on Terrorism, an interagency task force formed in February
2007 compsed of the State Serity Service (SSS), the Nigerian Customs Service, the

Ministries of Foreign Affairs (MFA) and Immigration, and other relevant authorities, has been
on an extended hiatus since the transfer of its SSS and MFA coordirdigesia is alrans

Sahara Couetterrorism Partnership country

Subsequently, on July 26, around 70 Islamic militants frapqraoup cal |l i ng j tse
andwhi ch some r ef er t o attackedanizala madqueand polEenstatiom | |
in the Dutsen Tanshi section Bauchi town with firearms and hand grenades. The attacks
resulted in at least 55 deaths and up to 200 arrests. The following day, Boko Haram carried out
nearsimultaneous attacks against police headquarters in Maiduguri, Borno State, and police
stationsin Potsikum, Yobe State; and Wudil, Kano State; provoking police and military sweeps
in several states thought to harbor Boko Haram members and sympathizers. Running clashes
between security forces and militants reportedly resulted in around 700 diecltiting

innocent bystanders. The situation is reminiscent of the largely ruragsaakilishment, and

radical movement known as Maitatsine which caused riots in Kano State in December 1980, in
which over 4,000 people reportedly died.

| f
bar

The Nigerian mitary captured Maidugwibased Boko Haram spiritual leader Mohammed Yusuf
alive after a siege of his compound, and turned him over to Maiduguri police, whose colleagues
had been killed by the groupA local policeman summarily executed Yusuf in frontraf t

station in full view of onlookers, after parading him before television cameras. On August 17,
aFkQadéi da in the | sl amiustadvnarg df Candolationdh Alvidd,)and
CondolencestoourrBot her s and Family in Nigeria.o

Legidatorsmerg d a A pr i \Sanate billmasedtelred Co mmonwead t h Secr
Model Legislative Provisions on Measures to Combat Terrorism, which passed its second

reading on September 17, 2008, with an executive bill sponsored by the presidency. The hybrid
legislation, which resembles more the later executive bill, currently awaits a third and final

reading in the Senate, before the President may sign it into law. In an October 1212909

Ni ger i an PAdemsaskall ¢ha Natiovied As€embly to pmslegislation to combat

terrorism and kidnapping. The bill stipulates a maximum jail term of only five years for those
convicted of terrorism.

On December 25, Umar Farouk Abdulmutallab, who was associated¥@tad@ i da i n t he
Arabian Peninsula, attertgal to set off an explosive aboard a Wl&gged air carrier landing in
Detroit, Mi chi gan. Abdul mutall abés flight or

Amsterdan enroute to the United States. The attack was unsuccessful and Abdulmutallab was
charged by a U.S. court with offenses related to the attack.

The Nigerian government continued to operate U&taled body scanners in all four
international airports to deteexplosives and drugs on passengers, with numerous successful
interdictions of contraband, mainly drugs. Despite repeated USG requests since 2007, the
Nigerian government has yet to sign a memorandum of understanding sanctioning the use of
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U.S. (and Nigrian) Federal Air Marshals on direct flights between Nigeria and the United
States. A Transportation Security Administration assessment team visited Nigeria from July 13
17 in conjunctionwittbe | t a Aaomméncemens od service from Abuja to New K.or

The Nigerian government welcomes and actively participates in U.S. goversposisored
counterterrorism training and capacity building programs. Progress continued on establishment
of an additional Regional Maritime Awareness Capability (RMAC) ratition on the eastern

coast to complement one already operational in Lagos. The U.S. military assisted the
Government of Nigeria with standing up a specialized counterterrorism unit within the Nigerian
military. The Amer i cty@oofertna(©SC) cosduc@dthreec e o f
TransSahara Security Symposia in support of the T@asara Counterterrorism Partnership,
addressing human development issues that may contribute to the spread of extremism and
instability. In addition, OSC sponsor#te attendance of nine participants from various agencies
at the TransSahara Security Symposium at the Kofi Annan Peacekeeping Center in Accra,
Ghana from December 1¥8.

Nigerians participated in Antiterrorism Assistance (ATA) courses on: TerrorigmeC3cene
Investigation, Airport Security Management, VIP Protection, VIP Protection Management,
Fraudulent Documents, and Maritime Interdiction of Terrorism.

Rwanda

The Rwandan government worked to improve border control measures and prepared # create
financial investigations unit, in accordance with antiney laundering/counterterrorist financing
legislation adopted in 2008. n N o v e mb esiparliankent aatifiddath® African Union

protocol onthe prevention and combating of terrorism. In Augast).S. Coast Guard team

trained Rwandan security forces at Lake Kivu, bordering the Democratic Republic of the Congo
(DRC), on maritime patrolling and law enforcement techniques. During the year, Rwandan law
enforcement officers participated in Ushasored training courses on criminal investigation
techniques and small arms identification.

Sao Tome and Principe

Sao Tome and Principe hasengthycoastline that remained porous and vulnerable to terrorist
activities, smuggling, human traffickingnd other illegal activities. While there have been no
reports of terrorist activity, the countryods
limited due to lack of resources, lack of adequate equipment and infrastructure, and insufficient
adminstrative and financial capacity.

Despite the lack of resources and capabilities, Sao Tome and Principe cooperated with the
United States and other partners in its efforts to counter terrorism. Working with the United
States, Sao Tome and Principgried and equipped local security forces in counterterrorism and
maritime security to build institutional capacity and knowledge. The government created
regulatory and management bodies in an effort to improve control of its border. The Sao
Tomean immigation service terminated or refused visas of individuals suspected of money

Page P9



laundering, created a Maritime and Port Security Institute, funded the establishment of a
Financial Intelligence Unit at the Central Bank, andpmorted the establishment ofsalr and
tracking systems program with the Sao Tomean Coast Guard.

Senegal

The Government of Senegal cooperated with the United States to identify terrorist groups
operating in Senegalese territory. Senegal lacked specific counterterrorism legislation and
current laws made it difficult to prosecute terrorist suspedisie workremained to be dorte

develop first responder services, to facilitate the quick sharing of information between agencies,
and to control porous borders where police and security services were undermanned and ill
equipped to prevent illicit crodsorder tafficking. The Government of Senegal continued to
welcome U.Sassisted efforts to augment its border security. Althoughaloi da i n t he |
Maghreb did not launch attacks or secure safe haven in Senegal, it continued to be active in the
neighboring countries dflauritania and Mali and attempted to set up transit points and

facilitation networks in SenegaSenegal is dransSahara Countegrrorism Partnership

country.

Senegal participated in regional efforts to combat terrorist finance. One of therfastigi
Intelligence Units (FIUs) inthesube gi o n, Senegal 6s FIl U, known as
in sponsoring and holding implementation and awareness workshops-omaety

laundering/terrorist finance issues for its own stakeholders as well esulioterparts from

around the subegion. Senegal is a member of the IntergovernmentalMotiey Laundering

Group in Africa.

Somalia

Thefr agi | e hol d o rsTrpneitvoral Federl G&ermmeent (TRG), a protracted

state of violent instabilityjong unguarded coasts, porous borders, and proximity to the Arabian
Peninsula, made Somalia an attractive location for international terrorists seeking a transit or
launching point fooperations there or elsewherf@espite continuing peace efforts by thFG

andother moderate forces not formally aligned with the T#@® terrorist and insurgent graup

al-Shabaab and Hizbul Islam continuecei@rcisecontrolover much of southern Somalidhe

TFG and peacekeepers of the African Union Mission in Sor(@aWHSOM) were confined to

parts of Mogadishu. Foreign fighters were involved#8dl abaabdés fi ght agains
and the TFG. Several foreign extremists were involved in terrorist attacks in Somalia, including
suicide bombings.

In January,tie last Ethiopian troops withdrew froom3na | i a . On Jasmewyry 31,
expanded parliament, meeting in Djibouti under UN auspices, elected the former leader of the
Islamic Courts Union, Sheikh Sharif Sheikh Ahmed, as president of Somalia. Theame

just days after the Djibouti wing of the Alliance for the-Rberation of Somalia entered into a
powersharing deal with the TFG. Over the next several months Sharif announced the

imposition of moderate sharia law in Somalia and made other affasch out to the

opposition, but aBhabaab and other radical groups rejected these moves. Armed Islamist group
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attacks in May through July left the TFG isolated in Mogadishu and reliant on AMISOM for
protection. The capability of the TFG and othenfali local and regional authorities to carry
out counterterrorism activities was extremely limited.

Al-Shabaabods | eader s hiQa 6h adsasececdin@ehercabhabaabseaders t h  al
have publicly proclaimed loyalty to-& a 06 .i Al-3habah consists of a disparate grouping of
armedclanmi | i ti as, many of whom do not adhere to t
leaders. These leaders have founded and support a number of training camps in southern

Somalia for young national and intetioaal recruits to aBhabaab. In these camps, AQ

affiliated foreign fighters often lead the training and indoctrination of the recruitShétaab

and other extremists conducted suicide attacks, reawotiolled roadside bombings,

kidnappings, and aassinations of government officials, journalists, humanitarian workers, and

civil society leaders throughout Somalia.-3habaab threatened UN and other foreign aid

agencies and their staff.

On September 1AQ senior leader and-&habaab trainer Sai Ali Saleh Nabhawas killed in
al-Shabaab controlled territomy southern Somalia. Nabhan was an associdtazil Abdullah

Mohammed, aka Harun Fazul, one of sever)al6i da | eader s charged wit
1998 bombings of the U.S. embassie&enya and Tanzanidn November, Fazul was
reportedly named Nabhands successor as AQ | ea

Although AQ and aShabaab are not formally merged, they produce mutually supportive
rhetori c. Il n March, AQ €Chhmpbsedsaofi 8emaknabd
Usama n Ladin urged aShabaab to overthrow the TFG. On September 23habah

proclaimed its allegiance to Usarbia Ladinin a video @ t i tAt Yeuw SefviceOsama dhe

48-minute film wasposted on Islamist Inteen foruns while atShabaalfighters distributed

DVD copiesand organizegublic screenings in Mogadishu.

During the year there were numerous high profile terrorist attacks inside Somalia. Some of these
operations were conducted by&thabaab, others bgsurgent or criminal groups:

e On February 22, a double suicide bombing on an AMISOM base killed 11 soldiers and
wounded 15 others.

¢ On March 26, a roadside bomb injured Somal
Omar and killed his secretary Mogadishu.

e On April 19, gunmen kidnapped two foreigners working for Medecins Sans
FrontieregMSF) in Huddur, Bakool region. They were released ten days later. Shortly
thereafter, MSF announced that deteriorating security was forcing it to close ttherHud
health center and four others in Somalia.

e On May 17, four foreign fighters and 13 otheiSdlabaab members reportedly died in
Mogadishu when the vehicle bomb they were constructing detonated prematurely.
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On May 24, an aEhabaab suicide bomber killstk policemen and a civilian at a police
headquarters in Mogadishu.

On June 18, an-@habaab suicide bomber killed 35 people in Beledweyne, including
TFG Security Minister Omar Hashi Aden.

On July 10, alShabaab militants in the city of Baidoa pubjlibeheaded seven people
accused of being Christians or spies for the TFG.

On July 14, aShabaab kidnapped two French security advisors from their hotel in
Mogadi shu. One escaped and the second was

On July 17, armed mepossibly linked to aBhabaab kidnapped three foreign aid
workers, including one American citizen in Mandera, Kenya, and took them across the
border into Somalia. All were released in October.

On July 21, the UN announced it had suspended humanitaeaations in Baidoa after
akShabaab fighterdos | ooted equipment and ve
the UN office in Wajid.

On September 17, two-&habaab suicide bombers in stolen UN vehicles killed 21
people in an attack on an AMISOM baseMogadishu. The dead included the deputy
AMISOM commander and 16 other peacekeepers.

On November 1, a remactmntrolled bomb killed five Somaliland military officers,
including adivision commander

On November 2, gunmen attempted to hijack a Daaltbn&s flight from Bosasso,
Puntland, to Djibouti. Other passengers overpowered the hijackers and the plane returned
to Bosasso.

On November 12, gunmen shot to death Puntland judge Sheikh Mohamed Abdi Aware,
who had recently jailed four-&8habaab membgr

On December 3, a suspectee¢Salabaab suicide bomber disguised as a woman killed at
least 23 people, including three government ministers, at a graduation ceremony for a
university in Mogadishu. ABhabaab denied responsibility for the attack.

OnDecember 13, Puntland Vice President Col Shire survived a bomb attack on his
motorcade 30KM south of Bosasso, Puntland.

On December 14, a roadside bomb killed three policemen on patrol in Bosasso.
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¢ In mid-December, aBhabaab militants reportedly killedone than ten people who were
praying at the grave of a famous Sufi sheikh in Lower Shabelle region.

Western and regional nations worked to assist Somalia through training and support for TFG
security forces. On November 17, EU Ministers of Foreigni/ffand European Defense
meeting in Brussels approved the concept of a European initiative to train the Somali security
forces.

AMISOM continued to secure the air and sea ports and presidential compound in Moghdishu.
November, AMISOM announced a tbtd 80 of its soldiers had died since deploying to the
country in 2007. Uganda had 37 troops killed and Burundi 43, mainly in suicide attacks and
roadside bombings.

South Africa

South Africa supported efforts tmunter international terrorism and shared financial, law
enforcement, and limited intelligence information with the United Stdteadvance of the 2010

World Cup, there has been closer cooperation between South African and U.S. law enforcement
and intdigence agencies concerning recent terrorist threats against U.S. facilities in South

Africa. Sout h Africads direct international air |
vulnerable to illegal immigration, trafficking, and international organaéde. Recognizing

these vulnerabilities, the Government of South Africa dramatically increased international
cooperation on measures to prevent terrorist attacks; it also markedly increased training in
anticipation of the 2010 World Cup.

Unevenborde security and document fraud continued
pursue counterterrorism initiatives. Dueatlack of institutional capacity and corruption within

the Department of Home Affairs, bona fide South African identity cards, passaod
work/residence permits were sometimes fraudulently issued to unqualified persons and
sometimes denied to qualified individuals. Under the leadership of new Minister Dl2umiva,

the Department of Home Affairs continued work on a turnaroundegiratDepartment of Home
Affairs initiatives included a count@orruption strategy and a campaign aimed at accelerating
documentation of all bona fide South Africans. The South African government began
implementing plans to provide more reliable borasusity. In preparation for the 2010 World

Cup, the government announced that the South African National Defense Force (SANDF) would
relieve the South African Police Service (SAPS) and assume responsibility for patrolling major
stretches ofand8adert h Afri cads

The South African Revenue Service (SARS) has a Customs and Border Protection (CBP)
Container Security Initiative team located in Durban that works with SARS to screen containers
entering and leaving the port for contraband, currency, auotaterials, and other WMD.

SARS is a member of the World Customs Organization and has worked closely with the
Department of Homeland Security Customs and Border Protection to develop the SARS,
Customs Border Control Unit (CBCU), which is modeled atter@BP, Antiterrorism
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Contraband Enforcement Team (ATCET), and a dedicated corps of law enforcement officers
focused on WMD issues.

South Africa cooperated with the United States in exchanging information related to terrorist
financing. The two nationsalve mutual legal assistance and extradition treaties. In early 2009,
theFinancial Action Task ForcéATF)c omp |l et ed a review of South A
FATF standards for anthoneylaundering and combating the financing of terrorism. The
reviewwas generally positive, and noted that the Financial IntelligenceeGeas$ functioning
effectively. The FATF noted, however, that South Africa could do a better job of regulating
trusts, monitoring financial institutions compliance with AML legislatiand enhancing the
disclosure of crosborder transfers of cash. South Africa remains the only FATF member in
Africa and has one of the three Egmamember Financial Intelligence Units in the region. Itis
also a member of Eastern and Southern Africa-AMoney Laundering Group (ESAAMLG), a
regional organization of financial intelligence units, and as such, has served as a resource for
other ESAAMLG members. Due in part to strict banking requirements and thdrozsm

nature of the South African ecang, South Africans sometimes use alternative remittance
systems that bypass the formal financial sector.

Tanzania

Tanzania remained vulnerable to international terraridthQa 6 i da el ement s respo
1998 U.S. Embassy bombing remained active throughout East Africa. During the year,

Tanzanian law enforcement and security forces made efforts to identify and monitor terrorist

activities and deny use of Tanzanianitery as a safe haven. U-Banzanian cooperation has

|l ed to new training initiatives designed to s
security capacity.T a n z a Matiomab Counterterrorism Center continued its participation in

several multyear programs to strengthen its law enforcement and military capacity, improve

aviation and border security, and combat money laundering and terrorist financing. The

Financial Intelligence Unit (FIU), established in 2007 with the passage of thd/langy

Laundering Act, is responsible for receiving, analyzing, and disseminating suspicious transaction
reports and other information regarding potential money laundering or terrorist financing. With

only three technical staff, however, the FIU has limiegburces to investigate potential money
laundering or terrorist financing activites.n an ef f or t sc¢apacithto comwht Tan z an
money laundering and terrorist financing, thé. Internal Revenue Service held a seminar on
antFmoney launderingrad financial investigative techniques in November.

Uganda

Uganda remained vulnerable to internatioealdrism, with members of &) aida using Uganda

as a transit pointAl-Q aidia and the Somaliased alShabaab posed the most significant

terrorist threats to Uganda. Uganda took tangible steps to track, capture, and hold individuals
with suspected links to terrorist organizatiohghile in transit, alQ aida membersvere

believed to have procured government documents illegally and engaged in recruitment activities.
In response, the Government of Uganda increased efforts to track, capture, and hold individuals
with suspected links to terrorist organizatiohsg a nsdandAnt-Terrorism Taskforce
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(JATT), commsed of military, police, andine | | i genc e e nstcoumtartersrism | ed Ug
response.

In September, November, and December, the Ugandan government raised alert levels and
increased security at government instathiasi, popular shopping centers, hotels, and other soft
targets due to threats from@la 6 i d aShabaal. Adbhabaab identified Uganda as a
potentialar get i n r et aslparteipatioo im thé Adrican Urgoa pedcekéeping
mission in Somalia.

The Ugandan military continued to track, in coordination wh#hDemocratic Republic of

Congo (DRC), Sudan, and tlentral African Republic (CARyemnants ofthé or d 6 s
Resistance ArmyLRA). The LRA has not carried out an attack in Uganda since2608, but

was responsible for killing, raping, and kidnapping hundreds of persons in southern Sudan, the
DRC, and CAR. During the year, 255 LRA combatants surrendered to the government and were
ganted amnesty sAmrobsyrActofl2@0.countr yo

TheU.S. Antiterrorism Assistance Program (ATA) conducted an sssa# of the Ugandan

g 0 v e r 8 coentetteérorism capabilities in June. While the Ugandan government was a

strong advocate for crog®rder solutions to persistent security concerns in thatGekes

Region, resource limitations and corruption hampered more effective counterterrorism measures.
The need to amend the 2002 Atgirorism Act, enact comprehensive ambney laundering

legislation pending before Parliament, and improve coordmainal information sharing

bet ween security services remained at yearos

Zambia

In 2007, the Zambian Government passed a counterterrorism bill, which criminalized acts of
terrorism, including terrorist training, incitement, and financing, and gtahtegovernment

significant authority to investigate, prevent, and prosecute acts of terrorism. Inadequate
resources and training impeded Zambiadbds | aw e
capabilities, however. Z a radbto poge & chbllenggintearmsd p o r
of the monitoring and control of illegal immigrants attempting to enter the country. Its points of

entry remained vulnerable to human trafficking and international cringability in

Zimbabwe, Somalia, and Congo resdlte an increase in migrants during 200¥ith U.S.

assistance, Zambia has sent a number of law enforcement officers to the International Law
Enforcement Academy in Botswana to learn and understand better methods to challenge illegal
border crossing.

The Zambian government does not have an internatiowalgpliant antimoney laundering or
counterterrorist financing regime, but the Zambian government has announced its intentions to
create a Financial Intelligence Unit (FIU) within the Bank of Zambiartrests international
standards.

Zimbabwe
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Zimbabwean government agencies routinely provided assistance by conducting investigative
inquiries, traces, and border checks of individuals thought to be threats to U.S. government
fadlities or personnelZ i mb asbcengnded economic decline, however, has had a detrimental
impact on local law enforcement and national security elements responsible for implementing
and coordinating counterterrorism efforts. The Suppression of Foreign and International
Terraism Bill, enacted in August 2007 to combat terrorism and mercenary activities in
Zimbabwe, was redirected to suppress opponerisioimb a b w e 0 Isadgrscahdipolicies.a |
Although generally cooperative, Zimbabwean law enforcement officials haveddaetant to

take or recommend actions that would be seen adimerican. This has undermined efforts to
foster greater cooperation.

East Asia and Pacific Overview

ARThe chall enge of terrorism demands the |broad
end to itd not only through sheer force of arms but mainly through a dialogue of faiths,
cultures and civilizations that will put the merchants of hate out of busines . 0

--N. Hassan Wirajuda, Foreign Minister of the Republic of Indonesia
Statement to the 64' Session of the UN General Assembly
September 29, 2009

By 2009, Asiab6bs combination of multilateral ¢
political will had resulted in significant progress in countering terrorism and in developing the
institutions necessary to deprive violent extremists of ébglile grievancesDespite that o

July 17, suicide bombers affiliated with the remnants of the terrorist organization Jemaah

Islamiya (JI) struck two hotels in downtown Jakarta within five minutes, killing nine and injuring

sixty more, ending a four yeperiod without a major terrorist attack in Indonesia. The attack

was a reminder of the difficulty in eradicating the use of terrorism by those who are committed

toviolence.The | ndones isaountgtermoresm effores led t@the arrests okéy
operatives and the deaths of nine, including Noordin Muhammad Top, the Malaysian leader of a
splinter JI group based inIndonesia Top was number one on Indone

several years and believed to have overseen the 2003 Jakartsldcridtt bombing, the 2004
bombing of the Australian Embassy, the 2005 Bali bombings, and the 2009 Jakarta bombings.

Similarly, in 2009 the international community worked with the Philippines to find a peaceful
resolution to the longunning insurgencin the Southern Philippines. The insurgency
contributed to the conditions of conflict and instability that provided both physical and
ideological space to groups of violent extremists, including JI fugitives and Abu Sayyaf Group
members.Philippines seatty forces continued to make headway against extremist groups,
killing 45 and arresting 18 individuals in the first half of the year.

The United States continued to work in partnership with countries in the region through
diplomacy, bilateral securityooperation, multilateral organizations, and capacity building to
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support counterterrorism effort3.he United Stateand China held bilateral counterterrorism
consultations in September, and the annual Trilateral Strategic Dialogue Counterterrorism
Conslutations with the U.S., Australia, and Japan, were held in Tokyo in December. Also in
December, South Korea hosted the Counterproliferation Working Group plenary; @0uts.
Korea forum to discuss ways to build cooperative capacity to deter ChemadahiBal,
Radiological and Nuclear (CBRN) attacks and manage consequences of a CBRN event. The
same month, South Korea hosted ¢bheondound of bilateral counterterrorism consultations.

Australia maintained its position as a regional leader in g &gainst terrorism and worked to
strengthenthe Asi® a c i f i &countertpiroosmdaapacity through a range of bilateral and
regional initiatives in fora such @sian Pacific Economic Cooperatiadhge Association of

Southeast Asian Nations (ASEANhe ASEAN Regional Foruprand the Pacific Island Forum

Japan also continued to assist counterterrorism capacity building in developing countries through
seminars, workshops, and training.

Australia

Australia continued to play a leadership role inftgbt against international terrorism through
multilateraland bilateral fora, includinthe annual Trilateral Security Dialogue with Japan and
the United States, and the Lombok Treaty with Indonesia that enhanced bilateral
counterterrorism cooperation.

The Australian Security Intelligence Organization (ASIO) assessed that terrorism remained a
serious and immediate threat to Australia; that extremist organizations in the Middle East, South
Asia, and East Africavere the primary sources of inspiration azapabilities for extremists in
Australia; and that the number of Islamist extremists willing to use violence in the country was
very small and did not change substantially between July 2008 and June 2009. The most serious
terrorism case was the arresfigé men, some with alleged links to the Somali terrorist group
al-Shabaab, for allegedly planning a suicide attack on an Australian military Dase.

Australian National Counterterrorism Committee (NCTC) alert level remained at medium.

On August 12the government announced proposed reforms to counterterrorism legislation,
includinge x pandi ng t h derratigt &obimthetCrinunal Code to encluie

psychological, as well as physical harm; extending the expiration period of regulations
proseibing a terrorist organization from two to three years; extending parliamentary oversight of
the Australian Federal Police (AFP); and providing further limits on the period a suspect can be
held without charge.

The government directed intelligence agestiincluding the Australian Transaction and
Reports Analysis Centre, which monitors financial transactidnancrease monitoring of small
transactions sent abroad.

Eighteen groups were included on AROSX X0al i ads
groups were rlisted, including the Kurdistan Workers Party, Lashkdiagyiba, Palestinian
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Islamic Jihad, anthelslamic Movement of Uzbekistan. On August 21Shkhbaab was listed as
a terrorist organization.

Several other terrorisimelatedarrests or convictions occurred in 2009:

¢ In February, seven men from Melbourne were sentenced to jail terms, ranging from four
and a half to 15 years, for their involvement in planning terrorist activiliesy were
arrested in November 2005, duringncerted actions on suspected terrorist groups in
Melbourne and Sydney. An eighth, who trained in Afghanistan, was sentenced to five
years in September.

e In October, five Sydney men, arrested as part of a series of raids in 2005, were found
guilty of plotting terrorist attacksSentencing hearindgegan in Decemb&009. Soon
after, it was revealed that four other men involved in the plot had pled guilty and had
been sentenced to jail term$wo of themwere eventually freed in exchange for
cooperatiorwith authorities

¢ In September, a Lebanebern Sydney man, Bilal Khazal, was sentenced to 12 years in
jailforpostng a terrori skPnohva msd bbonsk otni tbhteed R | e s
Internet. In December 2003, Khazahd his brother wergentenced in absentia by a
Lebanese military tribunal for financing an Islamist extremist group, which bombed U.S.
businesses.

Australia assisted Indonesia in the investigation of the July hotel bombings in Jakarta.

Australian multilateral engagement ¢mied in forums such as the United Nations, Association
of Southeast Asian Nations (ASEAN), ASEAN Regional Forum, Asia Pacific Economic
Cooperation, Pacific Island Forum, and G8 Counterterrorism Action Group, as well as in the
Global Initiative to Combatuclear Terrorism.Australia has counterterrorism memoranda of
understanding with Indonesia, the Philippines, Malaysia, Cambodia, Thailand, Brunei, Fiji,
Papua New Guinea, East Timor, India, Pakistan, Afghanistan, Turkey, and Bangladesh.
Australia contimied to provide legal drafting assistance to regional states seeking to adopt
international conventions and protocols against terrorism, and to bring their law codes into
conformity with these convention@ustralia continued to lead efforts withiime Civil

International Civil Aviation Organizatioto update two counterterrorism conventions on civil
aviation.

In October, Australia participated in the Fifth Regional Interfaith Dialogue in Peautiralia,
sponsored by Australia, Indonesia, New Zealand,the Philippineslit aimed to promote peace
and understanding through interfaith linR&/ithin Australia, the government funded projects
encouraging tolerance of religious diversity, particularly focusing on strengthening goodwill
between Muslims andom-Muslims.

Australia and the United States exchanged information dsiRge £€Regional Movement Alert
System.
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The Australian Defense Force boosted its contribution in Afghanistan to approximately 1550
personnel

Burma

The Government of Burma deéd almostallamr e gi me acti vities as fdact

making little distinction between peaceful political dissent and violent attacks by insurgents or
criminals. The government characterized dissident groups as aligned with terrorist organizations

and has used this as justification to scrutinize and disrupt dissident activities. In December 2009,
bombs exploded in Rangoon and other parts of Burma. The government attributed the bombings

to subversives or insurgents intent on disturbing the diabflithe state. Authorities have not

made public any evidence of a genuine investigation nor have they identified the specific
perpetrator(s). Requests by the U.S. Embassy to view either specific bomb scenes or remaining
fragments of explosive devicesre consistently denied.

In October, a Government of Burma liaison informed U.S. officials that its Special Branch
police had arrested three members of anBntma group that was planning to set off explosives
in Rangoon, including targeting the U.SnBassy. The Burmese liaison advised that the

arrested persons were not members of a terrorist organization as defined by the U.S. government.

This was a departure from past practice, in which, as noted, the Government of Burma defined
all groups allegediengaged in bombings as terrorists.

Cambodia

Cambodi ads political | eadership demonstrated

terrorists and the Government of Cambodia remained committed to strengthening its
counterterrorism capability througfaining and international cooperation.

In Cambodia, terrorists could attempt to exploit various local conditiamsuding endemic
corruption, poverty, high unemployment, a poor education system, porous borders, and
disaffection within the Cham Muslipopulation, which makes up approximately five percent of
the populationi to gain recruits, resources, and lines of operation. Although the Cham are not
generally politically active, the Cambodian government is aware that foreign terrorists might use

Chamareas as safe havens. For example, Hambali, a senior Jemaah Islamiya operative accused

of involvement in the 2002 Bali nightclub bombings, took refuge in a Muslim school in
Cambodia in 2002003.

With U.S. assistance, Cambodian authorities monitoregpaterized border control systems at
Phnom Penh and Siem Reap airports, and at the land border crossings of Poipet and Koh Kong.
International ports employed the use of this computerized system, as waqibhasgort for

Cambodian nationals and VISPEC,iwbh h was provi ded, install ed,
immigration police by the United Kingdom. Although biometric systems were not available in
Cambodia, various officials received biometrics training from Singapore. U.S. officials also
provided trainng to Cambodian authorities on financial investigation, methods for countering
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money laundering and terrorist financing, hostage release negotiations, and terrorist incident
management.

In 2009, 70 Cambodian government officials participated in 17 aep@ambodiased

training and workshop sessions hosted by the Australian, German, Russian, and U.S. Embassies.
Twenty officials participated in 15 separate overseas training and workshop sessions in the
United States, Malaysia, Japan, Australia, VietnBhilippines, India, and Thailand, which

covered a range of topics, including security, counterterrorism, and investigation of fraudulent
documents.

In November, a counterterrorism exerciseSmutheast Asiadapan Maritime Security was
conducted in Preah Sihanouk Province under the auspices of Australia, the United States, and the
secretariat of the National Counterterrorism Committee.

The Cambodian government continued to make progress in strengthisrdagriterterrorist
finance regime. The Financial Intelligence Unit (FIU), which operated within the framework of
the National Bank of Cambodia, conductedsite examinations of banks and financial
institutions and signed Memorandums of Agreements amrivdtion exchanges concerning
money laundering and terrorist financing with the Bank Nagara Malaysia FIU, the FIU of the
Central Bank of Sri Lanka, and the Anti Moregundering Department of the Bangladesh Bank
on information exchange concerning moneyering and terrorist financing.

China

China continued its counterterrorism cooperation with the United States and other nations
throughout the year. In September, the United States and China held bilateral counterterrorism
talks in Washington, DC.nlJune, China and Singapore conducted joint counterterrorism
exercises in Guilin. Then in July, China held a joint Stussian counterterrorism exercise in

Jilin Province. Finally, in November, representatives from the Shanghai Cooperation
Organizatiorattended an international counterterrorism conference in Kyrgyzstan. Additionally,
the implementation of the Yangshan Deep Water Megaports project was resumed on July 2.

C h i shaatiinoney laundering and counttnancing of terrorism (AML/TF) system vas
significantly strengthened during 2009, although several key deficiencies have yet to be
addressed. In July, at theSJChina Strategic and Economic Dialogue held in Washington, DC,
the United States and China agreed to stremgtheir cooperation o’ML/C TF, including
counterfeiting. In August, the Securities Asisdion of China provided AML/TF guidelines to
securities firms in China, in an effort to cut off possible sources of funding to terronists.
November, t he sGourprelezenha juditial migrpretation that further expands
application of the law to specific ndranking/financial institutions and more widely covers
terrorist financing activities.

Terrorist financing is a criminal offense in China. However, the governmeryethao develop
an asset freezing and confiscation regime that meets international standards or that adequately
implements UN Security Council Resolutions 1267 and 1373, according to the Financial Action
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TaskFo ce ( FATF) . $ anosshoddet detlaration and Gisclosara $ystem needs
strengtheimg to better preventterroi st f i nanci BRBnaialinieligenceyUnit Chi n a
(FI'U), housed sfankohCGhima, wokkeclogelg witp theeFthancial Crimes

Enforcement Network irhe United States to develop its capabilities. In addition to its domestic
collection and analysis activities, the FIU exchanged information with foreign FIUs.

China expanded its role in international efforts to combat terrorist finance and moneyifezinde

by becoming a full member of the FATF in June 2007. Since 2004, China has also been a

member of the Eurasian Group (EAG), a FAStlle regional body that includes China, Russia,

and most Central Asian countries.Dre c e mber , Chi nab-dnmual plenary, t he EAG
providing China an opportunity to enhance its leadership role in AML/CFT issues. Coordination

in countering terrorist finance couldbeu r t her e n h a n e mambershipimtneg h Chi n:
Egmont Group, an umbrella body that coordinatesttieities of over 100 FIUs worldwide.

Though China has applied for membership in the Egmont Gpalitical concerns about

T a i vg @artidipation in the organization have hampered membership discussions.

The East Turkistan Islamic Party (ETIP), alsmwn as the East Turkistan Islamic Movement

(ETIM), was added to the UN Security Counci@dd da and Tali ban Sancti ol
Consolidated List of individuals and entities associated wiQalé i da or t he Tal i ba
April 2009, the Sanctiis Committee added ETIP leader Abdul Haq to the Consolidated List.

Human rights organizations have accused China of using counterterrorism as a pretext to
suppress Uighurs, a predominantly Muslim ethnic group that makes up a large percentage of the
popuation within the Xinjiang Uighur Autonomous Region of western China. After widespread
rioting in urban areas of Xinjiang in July and September, police moved in and arrested more than
200 people according to official estimates, at least 26 of whom haweskatenced to death.

The Chinese government clasnfithat the riots were orchestrated from abroad and therefore
terrorist attacks on China.

Formally established in 2002, the FBI Legal Attécts Of f i ce i n BGhing i ng bol
cooperation on countierrorism investigations. In 2009, FBI Counterterrorism Division

personnel participated in a round table discussion on terrorism issues with the China Institute of
Contemporary International Relations. FBI personnel also provided a general overview to

Ministry of Public Security Terrorism Department personnel on counterterrorism investigations.

Hong Kong

Ho ng Kpositproas a major transit point for cargo, international finance, and people,
coupled with its open trade and financial regime, makepittential site for money laundering

and terrorist financing activitieddong Kong is a close partner with the United States in the fight
against terrorism. The Hong Kong government successfully participated in the Secure Freight
Initiative pilot project through its conclusion on April 30. The Container Security Initiative in
Hong Kong remained effective, and cooperation with Hong Kong customs officials received
continued praise from visiting U.S. government delegations.
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Hong Kong law enforcement agaes provided full support and cooperation to their overseas
counterparts in tracing financial transactions suspected of links to terrorist activities, and
participated in U.S. governmesponsored training on financial crimes and strategic commodity
identfication, among othetopics.

| n Oct ob er spolide fireg hedtlo, ang 6ther government services held emergency
response drills simulating chemical, biological, radiological, and nuclear attacks. During the
Hong Konghosted East Asia Games ir&mber, Hong Kong deployed its newly established
police Counter Terrorist Readiness Unit (CTRU). In addition to providing a counterterrorist
deterrent presence, the CTRU assisted police districts with counterterrorism strategy
implementation and provideaectical and professional support to existing specialist units, such
as the Special Duties Unit and its VIP Protection Unit.

Hong Kong actively participated in various amtoney laundering and counterterrorist financing
initiatives, including the Finamal Action Task Force (FATF) and the Asia/Pacific Group (APG)
on Money Laundering. Hong Kong is a member of the Egmont Group of Financial Intelligence
Units, reporting through its Joint Financial Intelligence Unit operated by the Hong Kong Police
and theCustoms and Excise Department.

In response to recommendations stemming from the 2007 FATF and APG mutual evaluation of
Hong Kong, authorities are drafting legislation to increase supervision of money changers and
remittance agents; create statutory rezmaents for customer due diligence and redé@eping

in the banking, securities, and insurance sectors; and establish civil penalties for these
infractions. Legislation to establish government oversight foffimamcial professions and to
create a croskorder currency reporting mechanism is needed to address additional FATF
recommendations.

Macau

Ma c a position as a major international gambling center makes it a potential site for money
laundering and terrorist financing activitieBla ¢ a finéncidregulatory authorities directed

banks and other financial institutions to search continuously for terrorist financing networks and
accounts using lists of individuals and entities designated by the United States under relevant
authorities, aswellabeUN 126 7 Sanct $oconsdidat€dlistofintdivideats and
entities associated with-gga 6 i d a, t h Hsamahin Liadina n , and

Macau is a member of the Asia/Pacific Gr¢gd¥G) on Money Laundering. In response to
recommendations of th&PG evduation, Macau authorities have taken steps to improve
compliance with suspicious transactions reporting requirements in banks, casinos, and
professional associations, but the threshold reporting limits remain well above international
norms. Macau does thbave reporting requirements for crdssder currency movements.

In May, Macau joined the Egmont Group of Financial Intelligence Units through its Financial
Intelligence Office (FIO), anindepeeacht gover nment sSecetaryfounder Mac a
Economy ad Finance. The FIOaly ed an e s s e n$AntMoneay bauneleringn Ma c a u
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(AML) regime by collecting and analyzing suspicious transactions, providing AML assistance to
local authorities, raising the pubiicAML awareness, and sharing information watlerseas
counterparts.

In September, the Macau Monetary Authority (AMCM) strengthened its AML guidelines for
financial institutions, money changers, and remittance agents by mandating enhanced customer
due diligence measures and the compulsory employaiex¥CM -approved AML compliance
officers.

Macau cooperated internationally in counterterrorism efforts through INTERPOL and other
securityfocused organizations withinthe Adfaa c i f i ¢ R eglawemiarcemeManda u 0
customs agencies participateddr5. governmensponsored training in bulk cash smuggling
detection, weapons of mass destruction proliferation awareness workshops, and complex
financial investigation techniques.

Indonesia

The Government of Indonesia reacted decisively to the JuBQDB, bombings of the Jakarta
Ritz Carlton and J.W. Matrriott hotels, which killed nine people, including the two bombers, and
injured more than 50 in the first attacks in Indonesia in almost four years.

The |1 ndones isxountgterrorssm effortedtd the arrests of 14 operatives and the
deaths of nine, including Noordin Muhammad Top, the Malaysian leader of a splinter Jemaah

|l slamiya (JI) group based in Indonesia. Top
several years and believed to have overseen the 2003 Jakarta J. W. Marriott bombing, the 2004
bombing of the Australian Embassy, and the 2005 Bali bombings.

The Marriott suicide bomber entered a private dining room where a breakfast meeting of
prominent business community repeatatives, primarily expatriates, wasingheld. The

bomber set off an improvised explosive device (IED) that killed six people. Approximately five
minutes later, a second bomber set off an IED in the Ritz Carlton restaurant, killing himself and
two others. An undetonated bomb was later discovered in a J.W. Marriott guest room where one
of the bombers stayed during the two days before the attacks.

The level of planning for the attacks, including the planting of a JI operative in the hotels and

florah shops for at | east two years prior to the
in sophistication. As the investigation developed, it became apparent the network was larger in
number and geographical reach than previously thought. The fafpesharriott bomber and

other operatives indicate Top and his associates successfully recruited youths with no previous
criminal records. Family links between operatives, including by marriage, were evident

throughout the network.

Regarding terrorisnmegislation, the Parliamentary Commission on Security and Defense
proposed revisions to the 2003 Terrorism Ldy.the end of 2009, Parliament had not yet
begun to review the revisions. It was not clear when they would begin to do so.
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One proposed revisin to the law would allow a suspect to be detained for two years without trial
should his/her activities bedeend an e n d an g e rsmecurity. Under thercatrenh e s i a 0
law, the Indonesian police must formally name a subject as a terrorism defeitdanseven

days after arrest and can then detain them for up to four months without charges.

Another proposed revision to the law would allow the police to crack down on individuals and
groups that glorify terrorism and openly preach hatred agdiosé of a different faith. This
particular law would target radical clerics who support radical jihad, or war, in their religious
lectures.

An additional proposed revision to the law would create a Counterterrorism Coordination
Agency composed of govamnental and social components, including representatives of most of
theM ni stries, t hséffidetthe dlational iPolid,ahe Stataalhtadlligence Agency,
and the Armed Forces.

The Coordinating Minister for Political, Legal, and Social Affausuld head the body and

answer directly to thBresident. The agency would coordinate counterterrorism policy and
activities, and serve as a central crisis center in the event of a terrorist attack. It has not yet been
determined whether the agency wibbhbhve operational capacities. Elements of the agency

would also coordinate with the Religious, Education, and Information Affairs Ministries to
implement counterand deradicalization programs.

A final proposed revision to the law would allow the Indsian military (TNI) and the State
Intelligence Agency (BIN) to work more closely with the police, directed by the
Counterterrorism Coordination Agency, to counter terrorist acts

Regarding developments in terrorist financing legislation, the Indonesiemgment made
substantial efforts to draft effective terrorist financing legislation that meets FATF standards and
creates an effective mechanism to freeze terrorist assets pursuant to UNSCRs 1267 and 1373.

An Indonesian interagency team headed by PPAR&])ndonesian Financial Intelligence Unit,

drafted new terrorist financing legislation. This draft law addresses criticisms raised in the Asia
Pacific Group on Money Laundering 2008 evaluation of Indonesia, which noted significant
deficienciesinindorei ad6s statutory and regulatory frame\
terrorist financing.

The draft legislation is a significant improvement over previous terrorist financing legislation, as
it creates a mechanism to trace, freeze, seize, and coafispatrist assets pursuant to UNSCRs
1267 and 1373, and clarified and broadened the definition of support to a terrorist organization.
The draft legislation does not specifically address the use gbrudih organizations (NPOs) and
non-governmental @anizations to finance terrorism, a sensitive topic. Although PPATK
interlocutors assert the draft legislation will apply to 4poafits, it is unclear whether there

would be political will to apply the legislation to nqmofits. The Government of Indesia

initiated a review of its domestic NPO sector in July 2009, as requested by the APG. The review
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is a key part of the governmes éffort to improve regulation and oversight of the NPO sector.
To date, there has been only one successful terromstding prosecution in Indonesia, a
function of poorly drafted legislation and a lack of training for police and prosecutors.

The Victim and Witness Protection Agency LPSK is in the process of developing procedures to
assist victims of crime, including terist activities, and to shelter withesses from criminals
including terrorist organizations.

The Indonesian government continygdgrams taounter violent extremism, but concrete,
systemic information as to the effectiveness of the programs was filabbezaThe National
Police and the Ministry for Political, Legal, and Security Affairs offered countéence
programs to youth across the country, including sports events, television programs, and
traditional puppet show® popular cultural practide Indonesia).

The Indonesian National Police continued its prisoner assistance prograirathoddize

convicted terrorists, primarily with the assistance of two former terrorists, Ali Imron and Nasir
Abas, who were convicted for their participatiorthe 2002 Bali bombings. The program
identified individuals who might be open to more moderate teachings and focused on providing
spiritual support to the men and modest financial support to their families.

The United States and Indonesia continued toyeexcellent cooperation on issues related to
international terrorism. The Indonesian government has worked closely with the United States

on terrorism cases and indicated its interest in ongoing assistance and cooperation. The Attorney
Gener al of Ferr@ibni anctTeansnational Crime Task Force, which the United States

helps support, has successfully convicted more than 60 Indonesian terrorists to date, including
more than 40 JI members. Although there is no mutual legal assistance treaty ithetads,
considerable sharing of information between Indonesia and the United States, and mechanisms
exist for the formal transfer of evidence, with the first two mutual legal assistance requests being
executed between Indonesia and the United State¥) 2

Japan

Japan bolstered border security and enhanced national counterterrorism measures in coordination
with the United StatesJapanese immigration officials continued to strengthen their capability to
identify suspicious travelers uponentryintogdands i nternational airpor
and facial image technologysince the introduction of the Biometric Immigration Control

System in November 2007 until October 31, 2009, officials denied entry to 1,465 foreign

nationals who attempted tnter Japan using forged or altered passportsenmtez after being

previowsly deported from Japand. a psamndgration Bureau, National Police Agency (NPA),

and the Ministry of Land, Infrastructure, Tourism, and Travel coordinatedDejplartment of

Homeland Securityi{HS) on preventing terrorists and other higék travelers from boarding
commercial aircraft bound for the United Statdapanese officials see the program as a valuable
tool to secure travel between Japan and the United States and as an effective am@y to sh
information and prevent suspected terrorists and improperly documented air passengers from
boarding U.Sbound flights. During December 2009, DHS and the Japan Immigration Bureau
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agreed to begin negotiations on an Immigration Mutual Assistance Agnedmewould
facilitate immigration cooperation between Japan and the United States.

Japan also took steps to strengthen port and
Initiative, Japanese authorities worked with U.S. officials to regieyy manifests and to screen
suspicious containers bound for the United Stalteddarch, Japan installed radiation portal

monitors and began screening containers for the presence of radiological material under the pilot
Megaports Initiative Programn June, Japan and the United States signed a Mutual Recognition
Arrangement in Brussels, aligningsecury st and ar d strademparthecshigh count ri
programs. Japan also continued collaboration with the United States on science and technology

for homeand security through the U-3apan Framework Initiative for a Safe and Secure

Society.

The NPA and the Public Security Intelligence Agency (PSIA) continued to monitor theiestivi
of Aum Shinrikyo, renamedleph, and splinter group Hikari no Wa, or t@e of Light." In
January, PSIA successfully filed a request to maintain surveillance of Aleph and Hikari no Wa
for an additional three year®SIA has monitored Aum since 2000 under the Organization
Control Law, a measure that allows the Agency to aohdnsite facility inspection and to

obtain quarterly operational reports from the cult.

Japan reached beyond its borders to fight terrorism as well. Japan is the second largest
contributor to Iraq reconstruction withS$1.7 billion in grantslyS$3.5 billion in

concessionary loans, att$$6.9 billion in debt relief.Japan remained an active partner in
Operation Enduring Freedom (OEF) and a key international contributor to Afghan stabilization
and reconstructionJapan has pledged more tha8$ 2billion in reconstruction aid since 2002
and continued construction on the 114 kilometer stretch of the southern ring road between
Kandahar and Herain November, Japan announced a fiee-year,US$ 5billion assistance
package that included, among atitems, continued funding of Afghan National Police salaries,
job training initiatives, and employment programs for former legarelon insurgentsThe

Japan Maritime Self Defense Force continued to conduct refueling operations in support of OEF
in thelndian Ocean.In April, Tokyo pledged US$ 1 billion for a widenge of assistance to
Pakistan over the next two years.

In December, Japan hosted the fifth annual JaparAustralia Trilateral Strategic Dialogue

(TSD) Counterterrorism Consultations,@st of the broader TSD, which aimed to coordinate
regional activities.Japanese officials chaired a specialist working group on border security and
counterradicalization and took part in discussions on law enforcement capacity building and on
ways to pevent chemical, biological, radiological, and nuclear attatk® TSD Consultations
followed a TSD Counteradicalization Workshop Japan hosted in July.

Japan continued to assist counterterrorism capacity building in neighboring countries through
dialogue, seminars, workshops, and trainihg.July, Japanese officials took part in the third
JapanrSouth Korea Counterterrorism Consultatiohs August, Japan eohaired the Fourth
JaparASEAN Counterterrorism Dialogue in Vietnarm December, JapanesHicals took

part in the first JapaBingapore Counterterrorism Dialogu€he Japanese Counterterrorism
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Ambassador reaffirmed the necessity of enhancing capacity building assistance to developing
countries, strengthening countadicalization efforts, rad promoting secure trade in the APEC
region. In March, Japan hosted the Seminar on Promotion of Accession to International
Counterterrorism Conventions and Protocols for the sixth consecutiveTy@aro promoted
information sharing and provided implentation guidance to participants including Fiji, Papua

New Guinea, and several members of the Association of Southeast Asian Nations, among others.

Japan supported regional projects, such as counterterrorism research in Malaysia and terrorist
rehabilitaton programs in Indonesia, through the Jap&EAN Integrated FundOver the past

few years, Japan has invited roughly 60 teachers from 17 Indonesian provinces and 43 snadrassa
for the pur palral uadrstahditganhdepening qiteféith dalogue. Japan has
expanded the pool of visitors to include Yemen and the Philippines.

Japan assisted thiabuntry law enforcement personnel by dispatching experts and accepting
trainees.The Japanese Coast Guard (JCG), for example, provided capaldtgdservices and
training seminars to authorities from states that border the Straits of Malacca. Since 2002, Japan
has provided training to Coast Guard counterparts from the Philippines and has offered technical
assistance to support local policdndonesia by, in part, introducing the Japanese police box, or
kobar? system.

Japan contributed to counterterrorism capacity building through membership in multilateral fora.
In July, Japan joined G8 counterparts in calls to bolster the role of thedUNations; improve
information sharing; strengthen the security of land, sea, and air transportation; and support the
G8 Counterterrorism Action Group.

Japan undertook measures to combat terrorist financing. Japan cooperated on freezing assets of
individuals and entities listed under UN Security Council resolutions to help stem the flow of

terrorist financingtoaQa 6 i d a a n d Japam expahded thets@pe.of business practices

and professions under the Law for Prevention of Transfer of GalrRiroceeds, which requires

specified business operators, including financial institutions, to conduct customer identification

and submit suspicious transaction repotisder the Foreign Exchange and Foreign Trade Law,
Japanese financial institutions ngenfirm the identity of customers sending 100,000 yen or

more overseask-or domestic remittances, financial institutions must identify originators of wire
transfers over 100,000 yédS$1,0000)J apands Banking Law also | evi
sanctionn financial institutions that fail to comply with ammtioney laundering and

counterterrorist financing measurds. addition, the Finaric a | Services Agency a
Financial Intelligence Unit inspect financial institutions for compliance with etertorist

financing laws and regulations.

> Koban are often located near stations and busy entertainment areas and are supposed to act as a community
policing center: a deterrent to criminal activity as well avioling a rapid response post in the case of actual
wrongdoing. Each koban is usually staffed by a group of 4 poBaefficers under the command of a sergeant
working on 3 shifts of 8 hours under the control of the city or ward police station.
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In June, the Japanese Diet passed the Payment Services Act, which addresses October 2008
Financial Action Task Force (FATF) Mutual Evaluation recommendations pertaining to

customer due diligence and money trenskervices.The evaluation had noted several

deficiencies, including the low number of money laundering prosecutions, the absence of an
established mechanism for freezing terrorist assets that covered domestic funds, and the absence
of a requirement folinancial institutions to establish and maintain procedures, policies, and
internal controls to prevent illicit finance.
implementing rulesThe Diet also amended Customs Act secondary legislation, which

addressed in part the FATF recommendation pertaining to-bavder currency declaration and
disclosure.

Republic of Korea

The Republic of Korea (South Korea) demonstrated excellent law enforcement and intelligence
capabilities to combat terrorisngouth Korean immigration and law enforcement agencies had a
strong record of tracking suspicious individuals entering their territory and reacting quickly to

thwart potential terrorist actsSeoul also reviewed and strengthened its emergency response plan
and, in accordance with UNSCR 1267 and 1373, further tightened its legislative framework and
administrative procedures to combat terrorist financihgr example, the Prohibition of

Financing for Offenses of Public Intimidation Act toelfect in December 2008 amnbs

intended to implement the UN Convention for the Suppression éfitlaecing of Terrorism, to

which the South Korea has been a party since 2004. Under the Act, fupdblforintimidation

of fenses ar e undsermssetscollected, pravidgd,adealiyereept for use in

any of the following acts committed with the intention to intimidate the public iotédere

with the exercise of rights of a national, 1| o
expand ng t he governmentods ability to confiscate
March, enabling the government to confiscate not only the direct proceeagaobm, but also

funds and assets derived from those proceeds. In October, South Kenee laeftill member of

FATF. The accession to FATF will allow Korea, an observer since 2006, to actively participate

in the process of setting and revising global Atney Laundering an@ounterterrorismm
FinancingTerrorism AML/C TF) standards and increa international cooperation.

South Korea supported U.S. counterterrorism goals in Afghanistan by announcing the
establishment of a Provincial Reconstruction Tedmaddition, South Korea worked closely

with other foreign partners and played a constructive role in improving regional counterterrorism
capabilities. South Korea continued to participate in the counterterrorism activities of the Asia
Pacific Economic Coperation forum, the ASEAN Regional Forum, and the Asieope

Meeting. The Korea Overseas International Cooperation Agency hosted counterterrorism
training and capacitipuilding programs for regional partners in forensic science, prevention of
money laudering, and cyber security.

In March, the Counterterrorism Committee Executive Directorate of the United Nations visited
South Korea to monitor its efforts to combat terrorism in accordance with UNSCR 1373. The
team found that Korea had made good peegmwith respect to AML/CFT laws and mechanisms
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to criminalize terrorist financing and freeze funds and assets. In October, the Korea Institute for
Defense Analyses hosted thieth Biannual Symposium of the Council for Asian Terrorism

Research, withthe he me A Korean Peninsula WMD Threat s: F
In November, South Korea hosted dscondA PEC Cyber secur ity Seminar
Cyberspace from Terrorist Attacks and Use, 0 w
recent cyber attacks and ways to deal with the challenges of cyber terrorism. In December, the
Ambassador for International Counterterrorism Cooperation hostegtbadound of South

KoreaU.S. bilateral counterterrorism consultations, attended on thesideSby the Deputy

Coordinator for Regional Affairs of the Office of the Coordinator for Counterterrorism. Korea

also held bilateral counterterrorism meetings with Indonesia, Japan, France, and Germany during

the year.

The South Korean government hasenetly been concerned over the growing number of South
Korean citizens abroad who have been victims of terrorist attacks. In March, four South Korean
tourists were killed and five were wounded in a suicide bombing in Yemen, forwkizha i d a
later claimed responsibility. In June, another South Korean civilian working for a medical NGO
in Yemen was kidnapped and killed. Although the Yemeni government did not find a conclusive
connection to an established terrorist group in that incident, the Soutmkgmearnment was

put on alert and is now exploring various possibilities to prevent future attacks on its citizens.

North Korea (DPRK)

The Democratic Peopledbs Republic of Korea (DP
terrorist acts since the bombin§a Korean Airlines flight in 1987. On October 11, 2008, the

United States removed the designation of the DPRK as a state sponsor of terrorism in accordance
with criteria set forth in U.S. law, including a certification that the government of the DP&RK ha

not provided any support for international terrorism during the precedinganth period and

the provision by the DPRK of assurances that it will not support acts of international terrorism in

the future.

In May, the United States-eertified NorthK or ea as fAnot cooperating f
counterterrorism efforts under Section 40A of the Arms Export and Control Act, as amended.
Pursuant to this certification, defense articles and services may not be sold or licensed for export

to North Korea fronOctober 1, 2009 to September 30, 2010. This certification will lapse unless

it is renewed by the Secretary of State by May 15, 2010.

Four Japanese Red Army (JRA) members who participated in a jet hijacking in 1970 continued
to live in the DPRK. On JunE3, 2008, the government of Japan announced that the DPRK had
agreed to cooperate in handing over the remaining members of the JRA involved in the
hijacking. However, the DPRK has not yet fulfilled this commitment.

The Japanese government continuedeks full accounting of the fate of 12 Japanese nationals
believed to have been abducted by DPRK state entities in the 1970s and TSP RK

admitted to abducting eight of these individuals, but claimed that they have since died; the
DPRK has denietlaving abducted the other four individuals. On August 12, 2008, Japan and
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the DPRK agreed on steps towards the eventual resolution to this issue. However, the DPRK has
not yet fulfilled its commitment to reopen its investigations into the abductionse 3002, five
other abductees have been repatriated to Japan.

Laos

Since 2002, the Government of Laos has consistently denounced international terrorism and
expressed a willingness to cooperate with the international community on counterterrorism.
While domestic opposition elements have in the past employed terroriss,taath as

ambushing civilian buses in 2003 and bombing civilian targets in 2004, Lao officials at many
levels saw international terrorism as an issue of only marginal relevance to Laos. They believed
that Laos, as a small and neutral country, wouldoedtargeted or exploited by international
terrorists.

Laos does not have a separate counterterrorism law, but the Lao judicial system allows for the
prosecution of acts of terrorism as crimes under the Lao criminal eod Lao officials have
amendedhe criminal code to strengthen counterterrorism sanctibre.obsrder security was
weak; border officials could not effectively
border checkpointsCrossing the borderlong the Mekong River intolBma, Thailand, and
Cambodia could be accomplished easily and without detedBorder delineation remained

poor in more remote sections of the country, especially along its land borders with Vietnam and
China. It was likely that unmonitored border @iogs by locals occurred on a daily basis.

Since September 11, 2001, Lao authorities have strengthened airport security, and airport
security forces have participated in UsBpported security seminars to raise their standards, but
security procedures &nd immigration points remained lax compared with those of most other
countries in the region. In addition, official Lao identity documents, including passports and ID
cards, were easy to obtain.

Lao authorities have issued orders limiting the amotinash that could be withdrawn from
local banks or carried into or out of the country and strengthened reporting requirements of state
and privately owned commercial banks. Banking regulation remained extremely weak, however,
and the banking system wadiverable to money laundering and other illegal transactions.

Malaysia

The policeforces in Malaysia, which falinder the authority of the Home Ministry, continued to

conduct all counterterromsinvestigations and operations in the coyntin 2009 the Prime

Mi n i sQffieerci@ated a new office, the Special Task Force (Operations/Counterterrorism),

within the Royal Malaysian Police (RMP) to handle counterterrereated investigations, a

function previously conducted by the RMP Special Branch. By e ar 6 s end, Mal ays
initiated prosecution of any terrorist suspects using legislation amended in 2007 in order to

accede to the UN International Convention for the Suppression of the Financing of Terrorism,

but continued to rely on the Interriaécurity Act (ISA) to detain terrorist suspects. Under the

ISA, the authorities can detain suspects without trial for up to two years, a period the Home

Minister can extenchitwo-year increments.
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At el fie terrorist suspects linked to Jematmiiya(Jl) were held in ISA detention.

This included one weknown Jl operative, Mas Selamat bin Kastari, whom the Malaysian
authorities detained in April. Kastari had been on the run in Malaysia after escaping from prison
in Singapore in February 280 The Malaysian government has held suspected terrorists and
suspected terrorist supporters in ISA detention from one to six years. While imprisoned, these
terrorist suspects receive-dadicalization training from Malaysian authorities, and are only
released after the government believes they are no longer a threat to society. The authorities
continued to monitor terrorist suspects after their release, and imposed restrictions on their
activities and their travel. Because of growing domestic anchatienal pressure, the

Malaysian government has become more cautious about employing the ISA to detain persons it
suspects of terrorist activities, and has been slowly reducing the number of those detained under
the ISA. In 2009,the authorities releas&® ISA detainees, 29 of whom were alleged members

of terrorist organizations JI or Darul Islam.

The Malaysian government allows travelers from many nations to enter the country without
visas, to promote trade and tourism. Persons from most Islamicgiesw#n enter Malaysia
without visas, although immigration authorities do scrutinize these travelers and screen for
known terrorists. Malaysian authorities will detain terrorist suspects if they become aware of
their presence in the country, and havévatt cooperated with other countries to deport these
suspects.

The Malaysian government engaged with its neighbors, both bilaterally and in international fora
such as the Association of Southeast Asian Nations, on issues related to counterterrorism and
transnational crime. It continued to operate the Southeast Asian Regional Center for
Counterterrorism. The Center has served to facilitate the training of Malaysiatirfeont

officials, but has done less to identify forwdaking or regional countestrorism priorities.

The organization largely depends on initiatives from donor countries, including the U.S., Japan,
Australia, and Canada, to sponsor its training program.

Malaysian mediators continued to work in the southern Philippines to helpesodrittict

between the Government of Philippines and the separatist Moro Islamic Liberation Front
(MILF). Malaysia played an active role in mediating negotiations between the two sides. A
Malaysian official served as a mediator between the Governméiilgipines and the MILF,

and Kuala Lumpur played host to meetings between the two sides as well as to the International
Contact Group a group of four countries, seen by both parties as neutral, which lend their
weight to the negotiations. Malaysia, @dpwith Singapore, Indonesia, and Thailacohducts

t he @ EYy e sprogrmam debigned$olprpvide enhanced securitlyadstrait of Malacca,

t h e whusidstksidipping lane. Malaysian authorities also cooperate with their Thai
counterparts alondneé border to prevent insurgents from Southern Thailand from using Malaysia
as a safe haven.

Mal aysi ads central bank has signed memoranda
intelligence with the Financial Intelligence Units (FIUs) of many coastim the region.
Malaysia is an active member of the Asia/Pacific Group Donor & Provider Group for Technical
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Assistance and has worked with the World Bdnternational Monetary Fund, Asian
Development Bank, United Nation Counterterrorism Committeecttxve Directorateand the
United Nations Office on Drugs and Crime. Malaysia is working with the United States to help
develop an effective FIU in Afghanistan.

Micronesia, Federated States of

The Micronesian Criminal Code contains no counterterrosisutes. Should the government

ever prosecute someone for terrorist activity it would undoubtedly invoke its laws against

murder, attempted murder, and desttui on of pr o psstatutgs.do notoltlaw count r
terrorist financing. Law enforcement efforts against terrorism, limited as they are given the
regionbdés | ack of capacity, fell within the pu
Reliant on American funding and Australiarpswvision since its opening in April 2008, the

TCU brought officers from other Pacific island nations to Palikir, the Micronesian capital, to

share information on such issues as narcotics, human trafficking, and terrorism. The TCU also
exchanged informain with the FBI and the Australian Federal Police, making it the recipient of
relevantterroristrelated intelligence.

Mongolia

Although there were no known terrorist groups operating in Mongolia and no known bases of
support, Mongolian government offads cited more than 6,000 kilometers of porous boraleds

easy entry for foreign travelers as conditions that terrorists could exploit, and moved to increase
awareness of terrorism and to consider new laws. Throughout the year, eight senior personnel
attenced counteerrorismrelated training at the Asian Pacific Center for Security Studies in
Honolulu and at the Marshall Center in Germany.

The Mongolian police, the Ministry of Justice
counterterrorism branch coeated with their U.S. counterparts on counterterrorism issues. As a

result of resource and technical limitations, however, Mongolian counterterrorism law

enforcement capacities remained modest.

Mongolia continued to contribute to international countestesm efforts. In support of
Operation Enduring Freedom, the 130 member Mongolian Expeditionary Task Force and 23
strong Mongolian Technical Training and Maintenance Team arrived in Afghanistan in
November. They will provide fixed site security at Caagmers in Kabul and artillery training
and maintenance at Camp Phoenix. In addition to supporting Operation Enduring Freedom,
Mongolia also suppogtithe NATOled International Security Assistance Force. On November
28, the Mongolian Armed Forces depdalyan additional platoon of approximately 40 soldiers to
support the German contingent in northern Afghanisidns brings the total number of
Mongolians deployed to Afghanistan to almost 200.

New Zealand
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The Government of New Zealand took a leadersbipin the AsiaPacific region in multilateral
counterterrorism organization. New Zealand worked closely with other Pacific Island Countries
(PIC) to help them to build their capacity in all areas of counterterrorism and nonproliferation
activity. Findly, New Zealand expressed its strong desire to work cooperatively with the United
States on the bilateral, regional, and global levels to fight terrorism and achieve mutual
nonproliferation objectives.

New Zealand places considerable importance on itgotiance with international

counterterrorism instruments. New Zealand uses the UN Global Cdterterism Strategy as a
key reference point and the government of New Zealand is working to ratify the remaining four
of 16 international counterterrorism tngments to which New Zealand is not yet partyo of

which concern maritime terrorism and two of which pertain to nuclear terrorism.

New Zealand designations of terrorist entities listed by the 1267 Committee occur automatically,
by operation of law.The Terrorism Suppression Act 2002 as amended provides that all
individuals and groups designated by the Security Council under Resolution 1267 are
automatically designated domestically in New Zealand. New Zealand has yet to designate any
individuals orentities pursuant to UN Security resolution 1373 that do not appear on the 1267
Committee list.

Under the Financial Transaction Reporting Act 1996, financial institutions are required to report
transactions suspected of being linked to money launderipgoeeds of crime enforcement to

the New Zealand Police Financial Intelligence Unit (FIU) based at Police National Headquarters
in Wellington. In 2009, the FIU processed 4963 Suspicious Transaction Reports and referred
976 of these to various law enfoneent agencies and units for investigations. Over the same
period, the FIU filed one Suspicious Property Reports pursuant to the 2002 Terrorism
Suppression Act.

New Zealand remained active in Operation Enduring Freedom in Afghanistan. In September,
New Zealand deployed 71 Special Air Service (SAS) troops to Afghanistan. This was the first of
three sixmonth rotations scheduled to take place between 2009 and 2011. In addition to the
deployment of troops, New Zealand continued to lead the Provincial eaction Team in
Bamyan and had some 140 New Zealand Defense Force (NZDF) personnel deployed there.
NZDF also maintained personnel witie UN Assistance Missian Jalabad, ISAfeadquarters

in Kabul, army training with the UK in Kabul and, until redgiwhen it closed, two surgeons

with the Canadian medical centre in Kandahar. Three New Zealand Police office)sN&2P
also deployed to Bamyauander the auspices tife European Union Police Missitmtrain and
mentor Afghan National Police (ANPY. h e f o c ussworkih AfghahiBtan was on
strengthening the capacity of the ANP. While the focus was on Bamyan Province, two of the
three staff worked primarily at the U-fiinded Regional Training Centre, located within the
BamyanProvincial Reconstiction Teancompound, which trained staff for several provinces.

New Zealand development assistance to Afghanistan tdte88@.7 million in 2009. It was
delivered in Bamyan primarily through partners including the UN Food and Agricultural
OrganizationAga Khan Foundation, and Bamyan University. Supporting delivery of health and

Page b3



educatonwa a key par tsdeveElopMenwvassidtanae peograindwhich had a
particular focus on women and children.

New Zeal and assi st s I® armderstanding df, arld aomglianCeonmithnther i e s 6
international counterterrorism agenda. Strong focus is given to legislative and operational
capacitybuilding projects many of which are funded through the Pacific Security Fund. In

2009:

New Zealand also promotes counterterrorism capacity building and a range of regional security

New Zealandsupported the running of a United Nations Workshop on Implementing
Security Council Resolution 1540 for Pacific Island Countries in April in-Pibat
Vanuatu.

New Zealand provided funding forthe Adtac i f i ¢ Gr oup on Money
technical assistance and training program with Pacific island countries.

New Zealand and a representative from the Pacific Island Secretariat chaired the 2009
Pacific Islands Forum Working Group on Counterterrorism. Funding for the event was
providedby New Zealand drawing on the Pacific Security Fund.

initiatives in Southeast Asia through the Asia Security Fund. Key projects over the last year
included

Palau

A number of training programs for law enforcement officials in the regmmtuding
training in terrorism scene investigation for counterparts in Vietham; a Ammjrstudy
visit on investigating violent crime for police officers from Aceh; and awee
workshop on international peacekeeping for police officers from Singapore and the
Philippines, based at tidew Zealand Police College.

Continued supportfar he | nd o n e s i asconinartty policireglprogfam) i ¢ e 6

including providing countryw i dter ai n t he trainerso courses,

study tour to New Zealand for key police officials, and support for the drafting of a
community policing handbook.

The provision of surveillance equipment to Special Detachment 88, the counterterrorism
unit within the Indonesian National Police.

Palau worked closely with the United States on counterterrorism. Local law enforcement
officers from the Ministry of Justice, Ministry of Public Infrastructure, Industries and
Commerce, anthe Division of Customs continued to receive training on counterterrorism from
U.S. counterparts. In addition, the Federal Aviation Administration and the Transportation
Security Administration regularly inspected airport facilities and trained airport officials on
secuity procedures.
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Responding td&JN Security Council Resolution 1373, the national congress passed a Foreign
Evidence Act, a Money Laundering and Proceeds of Crime Act, a Mutual Assistance in Criminal
Matters Act, and an Extradition and Transfer Act in 200kese laws are intended to regulate

the banking system, criminalize money laundering, and provide a legal basis for international
law enforcement cooperation. A Financial Intelligence Unit was established to detect money
laundering and other financialimes.

Philippines

Terrorist groups active in the Philippines included the Abu Sayyaf Group (ASG), Jemaah

|l slamiya (JI), the New Peopleds Army (NPA), a
Philippine security forces continued to make progress agametist groups. The Armed

Forces of the Philippines (AFP) reported that it killed 10 ASG members and 165 NPA members
in 2009. The Philippine National Police (PNP) claimed that its personnel killed 14 NPA
members in 2009Those apprehended includedR®M cofounder and two bomb makers in
Mindanao. U.S. intelligence, reconnaissance, and surveillance continued to support AFP
operations against terrorist elements in the southern Philippines. Additionally, U.S. Department
of Justice criminal investigatiopolice development, and counterterrorism programs trained
approximately 1,600 police, supported professional development efforts of the Philippines
National Police at 12 sites throughout the country, and provided opportunities for cooperation
between lavenforcement officials of the Philippines, Malaysia, and Indonesia.

Data on terrorist incidents is limited and incomplete; many kidnappings or other acts of violence

that indiscriminately target innocent people go unsolved, and some shootings andysombin

occur in the course of criminal activity unrelated to terrorism. The Philippines estimated that the
NPA began 2009 with 5,240 members, and the ASG began the yesird@f. These

organi zationsd® member shi ps f evely bytthe erml ofthe st i ma't
year. Kidnappings, associated with both criminal and terrorist groups, continued during the year

in Mindanao and the Sulu Archipelag®n January 15, ASG members kidnapped three

International Committee of the Red Cross workerdoilo, Sulu. All either escaped or were
released.The ASG reportedly abducted numerous other individuals, including an Irish priest.

While the NPA continued to disrupt public security and business operations with intermittent

attacks on communicatiomd transportation infrastructure throughout the Philippines, it

continued to decline in personnel and effectivenéksnever, the NPA remained steadfast in its
refusal to accept Presi dentingfawn affsrot@regotiateo ad am
unless its U.S. and international designations as a terrorist organization were redRiaed.

maintained close links to ASG and JI, and was alleged to have participated in several attacks in

the Philippines.

During the year the longunning separatishsurgency in Mindanao boiled over in violence,

resulting in thousands of internally displaced persons. Subsequently the government and the
insurgents agreed to renew negotiations and the violence waned. Late in the year an election
related violent episie involving two rival Mindanao clans resulted in the massacre of over fifty
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civilians, including a number of journalists. While not the activities of international terrorism,
these developments are indicative of the instability and conflict in the souRh#ippines that
complicated the governmentdés efforts during

The U.S. strategy of offering development opportunities in areas at risk for terrorist recruitment
continued to isolate the remaining AS@d JI terrorists in the southern Philippines. Philippine
military and law enforcement agencies conducted intensiveroilitary and internal security
operations to eliminate terrorist safe havens in the Sulu Archipelago and central Mindanao.

In thepast year, the AFP conducted several key operations that disrupted the ASG and limited its
ability to conduct organized attacki accordance with Philippine government priorities, the

U.S. Joint Special Operations Task FeRdglippines (JSOTH) proviced advice and assistance,
including training intelligence, surveillangeand reconnaissanc&.errorist groups in the region

are also being countered by a robust AFP Information Operations and Civil Military Operations
capability that ha been bolsteredyihe JISOTH? § Subject Matter Exchanges and training.

Law enforcement authorities continued to make little use of the 2007 Human Security Act,
which provided additionatounterterrorisntools for law enforcemertecause of &y limitations

in its appli@ation,includingstiff fines levied on law enforcement personnel in cases where the
suspect is later acquitted or the case dismis$td. Act also provided for the establishment of
an Antiterrorism Council to implement counterterrorism efforts in thetcpamd ensure
interagency cooperatiorAccording to experts, the newly established Coumes not yet fully
effective.

The United States continued to receive excellent cooperation from Philippine law enforcement
officials in obtaining access to terrstrisuspects and witnesses for FBI interviews, and access to
criminal, immigration, financial, and biographic records via the mechanisms established in the
U.S-Philippine Mutual Legal Assistance Treaffhe U.S. Embassy continued to achieve
significant pogress in supporting the counterterrorism efforts of the Philippine government,
including wellcoordinated Embassy programs aimed at strengthening security forces and
promoting peace and development in Mindanaébe FBI provided hosbation law enforcemen
and government authorities with vital information for counterterrorism purposes, including
investigation of the financing of terrorism. This proactive partnership with the Philippine
government has yielded solid results in combating terrorist eleméwts prominent Filipino
fugitives indicted by the FBI were deported to the Philippines by Malaysia and Indombsia.
Filipino fugitive from Malaysia was extradited by the Philippines to the United Statesother
Filipino fugitive from Indonesia arred in the Philippines anslas undergoing judicial

proceedings for extradition to the United States.

The FBI continued to provide hesation law enforcement and government authorities with vital
information for counterterrorism purposes, including ingzgton of the financing of terrorism.
The FBI conducted numerous judicial custodial interviews of counterterrorism subjects and
leaders of the JI, ASG, RSM, as well as rogue members of the MilLEounterterrorism

subjects were advised of their inteinaal United States Department of Justideiee of rights

and afforded host nation Philippine legal counsel representation when reqi#istedients
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were obtained and put on record for inclusion into FBI counterterrorism case files and
investigations s appropriate.

The Antiterrorism Assistance (ATA) Program sustained its focus on Mindanao, where the
terrorist threat and associated problems were most acute. The program continued to provide
training in a wide range of counterterrorism skills, includmgestigating terrorist incidents,

vital infrastructure security, critical incident management, surve#élastection, and

investigation andeizure of digital evidenceATA established the first Philippine National

Police Cyber Forensic Unit, in Mindao. ATA also initiated an Antiterrorism Curriculum
Development Project for the Philippine National Police Academy to assist in the development of
a comprehensive antiterrorism curriculuin.addition to enhanced capachyilding efforts,

ATA is fosterirg and enhancing interregional cooperation between the Philippine National
Police and law enforcement agencies from Indonesia and Malaysia.

The U.S. Department of Justice/International Criminaéstigative Training Assistance

Program (DOJ/ICITAPJrained1,601 police personnehcludingtraining PNP personnel in
basicpolice operations and investigation techniques in Bo@wince. DOJ/ICITAP also

continued withmplementation of the Maritime Police Project, which will equip maritime police
in PalawarProvince with special patrol boats to monitor the wes$ern Sea bordering

Malaysia.

The FBI organized the visit of five senior Philippine police and prosecutors, along with 10 others
from Malaysia and Indonesia, to key locations in the United Statesgh the SE Asia
Counterterrorism Regional Strategic Initiative. The FBI sponsored seminars focused on
counterterrorism issues, current procedures, and the development of future mutually enhancing
law enforcement and judicial cooperation.

Other prograra included the U.S. Department of Homeland Security Immigration and Customs
Enforcement (DHS/ICE) development of the Philippine Biometrics Initiative (PBI), whereby
fingerprints, photographs, and other information on suspected terrorists were collected and
provided to the appropriate Philippine authoriti&e Philippine National Police is now the
primary recipient of the Biometric Data Collection Kits and collector of the biometric @ag.
intent of the PBI is to collect biometric information on indivals incarcerated in the Philippines
who are associated with known suspected terrorist (KST) groups and to make this information
available to U.S. authorities.

The government initially established its amtoney laundering/counterterrdri;ance regine

by passing the AniMoney Laundering Act (AMLA) of 2001The AMLA established the Anti

Money Launderig Counci | ( A ML €finanaasintdllipeace ana ({Fl)They 6

Council is composed of the Governor of the Central Bank, the Commissidnsucdnce

Commission, and the Chairman of the Securities and Exchange CommBgitaw, the

AMLC is an independent agency responsible for receiving, maintaining, analyzing, evaluating
covered and suspicious transactions and investigating reports $iolpasiminal activity.

AMLCO6s role goes beyond traditional FI'U respo
assisting the Office of the Solicitor General in the handling of civil forfeiture cases.
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Il n 2009, t he-MBriey LaungempgiCouacil (AMLAhreceived 82 official requests

for counteterrorism action, many concerning groups on the UNSC Resolution 1267 Sanction
Commi tteeds consolidated | ist. I n nearly al/l
such requests showed noastt of the entities concerned conducting financial transactions in the
Philippines.

The Philippines is a member of the Asia/Pacific Group on Money Laundering (APG). The APG
conducted a comprehensive peer review of the Philippines AML/CFT regime en8xpt2008

and subsequently provided 45 pages of recommendations for improvement. The Philippine
legislature is now considering an amendment to the AMLA to address these issues.

Singapore

Singapore continued its strong bilateral and multilatswahterterrorism intelligence and law
enforcement cooperation. Since December 2001, more than 50 persons with links to terrorist
groups wer e det ai n esdntemnal Seeurity A&t (I8A) Borpnyalvendent in terrorist
rel at ed act iemdj Singapase.held irAdetentiom a7rpérsons with links to terrorist
groups. Detainees included members of Jemaah Islamiya (JI) who had plotted to carry out
attacks in Singapore in the past and members of the Moro Islamic Liberation Front (MILF).

Under ctention orders, the detainees were required to undergo a program of religious counseling
with a group of volunteer religious counselors. Singapore enlisted the support of religious
teachers and schol @deselopteachingsdocypt g1l 6tsh e dgod WP §F s
within Singapor e0 s toptoveld coumselmgtondataimeest whigbuld n d
continueafter their release. As of December, a total of 47 persons remained under Restriction
Orders (RO). Detainees released on ROs wergtored by the Singapore authorities and

required to report to authorities on a regular basis. Singapore authorities determined that all 47
persons released on ROs had cooperated in investigations and responded positively to
rehabilitation, including regjious counseling. Among those subjected to religious rehabilitation,

there are no reported cases of recidivism to date.

In April, Mas Selamat Kastari, the Singapore leader of JI, was recaptured by Malaysian
authorities in Johor, Malaysia. Kastari haémea fugitive since his escape from detention in
Singapore in February 2008. Kastari remains in Malaysian custody. In June, Indonesian
authorities captured two Singaporean Jl fugitives, Husaini Ismail and Samad Subari. Husaini
was one of five Singaporeal members involved in a failed 2002 plot to hijack a commercial
airiner and cr as hsChangi InternationaSAirpod. AlpfieerJlen@mbers involved
in the plot are now in custody, with two in Singapore, one in Malaysia and two in Indonesia

When Singapore held its annual counterterrorism exercise, Northstar VII, in July, the exercise
simulated a series of coordinated, simultaneous Mustigka terrorist attacks on hotels and
infrastructure in multiple locations. More than 2,000 persofmaei 15 civilian and military
organizations participated in the exercise, including the Special Operations Task Force, the
Ministry of Defense, the Singapore Police Force, the Singapore Civil Defense Force, the
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Maritime and Port Authority, and the Ministo§ Transportation.

Singapore hosted the Proliferation Security Initiative Exercise Deep Sabre Il in October.
Approximately 2,000 personnel from 21 countries participated, representing military, diplomatic,
legal, customs, immigration, police, and civéfense agencies. The exercise demonstrated

Si ngap o rlaydresd, maagenhcy commitment to deny terrorists the ability to move

people or materials in Singapore. Authoritiesddmaxtensive use of advanced biometrics to

verify the identity of all indviduals arriving into Singapore.

The Royal Singapore Navy participated in the

Readiness and Trainingo with the U.S. Navy an
ASouth East Asi a rCroomrpel raidgaporealsdgrducted its owh e
int ernal , annuawhictetested tireigevernm@srItEagency response to a

maritime terrorism incident.

Singapore contributet o t he i nternational ¢ ommingmilitayés ef f
personnel supporting a weapons locating radar unit, a medical team, and an engineering team.
Singaporevas also involved in training Afghan civilians in various capacities, including health

care, civil aviation, and water/waste management.

Taiwan

Taiwan is not a member of the United Nations and, therefore, is not subject to UNSC

Resolutions and cannot join UN counterterrorism conventions and protocols. Nonetheless,

Taiwan sought to implement, to the maximum extent possible, all UN ressluelated to

combating terrorism and terrorist finance issugaiwan continued to provide rapid and

thorough responses on terrorist financing issues to the American Institute in TaiwanTA¢&T).

AANnt i terr rloawd tp rAccp a soend is BExeQutivd Yaianbig/stillbwaitinga n 6

action by the Legislative Yuanlaiwan revised its Money Laundering Comntiat in 2009 to

e Xt e nd s toheeageltoathve financing of crimes that intimidate thepublo r tther eat en i
government, a foreign governmten or i nstitution, or internatior

The Taiwan Office of Homeland Security (OHS) coordinated severaltmaje training

exercises among law enforcement and security agertasan sought ways to harden and

protect its critical infrastreture, in order to maintain continuity of operations and government in

the event of an attack or disaster. OHS also coordinated counterterrorism exercises with Taiwan

| aw enforcement and security agencies prior t
A2009 Taipei Deaf Ol ympics. 0

Thailand

Counterterrorism cooperation with Thailand remained strong despite internal political conflict.
While officials have long expressed concern that transnational terrorist groups could establish
links with southern Thailanbased separatist groups, thereéhbeen no indications that

transnational terrorist groups are directly involved in the violence in the south, and there is no
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evidence of direct operational links between southern Thai insurgent groups and regional
terrorist networks.

The ethnenationalst separati st insurgency in Thailand?o:
Pattani, Narathiwat, and Yala continuad2002 Some 4,000 people have been killed in the

conflict since the violence escalated in 2004 with a campaign of assassinations, lgshaadin
coordinated bombings using improvised explosive devices (IEDs). Levels of violence rose in

2009 after a decrease in 2008, with larger explosive devices employed. Thai press reports and
security forces attributed nearly all the attacks in thehstmuinsurgents; it is unclear, however,

how much of the violence was attributable to crime and other political or business disputes. It

was reasonably clear that thevere overlaps between the groups conducting criminal activities

and those whavere mamufacturing IEDs.

A range of Thai government agencies, including the Ministries of Interior and of Social
Development and Human Securignd the Thai military and police academies contiirtoe
organize outreach programs to ethnic Maldyslims to counteradicalization and violent
extremism.

The porous nature of Thailandds southern bord
April, Thai Supreme Commander Songkitti Jaggabatara and Malaysian defense forces chief Haji
Zainal agreed to closer ifligence sharing to improve border security. At the same time,-cross

border law enforcement cooperation based on long association between Thai and Malaysian

police officerswas surprisingly goodgventhoughit wasconducted in a very losiech manner.

In a December meeting, Malaysian Prime Minister Najib Razak and Thai Prime Minister Abhisit
Vejjajiva agreed to improve security in the border area by linking the Smart Card system of

Thailand to MyKad system of Malaysia to prevent border residents frormpaldal

citizenship. In early 2009, Thailand began conducting joint sea and air patrols of the Malacca
Strait with Indonesia, Malaysia, and Singapor
intelligence exchange programs.

Legal mechanisms tmanter the southern Thai insurgency lagged behind security efforts, but

showed signs of improvement. Government prosecutors still struggled to develop cases that

could stand up in court, relying chiefly on confessions as evidence. Through a U.S. Embassy
initiative, the Thai judiciaryvassoliciting consultations with judges from the U.S., Northern

Ireland, and the Middle East, seeking to distill the experiences of judges working in areas of
religious and ethnic conf | iuslinpopulaton. new approa

Police forensics and ballistics work often failed to produce viable evidence leading to
convictions following separatist attacks. There was an 80 percent acquittal rate in insurgency
related indictments in the south, chiefly due torpmadence. While thimmay have spoketo

the integrity of the judiciary, it alsgpoke tahe low capacity of police and prosecutors. The
security environment in the three insurgesadfected provinces in the south hrasulted insome
innovative policevork, including specialized task forces and twioeekly reviews of the

character and quality of evidence in each ongoing terremisated casé something the Thai
police would do well to emulate nationwide. Because of the difficulties in bringing ttase
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court, security forces engaging in operations to arrest militamesl el powers under martial

law and the 2005 Emergency Decree to detain suspects, who can be held for a total of 37 days
without being charged with a crime. Theverevarious legameansavailableto extend that

period.

Thai security forces cooperated with the United States and with other countries to deny safe
haven to terrorists. In the past, Thailand has served as a transit point for regional terrorists, as
evidenced by th2003 capture in central Thailand of Nurjaman Riduansomuddin (a.k.a.

Ha mb a Isioperationks thief, and the architect behind the 2002 Bali bombings. Thai police,
security officials, and court system personnel participated in a series of U.dgti@ograms
sponsored through the Antiterrorism Assistance Progitaerf-orce Protection Detachment (the
criminal justice sector capacityilding programs for police, prosecutors, and judiciary mounted
by the Transnational Crime Affairs Sectjpand thdnternational Law Enforcement Academy
(ILEA) in Bangkok. Training modules included courses on-btest investigations,

interrogation and interview techniques, forensic science, law enforcement response to terrorism,
community policing, humane crowd coolt training in SWAT tactics, and the Antiterrorism
Executive Forum.The United Stateand Thai militaries cooperated in a series of training events
and exchanges designed to build counterterrorism capacity.

The Thai AntiMoney Laundering Office AMLY i s Thai l andés official
Uni t . Thailand has been a member of the Fina
June 2001 AMLO, the Bank of Thailand, and the Securities and Exchange Commission are
empowered to supervise and exaenfinancial institutions for compliance with amtioney
laundering/counterterrorist financial laws and regulations. Caplugilging for this office and

the Ministry of Justicebds Department of Speci
crime.

Ministry of Finance regulations governing cross border cash carrying are in line with the
Financial Action Task Force Special Recommendation on Terrorist FinandiegBank of
Thailand has issued instructions to financial institutions to comply WATF recommendations
on Anti-Money Laundering and Combating the Financing of Terrorism.

The Thai government continued to cooperate on the extradition case involving international arms
trafficker Victor Bout, who is under federal indictment in New Yfwokconspiring to kill U.S.

nationals and officers; acquire and use-antiraft missiles; and provide material support to the
Revolutionary Armed Forces of Colombia, a designated foreign terrorist organization. Bout was
arrested in Bangkok in March 280and formal extradition proceedings took place in the Thai

Criminal Court from June 2008 until May 2009. In August, the Criminal Court denied the
extradition request based primarily on its <co
rather han criminal offenses. The Thai government has appealed this decision. Bout remained

in custody at a maximw®ecurity prison in Bangkok.

Thailand participated actively in international counterterrorism efforts through the Asia Pacific
Economic Coopetan, the Association of Southeast Asian Nations (ASEAN), the ASEAN
Regional Forum, and other multilateral fora.
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Vietnam

The Government of Vietnam, the Ministry of Public Security, and the Counterterrorism
Department, assessed that there is no getegratist threat against Vietnam from indigenous
groups and individuals or from abroad. Vietnamese police and security officials participated in a
series of U.S. training programs sponsored by the State Department, Drug Enforcement
Administration, and thénternational Law Enforcement Academy in Bangkok.

EUROPE OVERVIEW

fiBecause this is a fight for hearts and minds against violent extremism and those ideologjes
that would pervert the true Islamic faith, we have both stepped up our work with our allies
to expose the damage that this extreme and violent ideologies do and to support those
working across all faiths to uphold the common ground of dignitytolerance and respect for
all . o
--Gordon Brown, Prime Minister, United Kingdom
Speech to the House of Commons, November 30, 2009

European countries continued to enhance Higlities to combat the threat from terrorism by
strengthening counterterrorism legislation, improving multilateral cooperation, and prosecuting
and jailing terrorist suspects. Several significant terrorist plots were foiled in 2009, as
governments contired to focus both on foiling specific attacks and on understanding and
countering the process of radicalization. Toward that end, European governments continued
their efforts at outreach to domestic Muslim communities and made attempts to gain support
from those communities to counter the appeal of violent extremist ideology. France trained
police to recognize signs of incipient radicalization, Germany continued engagement ttgough i
German Islam Conferencine Netherlands Justice Ministry continueddous on radicalizatign

and the United Kingdom continued to implement numerous cotedéralization programs

European nations worked in close partnership with the United States against a terrorist threat
characterized by both external and, incredgingternal components. The abortive attempt on
December 250 blow up a trang\tlantic flight resulted in even greater cooperation between U.S.
security agencies and European ones, especially those of the United Kingdom and the
Netherlands. More broagdlthe contributions of European countries in sharing intelligence,
arresting members of terrorist cells, antérdicting terrorist financingnd logistics remained

vital elements in the global effort to combat terrorism. The United States and Euraopean U
continued to cooperate closely on counterterrorism, although differences over standards for
protection of data complicated efforts to agree on the sharing of bank data collected by the
Society for Worldwide Interbank Financial Telecommunicat®W(FT). In October 2009, the
United Statesind EU exchanged instruments of ratification on theBUSmutual legal

assistance and extradition agreements.
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European nations were active participants in a variety of multilateral organizations that
contributed tacounterterrorist efforts, including the G8, NATO, the Financial Action Task Force
(FATF) and t he Co ustyle regiona hodyEherConpmettéesof EXp&ris Bn the
Evaluation of AntiMoney Laundering Measures and Financing of Terrorism (MONENKNVA

the Global Initiative to Combat Nuclear Terrorism, the Organization for Security and
Cooperation in Europe (OSCE), the International Maritime Organization (IMO), and the
International Civil Aviation Organization (ICAO)See Chapter,5Terrorist Safe Havens (7120
Report)for further information on the G8, NATO, FATF, OSCE, and ICAOQO.)

Terrorist activity and the presence of terrorist support networks in Europe remained a source of
serious oncern. Judicial proceedings in countries across Europe resulted in the successful
convictions of several terrorist suspedi&r exampleSpanish courts convicted all 11 suspects

linked to an alleged plot in Barcelgrand in April, the trial began in Germany of the Sauerland
Islamic Jihad Union (1JU) cell connected to plotting against U.S. bases. French authorities
detained and prosecuted suspects tied to terrorist organizations ranging from Islamist groups to
Corsican Nationalists to Basque Fatherland and Liberty (ETA), to the Liberation Tigers of Tamil
Ealam (LTTE), and the Kur di sédffartsto tdmbaktteetheed Par t
in Europe were sometimes slowed by legal protections that made it difficake firm judicial

action against suspected terrorists, asylum laws that afforded loopholes, the absence of adequate
legislation, or standards of evidence that limited the use of classified information in holding
terrorist suspects. Terrorists alsmght to take advantage of the ease of travel among Schengen
countries. At times, some European states have not been able to prosecute successfully or hold
some of the suspected terrorists brought before their doarnoduct, in part, of insufficient

measures to use intelligence information in judicial proceedings. The EU as a whole remained
reluctant to take steps to block the assets of charities associated with HAMAS and Hizballah.

Cooperation with and among European law enforcement agencies ednadai for
counterterrorism successes. UISanish cooperation helped foil an October plot to attack a
Danish newspaper; Fran&panish cooperative efforts against ETAtied series of arrests of
senior ETA political and military leaders. Europeanrtries continued to maintain pressure on
the PKK, which raised funds, often through illicit activity, to fund violence in Turkey.

No major terrorist attacks took place in Western Europe in 2009, although ETA bombings, the
attempteddecember 2%&irline attack, an abortive suicide bombing in Milan, and arrests in
countries across the continent brought home the scope of the challenge facing European
governments and security fordéea s di d t he public statement by
some 2000drrorism suspects are under constant surveillance in theGd&ecebore the brunt

of a reinvigoration of domestic terrorism, with many attacks claimed by radical-bfasthist
terroristgroups. Swedes were arrested for suspicion of terrorism imbtinder area between the
Northwest Frontier Province aride Punjab in Pakistan. Italy arrested suspects linked to a
terrorist network broken up in 2008 in France and Belgamd persons connected to the
November 2008 attacks in Mumbai, India who were aigplicated in plots against Denmark

and Italy. The level of threat in Western Europe remained high, particularly in the Netherlands,
Denmark, Germany, Frandhe United Kingdomand Belgium. The leadp to the September
elections in Germany saw a drbeat of threats fromgusons linked to the 1JU and the Islamic
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Movement of Uzbekistarwith Germarspeakers repeatedly warnin@gthhe country would be
attacked if its Afghanistan policy did not change; fortunately, nothing came of the threats.
Nonethelss, German authorities expressed concern over their estimate that roughly 185
individuals have undergone paramilitary training over the past ten years at Islamist extremist
training centers located primarily in the border regions of Afghanistan and PRakista

Albania

Albania pledged to increase its contribution of troops to Afghanistan, froze bank accounts related
to money laundering and terrorist financing, and aggressively worked with the United States and
other countries to combat terrorism. Albania made prognasiemtifying vulnerabilities at land

and sea borders, but the government and police forces continued to face challenges to enforce
border security fully antb combat organized crime and corruption.

On January 14, 200&e criminal trial began against Hamzeh Abu Rayyan, the suspected
administrator for UNSCR 1267 Committdesignated terrorist financier YassiAkadi, who is
charged with hiding funds used to financedasm. This marked the firgver criminal terrast
financerelated trial in Albania. The trial continued throughout 2009. A civil suit filed by al
Kadi to release his assets from seizure was dismissed and refiled several times. It was later
reviewed by higher courts on matters of jurisdiction aatug of limitations. Atfer being
dismissed in Junet was filed again and is now pending trial in Tirana Dest@ourt. In

addition, alK a & codnpany, Loxhall, filed a lawsuit in April. It aimedaonul the Council of
Mi n i sdécisionsa8 wellsathe two orders of the Ministry of Finance related to the
administration of seized terrorism assets. This lawsuit was rejected in October, and is now
pending appeal.

On October 12, a local imam, Artan Kristo, was arrested in Durrés. Kristo, also ksown

Muhamed Abdul | ahpubliehairgitingarcdi sprdo pd g dit ifarg t err or i
allegedly calling for jihad ithe AlbSelafi.net online forumPreviously, Kristo was named as a

suspect in the murder of the Secretary General of the AlbaniaimMOemmunity, Salih Tivari,

in January of 2003. The Durrés court decided to detain Kristo pending trial.

As of Octoberthe Ministry of Finance stated it maintained asset freezes against six individuals
and 14 foundations and companies on the UNSGH 1i&t. No new assets wefrezen this

year undesTerroNdt EinancingaFteeze law. Despite this gfectiveness of the

g o v e r 8 coentetteérorist financing effort was undermined by a lack oflatzessing
infrastructure and an inadeqaatapability to track and manage cases properly.

Armenia

Armeniabds counterterrorism partnership with t
flight clearance and ad hoc landing rights to U.S. military aircraft, deployment of a peacekeeping
coningent to Iraq, and participation in bilateral assistance programs that strengthened the
government 6s capacity to monitor illicit fina
substances. Widespread corruption, however, continued to hamperpielientation and
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enforcement of | aws that would i mprove Ar meni
capability.

In December, the Armenian parliament approved Ministry of Defense plans to sedd® a 35
troop contingent to Kunduz, Afghanistan. Armemteoops are expected to protect the Kunduz
airport runway anather facilities near thairport.

In recent years, Armenia has achieved measured progress in implementing border security and
combating trafficking in persons, drugs, and WMD materials. piugress has included the

installation of radiation portal alarms at all land ports of entry and its main a@mpdrthe use of
sensors for increased monitoring of Armeni ads
the Armenian Border Guard Sereinow has full connectivity of its automated Border

Management Information Systewmith all points of entry, which should reduce the possibility of
passport and visa fraud.

In 2008, Armenia revised its law on combating money laundering and terroaistifig. The

revision significantly expanded the range of reporting entities required to report suspicious
transactions to the Financial Monitoring Center (FMC), a specialized intelligence unit within the
Central Bank that is responsible for combating nydaandering and terrorist financing. In

2009, as a result of the work of the FMC, Armenia recorded its first successful money laundering
prosecution.

Austria

Accordingb A u s ¢ounterdedorism agency, the Bureau for the Protection of the
Constitution and Counterterrorism (BVT), there was a growing number of radicalized individuals
among secondnd thirdgeneration Muslim immigrants and amac@nverts to Islam

Austria has dairly comprehensive counterterrorism and antiney laundering legislative
framework in place. In December, the government introduced a bill that would make it a crime
to attend terrorist training camps abroad or to receive terrorism trainiting drternet.

| n Au g usdgSupreine Gaurt upteeld a prison sentence for a young couple jailed for
terrorid threats conveyed through thedrnet in late 2007. In a related development, a Canadian
court ruled in October 2009 that a Moroccan national, mdtbmaintained close contact with the
Austrian couple, was guilty of having planned bomb attacks against OPEC, UN sites, and
German facilities in Austria and Germany in 2007.

There are believed to #000 sympathizers of the PKK Austria Some Turksn Austria
supported Turkish extremist Metin Kaplan, who advocates replacement of the Turkish state by
an Islamic regime and who has been linked to violent criminal acts.

Austria closely followed EU policies to counter terrorist financing and activeticypated in
the EU Clearinghouse mechanism, which designates terrorist financiers under UNSCR 1373.
Austria fulfilled its obligations to freeze assets, pursuant to UNSC resolutions and EU
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Clearinghouse designations, but did not initiate any freezimgnadndependently. Parliament
passed two relevant laws in 2009. The Administrative Assistance Implementing Act provides a
newbasisdr handl i ng f assiseancg nrequests torrexchange of éas igformation.
Austrian authorities will providenformation in tax proceedings, including data formerly blocked
by bank secrecy regulations. The Law on Payment Services integrates European Council
Directive 2007/64/EC on payment services into domestic law and establishes a license
requirement for monetransmitters, which previously was regulated under the Banking Act for
relevant busine s e s . § 20@9 MEtdallBvaduation Report, which indes FATF

a s s es s me n santbnioneplaundenng and oaterterrorist financing (AML/TF)

regime, ackowledgel that Austria has ¢ablished a comprehensive AMLTE system, but

raises questions about its effective implementation. In reaction, the Austrian government
announced additional legal changes to bring its AML/CFT standdigdsrficompliance withthe

F A T $40+9 recommendations.

The BVT continued to monitor a handful of mosques in Vienna suspected of preaching
radicalism. Likewise, it continued to follow the activities of the Egyptian Islamic Jihad
movement, certain radicalized converts to Islamg suspected Afghan and Chechen extremists
entering Austria as asylum seekers.

Austria has about 23,000 Chechen refugees. Accordiogutaterterrorism experts, a small
Viennabased Chechen group seraassthe European arm of the Chechen separatistmemt
headed bypokku Umarov. The Viennbased group is suspected of extortimgney from the
Checherexile community in Austria.

In late 2008, domestic and international media reported a possible link between Austria and the
terrorists responsible fohé November 2008 attacks in Mumbai. Agaded by the Indian
newspaper ilim2008aone ottheSiMeards bsed by one of the terrorists had been
issued by a Viennbased telecommunications company. An Austrian newspaper subsequently
claimedthe terrorists had communicated via a VeieerInternet Servein Vienna.

As a norpermanent member of the UN Security Council, Austria chairediQeaab i da and
Taliban Sanctions Committee 1267.tlrhi s capac i t yo,placA paditularifas ors o u g h t
observance of rule of law and human rights with terrorism susgrects.

Vienna is the seat of the United Nationdi€¥ for Drugs and CrimedNODC), and of the
related Terrorism Prevention Branch (TPB). In 2009, Austria contritW®&kB25,000to the
UNODC. In October, together with a handful of other nations, Auséitha tweday
counterterrorism networking workshop in Viengathering representatives from 100 nations
and 40 international organizations and UN units. In Afghanistan, Austri@sagriminal law

6 (Seebriefing by Austrian committee chairman Thomas Meharting toUN Security Council November 13.
(http://www.un.org/sc/committees/1267/latest.shiml
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and criminal justice capacity building programs. Austraakedwith the UNODC and the EU
to establish more effective border control checkpoints along the Adghiaian border.

Austria continued its participation in the Salzburgufoy a regular meeting platform of interior
ministers from Austria, the Czech Republic, Slovakia, Poland, Hungary, Italy, Roaadia
Bulgaria designed to fight terrorism and organized crime in the region. Similarly, the Austrian
government worked throught the year to promote and expand the Pruem Treaty, under which
the seven EU signatory states share informatiam fieir police databases. Thedty, which
involves the exchange of DNA, fingerprint, and vehicle data, was designed, in part, to identify
terrorism suspects.

Azerbaijan

Azerbaijan activel opposederrorist organizations seeking to move people, money, and material
through the Caucasus. The country stepped up efforts and has had some suachessghe
presence of terrorigacilitators and hamperintheir activities. At the end of 2008zerbaijan
demonstratedn increasing level of seriousness and urgency in taking steps to combat terrorist
financing, and is proceeding with efforts to implement its law onrantiey laundring and
counterterrorist financing (AMICTF) andto establish a Financial Investigative Unit (FIU). The
Central Bank, which houses the FIU, prepared an actionplan Oct ober t os bri ng A
AML/FIU into conformity with the standards of the UnitBi@tions, the Financial Action Task

Force (FATF), and other international organizations and conventions, and submitted the plan to
MONEYVAL, the FATRStyle Regional Body (FSRB) hosted by the Council of Eurdpeat
institution, in turn, reviewed Azerbaije® proposals in December and agreed to withdraw its
advisory (on norcompliance) on Azerbaijan. The FIU has requestetrtical assistance from

the U.S. governmerib improve the legal framework in the AML/CTF area, establish

information systems, buildapacity for AML/CTF stakeholders, and develop a-teian strategy

plan for the FIU. Azerbaijan continued to identify possible terronsiated funding by

distributing lists of suspected terrorist groups and individuals to local banks.

Azerbaijan has grdaed blanket overflight clearance, engaged in information sharing and law
enforcement cooperation, and has approved numerous landohgsfaeling operations at

B a ksuidilian airport in support of U.S. and International Security Assistance Force (ISAF)
military operations in Aghanistan. Azerbaijan maintain@@ soldies in Afghanistan and
cooperatedvith ISAF in medical and social services and civilian capéauwityding.

In 2007, the Ministry of National Security (MNS) arrested 15 Azerbaijdiziens who were
members of t he nahaltrdmist ofganmgtion@e gouepnment linked to the
Iranian Revolutionary Guard Corp&n June 18, 20Q%he Military Court of Grave Crimes
sentenced Lieutenant Kamran Asadov and 20 accomplices to miamnftom two to 15 years
for their participation in an abortive plot to attack the United States and British embassies in
Baku in late 2007. Asadov and his@onspirators stole weapons and ammunition from the
army base where he was posted and comnaitearmed robbery at a Lukoil gas station.
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On October 4, a Baku court sentenced two Lebanese nationals, Ali Muhammad Karaki and Ali
Hussein Najmeddin, to 15 years each, and sentenced four Azerbaijani accomplices to terms of
two to 14 years. The courtdod that the group was planning attacks on the Israeli Embassy.

The investigation revealed that Karaki and Hussein were linked to Hizballah and others in Iran.

In two separate trials in October, the Court of Grave Crimes sentenced 15 Azerbaijaniiational
to prison terms ranging from six months to 30 months for participating in illegally armed groups
in Pakistan and Afghanistan. In the 11 cases where the accused received sixerdatites

they were released, having already served that much timetseicarrests. Depending on the
individual combinations of charges proffered, each of the 15 defendants had been in jeopardy of
a sentence of up to five or seven years.

On November 4, a Baku court sentenced 26 péopRAzerbaijanis, two Turkish natials and

a Russian nationélto prison terms from two to 15 years for the August 17, 2008 attack on

Baku®s main Sunni mosque, known as Abu Bakr. The grenade attack killed three people and
wounded eight others. The mosque has not reopened since tke &tiacAzerbaijani

government linkedthe Ab Ba kr Mosque att ack ergasizatonofthdhe A FoOTr
North Caucasus, whose leader llgar Mollachiyev was killed in Dagestan in September 2008.

Belgium

Belgian authorities are concerned with paitrierrorist activities by domestic extremists,

Islamic extremis, anarchists, and militant animal rights groups. International groups of concern
to Belgium ircluded extremists from &) a 6 and #the Democratie e o p Paeybof Kurdistan
(DHKP/C). Te Kur di st an Wo isk knovenpreserece it BelgignPakdkhps
television production studios in Denderleeuw. A fine levied on the studio several years ago did
not impact the production facility significantly.

The inter-ministerial College of Serity and Intelligence meets regularly and makes reports and
recommendations to the Belgian government. The College¢ hai red by $he Prim
Security Advisor. The Coordinating Body for Threat Analysis (OCAM/OCAD) develops

common threat analysésat are discussed in the College. The College includes representatives

from OCAM/OCAD, the State Security Service, the Federal Police, Customs, and the Ministries

of Transport, Finance, Interior, Justice, and Foreign Affairs.

Belgian authorities havé¢ ability to create a national list of terrorist entiteeparate from UN
and EU lists andoordinated by OCAM, including financiers and suspected financiers of
terrorism. This information allowed Belgian authorities to develop and apply a nationakgapa
to freeze assets, in addition to Udhd EUmandated asset freezes that Belgium already
implements. Belgium cooperatadth the United States on security programs such as the
Container Security Initiative, Megaports, and export controls.

Prosecutorsontinued to investigate the case of five suspected terrorists arrested in December
2008. Another nine persons taken into custody at the same time were reteatigdhereafter
due to lack of evidence. Belgium ratified the UERI Multilateral LegalAssistance and
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Extradiion Ag eement s i n J wslprgsectOrda@e.coopeBatnh with thharLiited
States in the extradition of Nizar Trabelsi, who was convicted of plotting to attack American
soldiers at Kleine Brodé\ir Base in Belgium.

Belgiumds troop commitment to NATO ISAF operations in Afghgamsincreased from about

250 troops in 2008 to nearly 540 in 2009. Belgians provided security for Kabul airport, operated
and maintainé six F16s in Kandahar, ran @perational Mentoring and Liaisdream in

Kunduz, and patrticipated in a Germsam Provincial Reconstruction Team (PRT).

Bosnia and Herzegovina

Despite ethnic polarization, corruption, and disputes among Bosnian political leaders that
hindered the functioning of state gsmment, Bosnia n d He r 3 kawenforcementd
organizations cooperated with the United States on international counterterrorism issues. Bosnia
remained a weak, decentralized state with poor interagency communication and competing
security structures. Efforts by Regika Srpska officials to undermine std¢eel institutions

slowed efforts to improve operational capabilities to combat terrorism and terrorist financing.
These factors resulted in Bosnia being vulnerable to exploitation as a potential stagingground f
terrorist operations in Europe.

The State Investigation and Protection Agency is the-kag Bosnian law enforcement agency

with primary responsibility forcaut er t er r or i s ms cagaaty islimited, bus it SI PA
improved its cooperation i the entitylevel police forces in the Federation and Republika

Srpska on terrorism issues. In an effort to more effectively investigate and prosecusaterror
cases, the §SO0Offawe tansferred respansibility fordhese cases to the &peci

Department for Organized Crime, which recéitechnical assistance from the United States and

other members of the international community. Politicization of the terrorism issue in Bosnia,
including terrorism threat analysis, was less of a problemiththe past. The statevel

intelligence service provided excellent cooperation, and Bosnian authorities were generally
responsive to U.S. counterterrorism cooperation requests.

Some former members of tmeujahideen brigadevhose citizenship wagvoked by the

Citizenship Review Commission, have pursued appeals of these decisions that remained
unresolved. In the case of Abu Hamz&ali (Imad alHusayn), the appeals process has lasted
more than one year. The sté#gel Constitutional Courtretr ned sever al sportion
appeal to the State Court, and the court had
In July, Swedish citizen Misrad Bektasevic, who was convicted on terrorism charges in Bosnia in
2005, was transferred from Bosnia toeslen where he will serve the remainder of his prison
sentence. Bektasevic was arrested by Bosnian Security Police in Sarajevo, when he was found in
an apartment with explosives, weapons, and suicide bomb belts in 2005. A video with masked
persons threatenirtg attack forces in Iraq and Afghanistan was found and a voice analysis

proved that Bektasevic was one of the individuals in the video. In 2007, he was sentenced to
eight years and four months imprisonment for terronistated crimes.
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In November, far individuals with alleged ties to extremists, led by Rijad Rustempasic, were
arrested for terrorism and weapons trafficking. One of the suspects wanted in this case remained
at large at the end of 20009.

Bosnia has deployed 10 officers to augment Adeamilitar y st affs opes ating u
International Security and Assistance Force (ISAF) in Afghanistan.

Bulgaria

During 2009, 29 Bulgarians attendedSUgovernmensponsored counterterrorism training
courses within the context of the Combatingréasm Fellowship Progim, administered by the
E mb a s Gfficé@of Defense Cooperation. This training had courses in intelligence, security,
operations, leggirocessesand civilianmilitary cooperation. In July, 15 analysts from the
Defense Informatio Service received a twaaty seminar on terrorist network analysis and
terrorist finance.

Bulgaria participated in the International Security Assistance Force in Afghanistan with
approximately 47@ervice membersAt U.S. request, Bulgaria added itsfiOperational

Mentor and Liaison Team in February and agreed to add a second. On a yearly basis since 2004,
Bulgaria has deployed a frigate in support of the Mediterranean @pefattive Endeavor

( OAE) . s migSidnksdo conduct maritime operatiamshe OAE area obperations to

d e monst r &tesolviNAhEIPdeter, defend, disrupt, and protect against terrorist activity.

In November, the new centaght government achieved a major success with the passage of two
bills designed to overhauié structure and operation of the Ministry of Interior and the agency
responsible for counterterrorism, the State Agency for National Security (DANS). The two
pieces of legislation eliminate duplication of effort and unclear responsibilities, makirsigit ea

for them to cooperate and share information. The DANS amendments explicitly restored the
powers of the Financial Intelligence Directorate (FID) to conduditninspections of banks

and other finaa i a | i nstitut i on s informatiah focnmohel launderingdnaéd n k s e
terrorist financing cases. The FID remained vigilant against terrorist financing and continued to
cooperate with the 13. governmenbn identifying and investigating terrorist assets. The FID
reliably distributed lists ofndividuals and organizations linked to terrorism to all of the banks in
Bulgaria, the Ministry of Interior, Customs, and the Border Police. The FID has been responsive
to all mandated UNSGHesignated terrorist organizations, and has also been suppordve
cooperative on L&, governmentlesignated individuals and organizations. The FID has advised
the banking sector to use the Department of Treasury Office of Foreign Assets Control OFAC
website as a reliable information resource for individuals and organizations associated with
terroriam. The FID continued to provide feedback, including informatiotherresponse level

of Bushbarkstioad@ he U. S. T rsé&inanaalCyimed Enfoecemenmhetwork,

as well as to th&).S.Embassy.

Croatia
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In 2009, Croatia started the ftrag process for an action plan to implement its national strategy

for the prevention and suppression of terrorism. Croatia expanded its extensive counterterrorism
legal framework by passing the AiMioney Laundering and Terrorist Financing Aghich

ertered into force in January.

In 2009, Croatia chaired theNJ S e c ur i & @oured ermrism Cotnmittee (CTC).

Croatia supported U.S. efforts in the 1267 Committee. Croatia also advocated providing further
financial support to the Counterterrorismplementation Task Forcel'he Croatian Interagency
Working Group on Suppression of Terrorismearded its mandate adding UNSTB24 to the

UNSC Resolutions it was already charged with implemensingh as UNSCRs 1267, 13&%d

1566.

Croatia is curretly issuing biometric passportén addition, Croatia signed a number of

agreements in 2009 with the United States that strengthened information sharing and cooperation
between U.S. and Croatian immigration, law enforcement, and security agenciesa &soat

wor ked with the St Contrelarid®@qgderSecurgyrodraingo inkproypeo r t
security along its 750 mile border with Serbia, Montenegro, and B@svieell as to monitor the

Cc 0 u rst6,009 Miles of coastline.

The multinationaBpecih For ces mil i tary ReklmBSaptesberiniJ ack al
Croatia had approximately 1,500 participants from 10 countries, including the United States, and
developed the capabilities of the participants in countering terrorism.

During 2009, Croatic hai r ed t he Ga&onmmdteelof Countertermorism fExpérts
(CODEXTER). Following up on a Croatian initiative to develop creggonal cooperation in
counterterrorism, th€ouncil, Spain and the Organization of American States organized a

Corference on Cyber Security&pai n i n Apri |l . sumbreladGoatiake@ DEXTEROG
an updated selissessin@ount ry Profi |l e tdcauntertercomsm activitiesed Cr o

Croat a wor ked c | o s=Actignagainst FierrdrigmeUnidt8sCasidted in a joint
CroatianOSCE workshop addressing cyisercurity issues such as terrorist use of the Internet,
held in Zagreb in November. More than 140 national representatives, as well as 20
internationally recognized experts from academia,f@ass, and government, participated in this
event.

As part of international efforts to counter violent extremists, Croatia participated in the

International Security Assistance Force (ISAFAfghanistan contributing approximately 300

troops. Croatia jmed NATO in Apriilandbegn cont r i but iscguntérterroisine Al | i
efforts.

Cyprus

Cyprus continued to stand as an ally of the United States in its counterterrorism efforts. The
government was responsive to efforts to block and fresrerist assets, implemented Financial
Action Task Force (FATF) recommendations, and conformed to European Union
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counterterrorism directives. Cyprus continued to allow blanket overflight and landing rights to
U.S. military aircraft supporting operatiomslraq and Afghanistan. In January, Cypriot
authorities detained the Cyprftagged MV Monchegorsk. The vessel, chartered by the Islamic
Republic of Iran Shipping Lines, contained Iran@igin weapons components allegedly headed
for Hizballah that wee confiscated by Cypriot customs officials after the Government of Cyprus
determined the shipment was in violation of United Nations Security Council resolutions.

Cy p s legaldramework for investigating and prosecuting terroelstted activity remaied
relatively weak. The United States and Cyprus cooperated closely on terrorist financing and
money laundering issues. The Cypriot Aktbney Laundering Authoritymplemented new
UNSCR 1267 listings immediately and informally tracked suspect names listler U.S.
executive orders. TheyCpr i ot g o v er n nPeerentiommaad SuppressianeotdMorey i
Laundern g Act i v i tcomgamedlpravisions bnhtracing and confiscating assets.

Since 1974the southern part of Cyprus has been undecahérol of the goverment of the

Republic of Cyprusthe northern part, administered by Turkisyp@ots, proclaimed itself the
fiTurkishRep bl i ¢ of Nor t h dnrl@83.CiheUniteGtatgs doed\hGt yedognize

t he @ TnBrdas any country other than Turkey. This de facto division has precluded
counterterrorism coopefato n b et we en t h éaweénfercemend antmuities, and e s 6
between Cyprus and Turkey. The largely porous, lighdtrollediigreen lin® separahg the

two sides is routinely exploited for trafficking people, narcotics, and other illicit goods, and is
vulnerable to penetration by terrorist groups. Since 2007, regular ferry service between Latakia,
Syria, and Famagusta, in the area administeretubkish Cypriots, has facilitated increased

illegal migration into Cyprus and the wider EU. The opening in 2009 of a new route between
Famagusta and Lebanon could further facilitate such migration.

In the Turkish Cypricadministered area, issues oftgsaand recognition inevitably restricted

the ability of authorities to cooperate on counterterrorism. Turkish Cypriots cannot sign treaties,
UN conventions, or other international agreements, and lack the legal and institutional
framework necessary to mdat moneytaundering and terrorist financing effectively. Within

these limitations, Turkish Cypriots cooperated in pursuing specific counterterrorism objectives.
In 2008, pressure from the international community culminated in the Turkish Cypriot
adminstered area being included as a jurisdiction susceptible to rtaunaegering by FATF, the
global antimoney laundering (AML) and anterrorism financindgody. This designain

galvanized Turkish Cypriot authoritiesd bankersiyho quickly passed updatédML @Al aws 0
bringing offshore baks under the authority of the Central Badkfinancial investigation unit
equivalent was created and began operations.

The Kur di s Paty(PRNphakagpreserice in Cyprus. Its activities generally were
fundrasing and transit en route to third countries. Authorities on both sides believed there was
little risk the group would conduct operations on the island. Cyprus maintained it was fulfilling
all responsibilities with respect to the EU designation of thK B&a terrorist organization.

Czech Republic
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The Czech Ministry of Interiorés office with
the National Contact Point for Terrorism (NCPT), concluded that there was no acute risk of a
terrorist incidet, but assessed that the overall security situation in the Czech Republic was
unpredictableThe NCPT is the Ministry of Interioraos
law enforcement data related to terrorisfnrelatively new organization, the NRJ continued to

recruit and train needed personnel, and to establish reporting protocols within the Czech National
Police to ensure effective and timely dissemination of informafidre NCPT determined that

the countryods member sdits militarympreddrRd iDAfghanidtamace e E U,
it a potential target for an attack.zech law enforcement officials also remained vigilant for

signs that the country was being used as a logistical or staging base for potential terrorist attacks
within Europe.

The NCPT perceived an emerging risk in a possible connection between increasingly violent
right-wing extremism and terrorisnin October, a groupf 10individuals was arrested by the
Czech National Police on suspicion of preparing to conduct@istrattack, possibly directed
against an infrastructure facility such as a power pl&hese individuals were members of the
illegal rightwing extremist organization White Justice, which dedatself to be a militant neo
Nazi group. Evidence indiated that members of the group were conducting military training
camps to teach smalhit military tactics. There were no other arrests related to terrorism in
2009.

The Czech government6s overall effoats agains
Counterterrorism Action Plan for 20@70 0 Jhis. strategic document set goals in four areas:
improving communication and coordination between intelligence and law enforcement agencies;
protecting the public and critical infrastructure; preventingsbktion and radicalization of

immigrant communities; and conducting foreign policy to counter international terrairism.
October, after receiving the Ministry-of Inte
2009 Plan, the Czech National SeguCouncil tasked the Ministry of Interior to prepare a new

plan for the period 2012011.

The Ministry of Financeds Financial Analysis
NCPT to combat terrorist financing.he NCPT has a public websitéth an anonymous
Internet hotline.

The Czech Republic actively participated in the counterterrorism and nonproliferation efforts of
multilateral bodies such as NATO, the EU,andtheUN e countrydés bil ater al
the United States was alslose. The NCPT characterized the level and quality of cooperation it
received from U.S. agencies and law enforcement offices as exceptionally good and very

successful.

The Czech parliament approved an ongoing deployment of up to nearly 540 milisogrp in
Afghanistan. The Czech Ministry of Defense also slightly increased the size of its Provincial
Reconstruction Team of civilian experts in Af

Denmark
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The Center for Terror Analysis of the Danish Security and InteligeService (PET) assessed
that there is a general terrorist threat against Denmark, both from groups and individuals in
Denmark as well as a threat against Danes and Danish interests abroad. The threat came
primarily from networks, groups, and individuaso adhered toarious forms of militant
Islamistideology, including aQaidarelated groups and networks.

While there were no terrorist attacks in Denmark in 2009, a plot to attack the Danish newspaper
JyllandsPostenwas disrupted through a cooperative effort of Danish and American authorities.

Denmark worked closely with the United States on UN and other multilateral counterterrorism
efforts, including the Financial Action Task Force, and in internatiooproliferation groups,
such as the Proliferation Security Initiative (PSI) and the Global Initiative to Combat Nuclear
Terrorism. Denmark cooperated closely with EU partners and institutions within the field of
counterradicalization. RojTV, a Kurdisan WorkeréParty (PKK}affiliated media outlet,
continued to operate in Denmark.

On October 3, the FBI arrested in Chicago U.S. citizen David Headley, formerly known as
Daood Gilani Headley was charged with planning terrorist attacks in Denmark, rotzdily
against the headquartersdyflandsPosten the Danish newspaper whose 2005 publication of
cartoons of the Prophet Mohammed outraged many Muslims around the Woelgint
investigation leading to Headlésyarrest was conducted by the PET amdRederal Bureau of
Investigationwith support from U.S. Immigration and Customs Enforcemetaadley was also
charged with planning the 2008 Mumbai terrorist atta¢ksadley, has since pleaded guilty in a
U.S. court to crimes relating to his role iretNovember 2008 LashkaiTayyiba attacks in
Mumbai, which killed more than 170 peopléncluding six American$ as well as to crimes
relating to a separate plot to bodhlandsPosten

On June 11, the Danish parliament voted to maintain its troepdéwup to 750 in Afghanistan
until 2012. Danish troops served as part of the International Security Assistance Force. Most of
these were engaged in Helmand Province in southern Afghanistan.

Estonia

Estonia actively enforced all EU laws regarding detterrorism and cooperated fully with the
United States in law enforcement mattestonian pssports issued since May 200i¢luding
Agray o pas sgateless esiderssofiEstatiaype the latest in biometric security
features, includingraembedded computer chip containing biometric information.

Participation in the International Security Assistance Force (ISAF) operation in Afghanistan was
Estoniabds highest priority international miss
infantry company in 2009, for a total of two companies plus staff officers and support elements
which equaled more than 280 soldie@ne unit formed part of a U.Ked provincial

reconstruction team in Helmand Province, and the additional company, &lsbriand,

operated sidéy-side with U.S. Marines providing election securiBlthough the second
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company was withdrawn, Estonia still had approximately 155 troops in Afghanistan at the end of
2009. Estonia participated in tBeropean Police Missiaiw Afghanistan with two police

officers and a political advisor. It was projected to give a total of 1.3 million Euros in assistance
for the period 2002011, which includes fundinfgr the fight against narcotictye Afghanistan
Populdion and Housingcensus projecnd for human capital and infrastructure development of
Hel mand provinceds health car evivesehdwiher kealths uc h
professionals. While no longer participating in combat operations in Iraqg, Estoniauedlrio

support the NATO Training Mission in Iraq with a staff officer.

On March 11, Estonia amended the Penal Code to criminalize the financing and support of acts

of terrorism or actions leading to the perpetration of an act of terrorism, puniblgaipeto 10

years imprisonment or the liquidation of any entity used in such effohis.MLTFPA also

har moni zed Estonian | aw with EU standards and
into total compliance with Financial Action Task Force recommigoiuis

On October 12, the Government of Estonia began operating U.S. Department offiandegly
radiation monitors at Luhamaa, on its southeastern border with RU$seEstonian Border
Guard was in the process of constructing helicopter landing gtaehtry control points at Narva,
in the east, and Varska, in the southeast, with Department of Defense Countarootics and
Terrorism funds.

Finland

Information sharing between Finnish and U.S. authorities regarding terrcoisnected cases

was an effective tool for both countries. Relevant Finnish agencies monitored potential threats
closely and kept their international partners apprised of threats with connections outside the
borders of Finland.

In a rare publicizedase in November, a Firsh citizen was deported from Sweden to Finland
because of suspected links to a terrorist organization. Media reports confirmed by the
government indicated that this individual was closely monitored by the Security Police (SUPO)
after his return from Sweuh.

Finland took additional steps to verify the identity of those seeking to enter the country and
anticipated a further surge in immigration through family reunification. The Government of
Finland continued to exert significant efforts to assimilate newcdmtr society and to avoid
conditionsthatwould lead to radicalization of minority groups. These measures included social
benefits, Finnishd nguage tr ai ni 8 dfficestmdlocataoh betadf ofie n 6
immigrants.

One new measure that Finlandswconsidering to prevent the infiltration of terrorists or their
facilitators into the country vgathe permanent stationing of SUPO officers at Finnish embassies
abroad. If approved, this would be the first foreign deployment of dedicated counterterroris
personnel. The director of SUPO has publicly stated that thesersfivould be focused on
fistop(ping) potential terrotiss i n t h e ¢ o uThe goyernment hasenpde a tequese . 0
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to parliament fokJS$ 2.3million to fund the 1520 personnel wo would be involved in the
effort.

Finland continued its contributions towards building counterterrorism capacity with overseas
partners. It made donatignsder its G8 Global Partnership pledgeapproximatelyyS$14 to

21 million for the period 204-2014, including about S$ 350,000 as part of the Nuclear
Smuggling Outreach Initiative to provide equipment to the Kyrgyz Republic needed to prevent
the smuggling of nuclear materials that might be sought by terrorist groups. Finland also began a
police-prosecutor training program in Afghanistan to facilitate investigation and prosecution of
serious crimes therancluding those related to terrorism, and it continued to be theltrigdst
contributor of trainers to the EUPOL training program for Afgpalice. On January 22, the
government reached a decision to temporarily increase the strength of Finnish military crisis
management personnel by approximately 50 soldiers the current ceiling of 143l expected

to be deployed by the beginning df12. Finland also aimed to allocate a larger proportion of its
development cooperation funding to the northern provinces of Afghanistan, and to deepen its
participation in the EU police mission in northern Afghanistan.

France

In 2009, France found itdedrappling withan Islamist threat that reflecttdh e nat i ondés ch
demographics. Several public announcementsfyalo i da ( AQ) and ot her gr
French interests remained key targets €al 6 i d a n the | sl anspooseMaghr e

[
u comments calling

ions to attack France
0 u and its antergskstwhareved thdyo n o r

to President Sarkozyods J
spell ed out their intent
avenge our sisterso6 an
may be. O

n
d

Traditionally, local Corsican separatists, Basque Fatherland and Liberty (ETA) members, and
ultracleft anarchist factions have been responsible for the majority of attacks and arrests

classified as terrorism iRrance. The number and violence of ETA and Corsican attacks in

France have continued their downward trdmalvever In 2009, the French intelligence services
recognized an el evated threat from an Aintern
a strong presence i n FrteeferhMnistrylohinterioe ggatedn s e t o
the National Police Intgention Force (FIPN) on December The FIPN brings together the

Special Weapons and Tactics (SWAT) elements of multigadfr Pate units to form a 500

man SWAT team. France remained on high alert and recognizetlistetarget of AQIM and

of other extremist groups in France and abroad.

France and Spaindés concerted efforts against
benefits of close regional cooperation and demonstrated the effectiveness of the French
counterterrorism program:

e On January 5, court proceedings began in Paris for the April 2002 suicide bombing of a
Djerba Synagogue. The attack killed 14 German andAngnch nationals. Khalid
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Sheikh Mohammed is a atefendant, accused of being responsible for all AQ external
operations during that time frame.

In April, French President Sarkozy announced that France and Spain would set up a joint
security committeeat fight terrorism and drug trafficking. The group, which is an
expansion of existing police cooperation targeted at ETA, created a joint general staff
headquartersn security to lead the fight againstrorism.

On August 19, shortly after the creatiof the joint staff, French police arrested three top
members of the military arm of ETA: Alberto Machain, Aitzol Etxaburu, and Andono
Sarasola. Additionallypolice found weapons and bomaking materials.

On October 11, French police in Montpellie
military wing, Lurgi Mendinueta and another senior ETA member, Jones Larretxea.

On October 19, French police arreastwelld ETAOS
as ten other ETA members.

Although no terrorist attacks took place on French soil during 2009, French interests were
targeted and attacked abroad:

On July 14, two French security service personnel, reportedly in Somalia to train
government forces in coterterrorism operations, were kidnapped and held by two

separate groupsiezb allslam and aShabaab. On August 26, the hostage held by Hezb
al-Islam was freed, although the circumstances of his release or escape remained unclear.
Initial reports suggestl he killed his kidnappers and escaped. Later reports intimated

that a ransom had been paid to Hezlslam and the hostage was freed.

On August 18, AQIM claimed responsibility for the August 8 suicide bombing at the
French Embassy in Mauritania thajured three people.

On October 9, a suspected AQ operative was arrested with his brother in Paris. The
operative had been working on projects for a nualesearch facility near Geneva.

French intelligence investigators said the physicist, a rhaigerian origin, was

working on analysis projects at a fAvery hi
at the European Organization for Nuclear Research, or CERN. Officials said the suspect

had been in contact with people linked to AQIM abougepbal targets for terrorism in
France, and he had expressed a desire to c¢
materi al preparatory acts. o0 The interior
enough of a threat to be arrested, ending the Frgreelv e r n m-enonthforegy 1 8

surveillance of them.
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e On November 26, a French citizen was kidnapped in Northern Mali. On December 8,
AQIM claimed responsibility for the kidnappirig.

French authorities detained and prosecuted a number of people withusus terrorist
organizations, including Islastiterrorists (18 convictions), Corsican Nationalists (19

convictions), Basque Fatherland and Liberty (ETA) members (28 convictions), the Liberation
Tigers of Tamil Ealam (LTTE) (22 convictions),anddus wi t h | i nks to t he
Party (PKK) (16 convictions). It should be noted that the number of arrests dettltra

anarchists dropped from 17 in 2008 to zero in 2009. Additionally, the number of Corsican
Nationalists convicted dropped frof6 in 2008 to 19 in 2009. The number of LTTE members
arrested, however, jumped from two in 2008 to 22 in 2009, which may be linked to the military
crackdown in Sri Lanka during this same period.

The French government undertook several counterterropgmatons with other countries
including the United Kingdom, Belgium, Germany, Italy, Spain, and Portugal. In addition to
undertaking operations to arrest and prosecute terrorists, France continued programs to address
radicalization and extremism through the use of social and econmaittives. Of particular

note, the French government went to great efforts to train police personnel to be aware of the
signs of radicalization. The French governmsmiery concerned about Islamiadicalization

in the French prison system. In 2088 governments of France, Austria, and Germany jointly
commissioned a study to identify key indicators of radicalization in the prison system and
offered suggestions on how to prevent or minimize radicalization within the penal system. In
2009, the daegment was provided to all 27 members of the European Union and was requested
by, and provided to nine ndBU states. Within the EU, France hosted a conference on
November 13 to help other Etbuntries understand the benefits of a counterterrorism
coordindion center.

Preliminary detention for suspected terrorists in France is six days. The state may thereafter
place suspects under gréal detention for up to four years when the evidence is compelling or
when the suspect is considered to present annemhthreat. In conjunction with local

government, the national government continued to increase video surveillance in major cities.
French law allows for seizing of assets, video and telephone surveillance, monitoring of public
transport records, andquides other broad powers for official access to connection data held by
internet cafes and to various personal data. Notably, French nationality may be revoked, leading
to expulsion from French territory, if the person in question was naturalizedprettexding 15

years.

France is actively engaged with the UN Securi
Counterterrorism Action Group, the UNSCR 1267
Antiterrorism Strategy action plan. France is an origin@inber of the Global Initiative to

Combat Nuclear Terrorism and continued to participate actively. France remained a member of,

"The French intelligence services wereare of a rise ithe kidnapping of French citizens, yet remained hesitant
about classifyinghem as terrorist activity (as opposed to criminal) until a specific group had claimed responsibility
and they could investigate the circumstances leading unetkidnapping.
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and contributor to, both the Proliferation and Container Security Initiatives. France edrtonu
upgrade passports to thetietric $andard. On May 15 and December 1, in support of U.S.

efforts to close the Guantanamo Bay facility, France accepted two former detainees and resettled
them in France.

On the militaryfront, France currently has more tH&000 troops participating in operations in
Afghanistan. The French commitment included ground troops and air assets.

Georgia

Georgia continued to support U.S. efforts in the fight against terrorism, increasing its role by
providing a battalion of Gegian soldiers, approximately 750 troops, to be trained by the United
States in preparation for a deployment as part of the International Security Assistance Force
(ISAF) in Afghanistan. This is in addition to 173 Georgian troops already serving ad part

ISAF with the French and one service member serving with Turkish forces. Additionally,
Georgia has granted blanket flight clearance for all U.S. military aircraft engaged in operations in
Afghanistan and Irag.

Russian claims of Georgian support @reten terrorist@nd harboring of such individuals in
the Pankisi Gorge were unsubstantiated, and the Georgian government has transparent efforts to
prove this to the international community.

Border security operations and aatirruption efforts at baler checkpoints remained high

priorities for the Georgian government, with its continued focus on countering the smuggling of
contraband such as laundered money, drugs, and weaponry that could support terrorism.
Significant improvements to infrastructuaeborder crossing points and employment of the

Depa t ment @ Secdadhline af Pedense Progréo detect radiation continuedhd new

border crossing facility at Kazbegi/Larsi between Georgia and Russia was finished in September
2009, although dued the state of relations between Georgia andsiRuthe border remained

closed at the end of 2009

Additionally, seven remote border posts were completed in 2009, enhancing the security of the
Georgan Azerbajani border and further limiting illegal cssings. The fifth and final radar

station on the Black Sea coast was also completed, which will enhance Georgian capabilities to
secure its maritime border and interdict potential smugglers and counter any terrorist threats

from this direction.The Georg an Bor der Policeds capabilities
its ability to monitor, patrol, and interdict criminals along the green borders. This was

accomplished by the development of additional enforcement tools such as new communications
equipmaet.

The situation in the separatist regions of Abkhazia and South Ossetia remained largely
unchanged, and the Georgian government does not control its international borders located
between these regions and Russia. This lack of control allowed forriteglsand unidentified

flow of people, goods, and other potentially dangerous items from Russia into Abkhazia and
South Ossetia. The administrative boundary lines between Georgia and the conflict zones were
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furthered militarized in 2009 when Russia takke Federal Security Service (FSB) border

guards to take over control from de facto authorities in both territories. Movement over these
boundary lines was strictly controlled, although formal customs checks, security inspections, or
other counterterrism procedures did not exist.

Germany

German security officials estimated that roughly 185 individudlsth German nationals and

permanent residentshave undergone paramilitary training over the past ten years at Islamist
extremist training centersdated primarily in the border regions of Afghanistan and Pakistan.
Approximately 90 of these individuals have returned to Germany and 15 ofxéesim custody

in 2002 Germany investigated, arrested, and prosecuted numerous terrorism suspects and
disrupted terroristelated groups within its borders with connections to international Islamist,

Kurdish nationalist, and Marxidteninist terrorist organizations. Two new legislative packages
entered into force that st regahfrgmelwekaeddroded many 0
security officials with new powers of investigation.

Throughout the year, a number of Islamistpired terrorist organizations, including the Islamic

Jihad Union (IJU),aRa 6i da ( AQ), and t he | srtleased\wdeosiovVv e me n t
featuring German speakers who threatened terrorist attacks in Germany or against German

interests abroadBin Ladin and Zawahiri also issued statements threatening Germany prior to

the German federal elections in Septembera number binstances, the identities of the

individuals appearing in the videag&re known and included Germdworoccan dual citizens

Bekkay Harrach, Mounir Chouka, and Yassin Chouka.

During the summer, the frequency of the extremist video and audio messagaseddc The

messages threatened Germany with attacks if the government did not withdraw its military forces
from Afghanistan in what security officials interpreted as an attempt to influence the September
27 national elections. The threats led Germaitpdb take heightened security measures at
airports, railway stations, and other public sit€n November 13, the Stuttgart district court
sentenced an ethnic Turkish man to six months in jail for breach of the peace after he posted one
of the extremisvideos featuring Bekkay Harrach 8iouTube

On January 1, new legislation went into effect that broadened the powers of the Federal Office of
Criminal Investigation (BKA) in counterterrorism investigations. The law provided the BKA

with preventativenvestigatory powerghat is authority to carry out actions based either on a
suspicion that individuals are planning a crime or potentially involved in criminal actwidy,

gave it lead responsibility in terrorism investigations in which the threahdstacross multiple

federal states, in which staivel competence is unclear, or in which state officials request

federal assistance.

On August 4, a second legislative package entered into force that made significant amendments
to the German Criminal &le and criminalized a range of terrorisatated preparatory actions

such as participating in terrorisaining or acquiring weapons abhdmbs with the intent to

commit attacks that endanger the German state. The amendments alsedibtatistributio
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and acquisition of bomb making and similar instruction materials if the intent is to motivate

individuals to commit violent crimes. Establishing contact with a terrorist group with the intent

of receiving training to commit attacks is also outlawed.

A high-profile trial of the four individuals belonging to the 13U cell arrested in Sauerland in 2007

began on April 22. The defendants were charged with membership in a foreign terrorist
organization, preparation of a serious criminal offense involvipipewes, and other violations.
The defendants gave comprehensive testimony that included descriptions of their training at
terrorist camps in North Waziristan, Paki

German courts also began trials or teatverdicts in other notable counterterrorism cases:

e On October 13, the Frankfurt Higher Regional Court sentenced Omid Shirkani, a German

citizen, to two years and nine months in prison, andefendant Huseyin Ozgun, a Turkish
citizen, to one year artho months in prison on charges of supporting a foreign tstror

organizatiorand violating the Foreign Trade Act. The two participated in terrorism training

in Pakistan and supported the 1JU with financing and paramilitary equipment.

e On July 13, the Kblenz Higher Regional Court sentenced Aleem Nasir, a German citizen
eight years imprisonment for membership in a foreign terrorist organization (AQ) and

multiple counts of violating the Foreign Trade Act. Nasir recruited personnel and provided

money ad military equipment to AQ.

¢ In July, the Dusseldorf Higher Regional Court found Hiseyin Acar, a leading member of the
Kurdistan Wor ker sd Par t jeaderokKakriminal grganizatioy o f

and of coordinating PKK actions in Germarijhe Court sentenced Acar to three years and
nine months in prison.

e On August 12, the Frankfurt Higher Regional Court found a Turkish citizen, guilty of
membershipn a terrorist organizatioand multiple cases of arson, sentencing him to four
years imprsonment.The individualwas a PKK leader in southern Germany between 1993

and 1994 and ordered multiple arson attacks on Turkish targets in Germany in which one

person died.

e On April 8, the Frankfurt Higher Regional Court upheld the 2008 sentencingzz#fidu

Ayata, a Turkish citizen, to three years and six months in prison on charges of being a leader

of a criminal organization (PKK).

e On September 14, the Koblenz Higher Regional Court began the trial of Sermet ligen, a
German citizen, and Omer OzdenarTurkish citizen, who are charged with membership in
a foreign terrorist organizatioand violations of the Foreign Trade Act. The two were

accused of having participated in terrorist training at camps in Pakistan and to have provided

al-Q a 6 with funding and equipment.

Page B1

stan



e On January 15, the Dusseldorf Higher Regional Court began the trial of five individuals
suspected of membership in the&FoRtDHERCQ)y,Bi Oonary
left-wing terrorist organization that seeks to overthrbe/ Turkish government and replace it
with a MarxistLeninist regime.

During the year, German law enforcement authorities arrested a number of individuals suspected
of involvement in terrorism. Prominent new actions and arrests included:

e The BKA arrestedddnan Vatandasyho issuspected of supporting AQ by distributing
Internet propaganda and instructions on benaking.

e On December 9, prosecutors in Dusseldorf filed charges against a Turkish woman for
membership in a terrorist organizati (DHKP-C).

e On December 15, police arrested a German citizen of Turkish descent, on suspicion of
attempted arson, membership in a terrorist organization (DEK&hd conspiracy to commit
homicide. Heis alleged to have participated in the fire bombiofsvo Turkish banks in
Germany in 1995.

Germany remained a strong advocate of the UNSCR 12Q@adb i da/ Tal i ban f i nanc
regime and proposed a number of individuals to the committee for designation.

Implementation discussions continued regagd bilateral U.SGerman agreement to

strengthen fingerprint and DNA information sharing to combat terrorism and serious crime. The
Uu. S. Embassyods Law Enforcement Working -Group
level law enforcement contactg brganizing four security conferences throughout Gerntiagty

included terrorist themes

The Department of Homeland Security (DHS) and the Federal Ministry of Interior continued

their strategic dialogue and held a Deputibaired conference in Junediwengthen cooperation

across a range of counterterrorisgtated issues. Germany participated in theSOEstoms and

Bor der PsrContamear $ecuoity lbitiative in the ports of Hamburg and Bremerhaven and
supported DHS Customs and Border Protectios | mmi gr ati on Advi sory Pr
the Frankfurt Airport. The DHS Transpd at i on Se c ur $pregenck th Frankfurts t r at i
together with U.S. and German air marshals, formed key parts of bilateral efforts to provide air
transport secuitfor the seven German airports with flights to the United States.

Greece

Domestic terrorism increased significantly in Greece in 2009, following-Ergke rioting in
DecembeR008. In 2009 there were more than 430 security incidesi$ined toinclude
incendiary and explosive attacks, as well as attacks involving small arms, grenadgkeand
infantry-style weaponry far more than have been recorded in each of the previous 20 years.
Local extremists increasingly targeted businesses and Ggrneednforcement, and there was an
increasing use of infantrgtyle weaponry in terrorist attacks.
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The leftist domestic terrorist group Revolutionary Struggle claimed responsibility for shooting
police officers and bombing financial targets, including.taffliated banks and the Athens

Stock Exchange, which was targeted in an ammonium nitrate car bomb attack on September 2.
A previously unknown group, Sect of Revolutionaries, emerged during the year to claim
responsibility for attacks on police and atkargets, including the only such lethal attack during
the year: the June 17 murder of a police officer on protective detail outside the apartment
building of a government witness in Athens. On October 27, unknown assailants attacked the
Aghia Paraskevpolice station in suburban Athens with AK’s, seriously wounding six officers
and a civilian. Two groups, the Guerilla Group of Terrorists and the Conspiracy of Fire Nuclei
(SPF), jointly claimed responsibility for the December 27 bombing of the Natimwaiance
Company building in Athens.

The appeals of eight convicted members of the November 17 terrorist organization went before

the Supreme Court in October. Prosecutors urged the court to sustain the convictions, but
recommended consideration of vegd sentences for two of the convicts. On December 3, an
appeals court threw out the convictiand t hr e e me mb €Regolutmrary Sthuggle P e o p |
terrorist organization who had initially been sentenced in 2004 to 25 years each for the 1994
murderof a police officer, 48 attempted murders by bombing, and 42 bomb attacks and

attempted bombings, though they had been released for health reasons and on other grounds
pending appeal in separate decisions in 2005 and 2006.

Throughout the year, sedtyled anarchists attacked banks, police stations, the homes eed off

of politicians,k -camidttaagktdvethr tools suan@mefireboanbsiarsdtMolotov
cocktails. Since these attacks usually occurred outside normal business hourssdew were
seriously injured and there were no deaths. Several U.S. businesses were targeted. On January
10, a rockthrowing group of prePalestinian demonstrators caused some physical damage to the
U.S. Embassy during a protest against the Israeli bperia Gaza.

Greece is increasingly an EU entry point for illegal immigrants coming from the Middle East and
South Asia and there was concern that it could be used as a transit route for terrorists travelling
to Europe and the United States. The nunaolbdlegal immigrants entering Greece, especially
through the Aegean Sea, increased dramificn 2008 and 2009, with more thaA0,000

illegal immigrants, nearly half of whom originated from North Africa, the Middle East, and

South Asia, arrested eachay. Greek authorities participated in the Container Security Initiative
and cooperated with U.S. officials on information sharing, as well as the training of Greek
security and customs officials, and judicial personnel. Greece sustained its pantigiptim®
International Security Assistance Force in Afghanistan by providing engineers and other support
officers.

Hungary

Hungary remained a consistent and reliable counterterrorism pamreaidition to the
continued leadership of a Provincial Restoaction Team, Hungary sent 28 troops to
Afghanistan as part of a new joint Operational, Mentoring, and Liaison team (OMLE).
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OMLT, which is commanded by a Hungarian Lieutenant Colonel, includes an equal number of
troops from the Ohio National Guarddditionally, Hungary deployed 40 troops to provide

security during the national elections, as well as committing a Special Forces contingent, which
operatéel with U.S. forces, At year 6s end, Hungary had a tot al
Afghanistan.inre s pons e t o Pscallsfordughertallie® supporg Brime Minister

Bajnai pledged in December 2009 to add a further 200 soldiers to the Hungarian contingent.

In September, the Prime Minister announced that Hungary would accept one detairntbe from
Guantanamo detention facility. This decision was controversial, but worpadgssupport.Iin
late Novemberthe detainee was transferred to Hungary.

In a series of operations, Hungary arrested 19 of the approximatetg2®er Hungarian

Arrows National Liberation Army, a faright extremist group suspected of committing or
conspiring to commit terrorist act§.he remaining individual is itat large. Although

Hu n g slegyl 6ode does not provide for the designation of domestic terroristzatians,
Hungarian authorities nonetheless carefully monitored potential extremist groups and closely
cooperated with U.S. law enforcement and other agencies.

As a Schengen zone country, Hungary continued to manage its border responsibilities, including
the increased entry of foreigners seeking asylum.

Iceland

The Government of Iceland stated in its most recent terrorist threat assessment, conducted by the
National Police Commissioner in 2008, that the likelihood of terrorist activities occurring in

Iceland is low. In the same assessment, however, the government concluded that the potential
consequences of such activities were severe enough to merit a high level of vigilance. The
government, therefore, continued its efforts to strengthen domestier lsaaclirity and

counterterrorism capabilities during the year. Notably, the Government of Iceland passed
legislation in December that clarified the legal definition of terrorism and strengthened penalties
against money launderers.

The National Police Commissioner has primary responsibility for counterterrorism efforts in the
country. The Vi ki ng Sqgu aigiconsidlecee thagsnlide®dls count er
def ens e defiortd agams$t eemodsin. The paramilitanytus comprised of

approximately 4660 members who are trained in active counterterrorism response by U.S. and

other European police and military counterterrorism units. The National Security Unit, which

also falls under the jurisdiction of the NatioRallice Commissioner, gathers intelligence, drafts

threat assessmengnd exchanges information with foreign counterparts with the aim to prevent

or reduce the likelihood of terrorism.

The Icelandic Coast Guard (ICG) is responsiblddelands coastal defense and monitors the

ocean around Iceland, both within and outside of territorial waters. The ICG served as the Chair

of the North Atlantic Coast Guard Forumig@® andb st ed t he sannuglani zati ono
conference in September. Also in September, the ICG hosted Northern Challenge 2009, a
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NATO-supported exercise focusing on explosive ordnance disposal and counterterrorism
scenarios. The explosive ordinance team was cafled in December when a Lufthansa flight
heading to Detroit made an emergency landing in Iceland after the aircraft was found to be
carrying luggage for a passenger who had not boarded the plane. The explosive ordinance team
found nothing suspicious ankle flight was released in short order. The EOD team has served in
international peacekeeping missions in Iraq and Afghanistan.

The Icelandic government supported multilateral counterterrorism efforts. Iceland continued its
deployment of personnel at Kialdnternational Airport and International Security Assistance
Force (ISAF) Headquarters in Afghanistan in support of NATO operations.

Ireland

In 2009, increasing levels &eal Irish Republican ArmyRIRA) andContinuity Irish

Republican Army(CIRA) violence in Northern Ireland were traced back to elements in Ireland

with the assumed objective of undercutting the formation of an integrated Police Service of
Northern Ireland. Counterterrorism measures implemented in previous years were sustained and
relaions between the U.S. government and Irish law enforcement officials were increasingly
positive. Over the past year, there has been increasing levels of cooperation with Irish
authorities to deny Islamist extremists the opportunity to use Ireland ag #obdacilitation of

terrorist activity in Iraq, Afghanistan, and elsewhere. Irish law enforcement authorities were
focused on enhancing their coverage of what is assessed to be a small,ddbypldeilicated

group of Islamistadicals.

On Octoben 0, the Irish National Liberation Army (INLA), an IRA splinter group responsible
for some of the most notorious attacks of the Northern Ireland conflict, renounced armed
struggle and agreed to disarm. Although INLA remained opposed to the British presence
officials from their political wing stated that the renunciation of violence was based on political
calculations.

In 2009, Ireland enacted the Criminal Justice (Surveillance) Act 2009, which provided a
statutory framework for evidence obtained by mezreovert surveillance to be used in criminal
trials.

In 2009, Ireland resettled two former Guantanamo detainees. Ireland continued a modest troop
commitment to the International Security Assistance Force in Afghanistan. It also worked
closely with thke United States on UN and other multilateral counterterrorism efifoctading

the Financial Action Task Force, the Proliferation Security Initiative (PSI), and the Global
Initiative to Combat Nuclear Terrorism.

Italy

Italy continued to aggressiveilyvestigate and prosecute terrorism suspects, dismantle terrorist
related cells within its borders, and maintain Rkigéel professional cooperation with its
international partners. Italyasone of the largest troop contributors to the NATO mission in
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Afghani stan and justified its commitment to
terrorists, o according to the Italian Minis
provide increased counterterrorism assistance to Yemen after gafadember 2®ombing
attemptof Northwest Flight 253

During the last two months of 2009, two detainees from Guantanamo and one from Afghanistan
were transferred to Italy for prosecution in terrorism proceedings pending in Milan. The
transfers were ade pursuant to a memorandum of understanding finalized beth8en

Attorney General Eric Holder and Italian Justice Minister Angelino Alfano in September.

| t & law enforcement and judicial authorities had several noteworthy cases in 2009:

e In April, Italian prosecutors began investigating a group of North Africans and others in
Venice on charges of international terrorism. One was a former imam in the southern
city of Caserta who reportedly controlled a network providing lodging, money, and false
identity papers to migrants traveling to other European countries.

e In May, judicial authorities issued arrest warrants for Bassam Ayachi and Raphael
Marcel Frederic Gendron, French citizens, on charges of international terrorism for
promoting, managingnd funding an Islamic organization connected to i@ al6 i d a
(AQ) network, and for recruiting terrorists locally and through the Internet for potential
attacks in France, the UK, Irag, and Afghanistan. Both were already detained in Bari
under 2008 chages of encouraging illegal migration. They were reportedly connected to
a dozen other international terrorists arrested in December 2008 in France and Belgium.
Ayachi, of Syrian origin, was a former imam in Belgium. Gendron, a Muslim convert,
was cefounder of the Belgium Islamic Center, Assabyle. In July, a judge sentenced
Ayachi and Gendron to 5#onths in prison.

e In June, Tunisian citizen Houcine Tarkhani was arrested in Sicily. His arrest had been
sought since 2006 for his participation in the piag of a terrorist attack against the
Church of San Painio in Bologna, whicltontains a daction of the Prophet
Mohammedand the Milan subway system. Italian authorities expelled seven others in
2006 for the same incident. The group had connections to Algeria, Morocco, Syria,
France, Spain, and Denmark.

e In October, Libyan citizen Mohamed Game unsuccessfully attemptadidesattack
against an army barracks in Milan. The explosive device partially malfunctioned,
wounding him and a guard who tried to stop him. Game and two alleged accomplices,
Egyptian Mohmoud Abdelaziz Kol, and Libyan Mohamaed Imbaeya Israfel, were
arrested for the incident. Game reportedly had developed targeting profiles of Prime
Minister Berlusconi and other senior Italian officials. Interior Minister Maroni reported
that Game and his accomplices were-satficalized over the Internetby@la 6 i d a
propaganda and had no connections to other terrorist cells.
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In November, Mohammad Yaqub Janjua and his son Aamer Yaqub, of Pakistan, were
arrested in Brescia in a joint operation with the FBI and Indian intelligence services in
connection with the Noveber 2008 terrorist attacks in Mumbai. The two owned a
money transfer agency Brescia used to activate Voice Over Internet Protacobunts
online and to manage Hawala operations that transferred more 8$&6650,000 to
Pakistan from 2006 to 2008. lin authorities claimed the arrests confirmed the
existence of a network in the northern Italfagion of Lombardy that providddgistical
support to international terrorism.

Also in November, Italian Tax Police arrested six Algerian citizens omgebanf
producing false identity documents. Eleven others were arrested in Spain, Austria,
Switzerland, France, and the United Kingdom in the same operation. According to
Interior Minister Maroni, the group was also collecting funds for terrorist aesviti
outside lItaly.

Follow-ups to judicial proceedings initiated in 2008 included:

In May, a Milan judge dismissed all terrorism charges against Maher Bouyahia and 19
others arrested in May 2008 for alleged drug trkiifig and terrorism offenses.
Proseutors continued to pursuakeug charges against the group.

In October, a trial began in Bologna against five alleged terrorists arrested in August
2008 on charges of international terrorism. The cell allegedly sent tens of thousands of
dollars to Bosran groups linked to terrorist organizations in Iraq and Afghanistan to
support suicide attacks.

In October, a trial began in Milan against four Moroccan citizens on terrorism charges for
their plans to attack targets in and around Milan.

Domestic anachistinspired and extremkeft terrorist groups continued to present a moderate
threat despi t e |florsltoidignmantle thhdir brganizationse s 6

In October, Red Brigade terrorist Massimo Papini was arrested near Salerno in
connection withthe 2003 killing by the Red Brigades in Bologna of Labor Ministry
adviser Marco Biagi.

Also in October, the Revolutionary Brigades for a Combatant Communism threatened the
lives of Prime Minister Berlusconi and other senior officials in a letter to a daily
newspaper.

In December, a small explosive detonated in the underground walkwiiyis 6fa n 6 s
private Bocconi University.
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e Also in December, a letter bomb was sent to a government migrant and expulsion center
near Gori zi a. I'talyds major anarchist gro
claimed responsibility for both incidents.

Theltalian government continued to make use of reinforced counterterrorism legislation enacted
in 2005, which facilitated the detention of suspects, mandated arrest for crimes involving
terrorism, and expedited procedures for expelling persons who may Ibeshvro terrorist

activities.

In March, the European Court of Human Rights prevented the expulsion of eight Tunisians for
association with terrorist organizations, ruling that it would violate Article 3 of the European
Convention on Human Rights, whichopibits torture and inhumane or degrading treatment

even in cases of serious threat to the community. Despite the ruling, Italy expelled a number of
individuals suspeted of having tiesto AQakFQa 6i da i n the 1 sl amic Maghr
Islam.

With respect to the financial aspects of fighting terrorism, Italy aggressively identified and
blocked financial resources destined for suspected terrorist individuals and groups. The Italian
government worked closely with the United States onraptiey laundring and information
sharing, and cooperated with other foreign governments as an active member of the Financial
Action Task Force and the Egmont Group. Italy also participated actively in the UNSCR 1267
process, both as a sponsor and asspomsor nabn.

As president and host of the 2009 G8 Summit, Italy played a leading role in theliroma
Group and the Counterterrorism Action Group, within which Italy led an initiative to enhance
counterterrorism security measures in airports in the westernridalkaly effectively used its
role as G8 host to promote counterterrorism cooperation.

Italy was an important partner in the Proliferation Security Initiative and the Container Security
Initiative. In 2009, Italy appointed the Italian Customs Senodeam with the U.S. Department
of Energy to implement the Megaports program in Italy.

l'taly parti cAgive Ereehvour navalrissiOnéagainst terrorism in the
Mediterranean, and contributed to international military missions in Afghanvekeame it held
Regional CommardiVest and offered an additional 1,000 troops and pledged 200 Carabinieri
pol i ce tr ai nesrsquestt Intray,dtalyplayedailedcerole irothe NATO Training
Mission, among others.

Italy contributed trainingpersonnel to various regional counterterrorism training centers, such as
the South East Asia Regional Centre on Counterterrorism in Malaysia, the Joint Centre on Law
Enforcement Cooperationinld onesi a, and stAmtierrods CenteamAlgrldn i on 6

Kosovo
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In 2009, there were no direct acts of telsm in Kosovo, although Islamisktremists were

involved in domestic and international terrorism plots and extremists continued to maintain links
to organized crime. The Kosovo government tnedEuropean Rule of Law MissioBJLEX)
monitored suspected terrorist activity throughout the year. The reestdllished Kosovo
Intelligence Agency (AKI) and EULEX suspected that some of the many Istamic

governmental organizations (NGQx)eratingn Kosovo were involved in suspicious activities,
particularly in laundering money for future terrorist acts in the Middle East. The government
sought to prevent extremists from using NGOs to gain a foothold in Kosovo.

The Kosovo Police (KP) and EULERolice Counterterrorism Units (CTUs) wenenparily
responsi blscufmmdrerKes owo d snCTHE Continued tesuffer frommae K P 6
lack of resources, training, and expertise. On July 22, the KP CTU became fully independent,
with EULEX actingonly in a monitoring, mentoring, and advising rbl&@he KP CTU focused

on preventing terrorist attacks and training and equipping its officers.

Porous borders that were easily crossed by individuals trafficking in people, weapdns

narcotics hamperd K osscoumtertérrorism efforts. Tlosovo Border Patrol (KBP) and

KFOR (NATO Kosovo Force)jont | 'y patr ol | e fderimeteethefa@avehere Bor de
there are no official manned borders or border gates. The KBP and KFOR phing the

A Gere Bor deondactedvwith their cross national counterparts along the Macedonian,
Montenegrin, and Albanian borders. Poorly paid border and customs officials were susceptible

to bribery and corruption.

Still, the Ministry of Internal Affairshas mad modest progress improving border security.
Kosovo passports have a wide range of security features; including rainbow printing, optically
variable ink, and UV light reflection.

The Kosovo Speci al Pr o s e casthbtishedl 1 Septermber@06, ( KS P O)
conducted all governmental terrorism investigations in 2009. The KSPO reported that it had one
case with terrorism charges in the trial phase and was pursuing an additional 10 active cases.

Five cases, including holdoversdbm pri or years, w®nMardil3dhet i ve a
Kosovo Supreme Courtpnsisting of a combined panel of threeemiational and two local

judges, overt sJune2d08 eohvctrom am terftoyiswipted @harges and

acquitted hinof all charges, citinglack of evidence. Ejupiad been sentenced to 40 years

i mprisonment f or bublmiEng éade néaNHodujevie/RPquujescstrgatikilled

11 Kosovo Serbs and injured 40 others.

The Government of Kosovo cooperated clpseith the United Statesn combating terrorism.

On September 23, it deported Betim Kaziu, a U.S. citizen, to the United States. On September
24, the Eastern District of New York charged Kaziu with conspiracy to commit murder in a
foreign country and capiracy to provide material support to terrorists. According to the

8 Prior to that, EULEX's Police Executive Department (PED) exercised direct supervision over its KP counterparts.
The KP and EULEX received information and analytical support from the Office of Criminal Intelligence, a division
within EULEX's PED and the KP Department of Criminal Analysis.
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indictment and other documents filed by the government, Kaziu traveled to Pakistan to obtain
training for violent activities and then attempted to jokShhbaab, a designated Foreign

Terrorist Organization that operates in Somalia. In addition, Kaziu attempted to travel to
Afghanistan, Iraq, and the Balkans to fight against U.S. armed forces. Ultimately, Kaziu traveled
to Kosovo, where he was arrested by Kosovo law enforcement aigthoritate August.

On July 27, FBI agents in North Carolina arredtiyden Sherifi, along with six other men
preparing for acts of terrorisnSherifi, a 24yearold Kosovo native, was a legal U.S. resident
living in North Carolina. Sherifi was chargeath multiple counts of conspiracy. As part of the
conspiracy, the indictment alleges Sherifi traveled to Kosovo in July 2008 to engage in violent
extremist activities, then returned in April to raise support for the mujahedin. Sherifi and the
others wee arrested before they could carry out any terrorist acts.

Latvia

In May, the Cabinet of Ministers approved an action plan for responding to terrorist threats and
attackson peopl e or stehitpre n September, Latda establsided arling

group to develop an action plan for terrorist or pirate attacks against Latvian ships anywhere in
the world. The Transportation Ministry is currently developing legislation to control hazardous
cargo and is developing an action plan to responchErgency situations related to hazardous
cargo. Latviaregularlypari ci pat es i n & TegoridmuNokipgeseonp. Uni on 6

In October, the Counterterrorism Center of the Latvian Security Police and the Riga International
Airport organized a counterterism exercise that simulated a plane hijacking and hostage
situation. Representatives from the Security Police, Riga International Airport, Civil Aviation
Agency, State Border Guards, State Police, State Fire and Rescue Service, Center of Emergency
andDisasterMedic ne, and t he ¢fOffcsparticipatelr Gener al 0

As of December, Latvia was contributing 170 soldiers to support the International Security
Assistance Force in Afghanistan, including an Openatli Mentoring and Liaison Team.

L a t ¢ FRinangial Intelligence Unit maintained a terrorist financing database that it shared with
local banks.

Lithuania

The Lithuanian military was an active participant in multinational operations against terrorist and
insurgent elements. In Iragithuania maintained four trainers serving in the NAT@ining
Missiortirag. In Afghanistan, Lithuania led a Provincial Reconstruction Team in Ghor Province
thatis responsible for maintaimg a stable environment throughout the province and

coordinating reconstruction effort&ithuania contribute@pproximately 215 personnel to
NATOOG s ibrmaltSecurity &dsistance Force.

Macedonia
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The Government of Macedonia continued its close cowmterism coordination with the United
States, which included intelligence sharing on potential terrorist groups operating in or transiting
the country. The government also cooperated with its regional and European Union partners,
and worked closely wittNTERPOL and other international law enforcement agencies.

Macedonia provided adequate security for weapons generally sought by terrorists with annual
inventories and worked to improve security on its weapons facilities. The Macedonian Ministry
of Defen® provided intelligencand other suppotb the Ministry of Interior for actions against
domestic and regional terrorist groups.

The Ministry of Defense provided troop contributions to the Internat®ealirity Assistance
Forcein Afghanistan.In 2009,the Macedonian troop contribution reached the level of 240.

The Macedonian government trained several hundred police and military personnel in
counterterrorism techniques, technologies, and methods in 2009. Macedonia cooperated closely
on preventing teorist financing and money laundering through close coordination witd.the
Embassy and in partnership with the banking sector.

Malta

The Maltese government continued to freeze the assets of those entities on the UN 1267
consolidated list. Malta ae®ly participated in the EU Clearing House and coopé raiih

other Member States and third states to defeat terrorist activitiebyaextension, to prevent
financing acts of terrorism, to deny safe havens to terrorists, and to exchange informsttpn to
the commission of terrorist acts. The Maltese government has historically supported sharing
information with the United States on matters related to terrorism, and has demonstrated a
commitment to interdiction operations and compliance with intermnatirequests.

The Maltese criminal code includes several specific provisionsrasrism. The law addresses
Aacts of t er randeanunentds thé actonsrcanstitutingitbe offense. Malta
criminalized terrorist financing through the Pretien of Money Laundering Act, which was
expanded to include provisions for the fundindesforism. Additionally, the@ expanded the

powers of the Maltese Financial Intelligee Unitto include terrorist financing. Since 2006, the
Prevention of Moneyaundering Regulations have been extended to financing terrorism and
include controls that require proper record keeping, specific reporting requirements, and relevant
training on the subject of terrorist financing.

Moldova
Moldova continued to work on implementation of its UN obligations related to terrorist
financing. The Government of Moldova welcomed information regareimgrist financing

from the U.S. governmeiaind other bodies, and actively applied such informatiots
monitoring efforts through its Center for Combating Ecomo@rimes and Corruption
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A specific sectionintherPos ec ut or Gleandésteadrignselated chsess &€he

primary investigative body in counterterrorism cases is the Intosmand Security Service,

Mo | d sinmtelligence service. In 2006, SIS was given the governmental lead to establish and
manage a special counterterrorism center. In 2009, staffing and funding were minimal, as were
its activities. The U.S. Embassyawenforcement assistance programs aid Moldovan efforts to
impede the ability of terrorists and other citizens without proper documents to cross national
borders. The programs also facilitated automation at ports of entry to ensure greater security of
passprts and travel documents.

The separatistontrolled Transnistria region of Moldova remained a potential area of concern.
Moldovan law enforcement worked hard to track the whereabouts and activities of individuals
moving in and out of Transsiria, an aga where centrgovernment police and security services
were not able to operate. Some of the individuals moving in and out of Transnistria were foreign
students who remained in Moldova illegally, as the government lacked the resources to deport
them whe their visas expired. Corruption was endemic, and it was easy to obtain false travel
documents iboth Transnistria and Moldova.

Montenegro

The Ministry of Interior, through the Police Directorate and therfy for National Securitys
primarily reponsible for counterterrorism operatiorina.2009, the Ministry of Interior
continued work on a National Counterterrorism Strategy to foster better counterterrorism
cooperation among its different institutions.

Seventeen individuals, including four Ame&ans, were convicted and sentenced to prison in

2008 for an intendedtter or i st act r ef er rcasd’ Thedndigeidualsthaide f Eag |
appealed their conviction, and, in 2009, the appellate court dismissed their appeals, indicating

that each wat serve the original sentencBuring 2009, five of the individuals, includjrtwo

U.S. citizenscompleted their sentences, and were released from prison.

Montenegrin legislation on terrorism has been harmonized with EU standards and UN
conventions® In 2007,Parliament passed the Law on the Prevention of Money Laundering and
Terrorist Financing. The FIU also publishes an international list of terrorists and terrorist
organizations established pursuantteé resolution 1267.In 2009, the FILUproduced

instructions for risk analysis for the Prevention of Money Laundering and Terrorist Financing.

° In September 2006, 17 ethnic Albanians, four of whom are U.S. citizens, were arrested and charged with planning
terrorist acts to incite an ethnic Albanian rebelligkfter a lengthy trial, in Augus2008, the Higher Court in

Podgorica convicted the defendants of plotting to disturb the constitutional order and security of Montenegro.
Sentences ranged from three months to six years and six months in prison.

10 Criminal acts of terrorism are defined Mpntenegrin Criminal Code Article 365, which states that "anyone who,

with the intention of endangering the constitutional order and security of Montenegro causes an explosion or fire or
undertakes other dangerous measures or kidnaps a person or corothiés act of violence or threatens to

undertake some dangerous action or to use nuclear, chemical, biological or other dangerous substance and whereby
may cause fear or feelings of insecurity among citizens shall be punished by imprisonment for aherentof t

fifteen years."
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These instructionset out risk factors which determine the level of risk of individual clients,
groups, and business relations.

Montenegro contributeto international efforts supporting the gorment of Afghanistan, and

preparedo deploy a military unit to Afghanistarin July, the Parliament of Montenegro

approved a plan to send 31 miliggrersonneto join the NATGled International &curity

Asgstance Forcenission in AfghanistanT hi s depl oyment i s Montenegr
a NATO-led peacekeeping missioMont enegrin troops operated wif
Command North.

Montenegmn p ol i ce f or cSpesial AntiTerolr u dsim(8AMLi Haee rédeived
international and U.S. training and equipmeBésides the S& the Special Police Ung also
training and equipping a highreat arrest team that can be used to augment the SAJ during
larger counterterrorism operatmnFor example, the George Marshall European Center for
Security Studies trained government officials, police, and military officers through two programs
in 2009: the Combating Terrorism Language Program and the Terrorism and Security Studies
Program.Also, the Department of Justice ICITAP program provided trainindgiéopolice
organized crime unityhich is also responsible for camtting terrorism investigationDespite
significant training and equipment from outside donors, implementation ofwsedaveak,
corruption and porous borders remain issues, and Montenegrin law enforcement and security
agencies will require additional assistance to attain international standards.

The Netherlands

The Netherlands continued rssponse to the global terist threat with leadership and energy

in the areas of border and transportation security, terrorist financing, bilateral counterterrorism
cooperation, and Coalition efforts in Afghanistan. The Netherlahad$,800 troopsleployedn
Afghanistan as padf the International Security Assistance Force. The Dutch led a Provincial
ReconstructionteaminftUu z gan pr ovi nc e s efforts msoathedneAfjhahstéam O 6
through November, ahcontributed approximately U million in development aid for
Afghanistan. The Netherlands maintained five trainers supporting the NATO Training Mission
in Iraq, rotated officials for the EU rule of law mission in Iraq, and dedicated naval resources to
the counteipiracy efforts off the coast of Somalia.

In its Decembr 2009 quarterly terrorism threat analysis, the Dutch National Counterterrorism
Coordinator (NCTb) | owered the national threa
chances of an attack in the Netherlands or against Dutch interests were yedatiziébut cald

not be ruled out entirelfThe Netherlands has four threat levels: minimumitéd, substantial

and critica). The NCTb attributed the reduced threat level to the fact that the Netherlands was

less in the picture of international teisot  or gani zati ons as The speci fi
NCTb also noted that-#) a 6 s @@)@ower to strike in Europe was less than a year ago. The

NCTDb believed that the threat of an attack against Dutch interests almsgreater in countries

and egions where groups affiliated with AQ were more active than in the Netherlands itself.
According to the NCTb, the growth of domestic extremist networks seems to have decreased in
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recent years as a result of increasesistance textremists within Musin communities in the
Netherlands.

The NCTb also cited a report by the General Intelligence and Security Service (AlVD) showing
that the growth of the Salafist movement in the Netherlands was stagnating, partly as a result of
increased resistance by Mustirm the Netherlands to the aittegration message of Salafist
centers. Another factor that appeared to play a role was that, in the eyes of believers, some
preachers are not sufficiently applying the doctrines they teach in their personal livesdimccor

to the NCTDb, the puritanical lifestyle, which demands considerable personal sacrifices and the
limited scope for independent thinking, causes orthodox Muslims to leave the movement.

The Justice Ministryo©6s canpaidnlkcontuedanr2@g, withng ai n st
particular focus on prevention of radicalization. A study commissioned by the City of
Amsterdam concluded in October that the-thay training sessions given to professionals on

how to recognize and handle radicalizatveere effectie . The gewesmalente nt 6
system, which became operational in June 2005, now includes fourteen economic sectors: the
financial sector, seaports, airports, drinking water, railway, natural gas, oil, electricity, nuclear,
chemical, municipal ancegional transport, hotels, public events, and tunnels and flood defense
systems.

In November, the Foreign Minister announced plans to establish an international
counterterrorism institute in The Hague. The institute is tod@n ways to prevetgrrorism;
strengthen and supplement international legal achite for countering terrorisrand the
relationship between counterterrorism policy, human rights, the rule of law, and international
humanitarian law. The institute is to become an indeg@riaub in the international
counterterrorism network that includes academics, policy makers, and law enforcers from
Europe, the United States, Asia, and the Middle East. It will also be engaged in prevention
research, training, and will organize interoaél symposia.

One major terrorisanelated appeal case was still pendingarSepme  Court rul i ng
InFebrmr y 2008, t hesaqdfficebnl ThedHague appeaed the verdic by the

appeals court of The Hagtleat acquittedhe seven members of the Hofstad terrorist group of
participating in a criminal and terrorist organization.

In November, the appeals court in The Hague sentenced two former associates of convicted
terrorist Samir Azzouz to an unconditional prison sergaricl04 and 74 days, respectively,
which is equal to the time they served in-pial detention.

InSeg e mber , t he nsadfficeoeteased faqurmersfom The daguie who were
arrested in Kenya in July on suspicion of preparing a terrdt&tka The four suspects allegedly
were travelling in a rented truck to an&thabaab terrorist training camp in SomalAccording

t o the poffees theceuwasansudficient evidence to detain them any longer. However,
the fouri two Dutch natbnals of Moroccan origin, one of Somali origamd a Moroccan

national with a Dutch residence perfiinttemained suspects and the police investigation
continued.
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In November, the Dutch police, at the request of U.S. law enforcement authorities, arrested
Somali terrorist suspect Mahamud Said Omar in a center for asylum seekers. Omar, a Somali
citizen granted permanent U.S. resident status in 1994, is suspected of financing weapons for
terrorists and helping young men travel from Minneapolis to Somalraitowith and fight for
al-Shabaab. U ut hori ti es hasexdaditionquested Omar 0

On December 25, Nigerian nationdia Farouk Abdulmutallab unsuccessfully attempted to

detonate an explosive device on a Northwadines flight from Schiphol Airprt in Amsterdam

to Detroit. His attempt was foiled by an alert Dutch passenger, and he, the aircraft crew, and

other passengers quickly subdued the suspect. Abdulmutallab arrived at Schiphol from Lagos
where, after spending roughly an hour in the tranafea, he was subjected to the standard U.S.
governmenirequired security screening for UBound flights. AlQa 6i da i n t he Ar ab
Peninsula later claimed responsibility for the failed attempt.

Dutch officials remained committed to active cooperaivith the United States in designating
known terrorist organizations and interdicting and freezing their assets, and supported the
continued exchange of information on financial transactions. The Dutch government worked
with the United States to emphasithe importance of balancing security and the effectiveness of
the financial system. In July, the Netherlands assumed Presidency afdhei&i Action Task
Forcefor a oneyear period.

In July, following the recommendations of a committee that ingattd ways to improve the
cohesion of Dutch counterterrorism legislation, the government decided to initiate an external
investigation into the cohesion, legitimacy, effectiveness, and operational practicality of Dutch
counterterrorism laws and regulat®onThe committee concluded that many counterterrorism
laws passed in recent years overlap and might even be in conflict with fundamental human
rights. The committee noted a general lack of guidelines for coordinating government action in
the event of teorist incidents and concluded that cooperation between departments was the
vulnerable pai t . I n 1 i ne swecdanmendatioas, Jusiica Minister idirsah Ballin
requestedhe Upper House of Parliamedfer action on the Bill on Administrativeaonal
Security Measures, which would have allowed the Interior Minister to issue restrainingtorders
prohi bit a 4physicabproxkimsityto specsiplaation® or persons.

In June, a bill became effective making participation and catiperin a terrorist training camp
a serious punishable offense, even if the training takes place outside the Netherlands.

The Netherlands continued its strong commitment to effective cooperation with the United States
on border security issues. In Apdlustice Minister Hirsch Ballin and U.S. authorities performed
the opening of the new FLUX (Fast Low Risk Universal Crossing) system at JFK airport

enabling registered travelers between Amsterdam and a number of U.S. airports to go straight
through U.S.mmigration controls using iris scanners. FLUX was an initiative of the Dutch

Justice Ministry andhe Department oHomelandSecurity.

In December, the FBI hosted the Netherlands Police Agency (KL&tDhé¢ second
counterterror i simWahngtign®.C.t Durinlyltteeneetinggexperts from the
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FBI and KLPD preented topics of mutual interest acahcern to both the United States and the
Netherlands. The meetingwastheresut@c o mmendati ons from the 20C(
meeting. Thdirsti Ex p e r t s waMostdd ibynthge KLPD in the Netherlands in November

2008.

Norway

Norwegian authorities considered the threat of terrorist attacks in Norway low and the

widespread belief among the general public was that Norway was not in daageckf In

December 2008, the parliament revised its counterterrorism laws in order to be able to ratify the
Council of Europe Convention on the Prevention of Terrorism. These revisions allowed

incitement, recruiting, and training for terrorist acts éodime punishable offenses independent

of whether an attack is actually carried ou They al so r eogammitanacs peci fi
that causes terrorism, whereasthemiadrandar d had toecnmittiiewmct.|Asdful nes
December 2009, thgovernment still had not yet ratified the Convention, but was expected to do

so shortly.

In October, the Norwegian Attorney General indicted Abdirahman Abdi Osman, a Norwegian
citizen of Somali ancestry, for collecting in exces&)8% 35,000 for alShabab. Osman was
charged with knowingly collecting money for a terrorist organization, knowingly contributing
funds to a terrorist organization, and violatingd Security Council resolution incorporated

into Norwegian lawthat forbids the financingf armsdeliveries to SomaliaOsman is not in
custody and retains his passport. Osman is the only one of the six pt#msms Norway and
three in Swedennitially arrested in this mattevho fae charges.

In February, the jury in an appsaourta f f i r me d & 200®corwictionmibAufant 6

Bhatti for attempted murder and aggravated vandalism, and affirmed the sentence of eight years
imprisonment. In 2008, Bhatti had been acquitted of terrorism in connection with a plot to attack

the United $ates and Israeli embassies; the vandalism charge was for the 2006 shooting of an
automatic weapon até Oslo synagogue. In Jyriee Supreme Court threw out the conviction

for attempted murder on the grounds that the requirement of intent was notlgdeeitied by

the appeals court. Bhatti was released from prison in June, and Norwegian authorities returned

his passport. In November, theapdes cour t an noretmakfe atemptecat Bhat t i
murder was delayed until May 2010.

Mullah Krekar (&a Najmuddin Faraj Ahmad), the founder of Ansalsédm, an organization on

both the U.S. list of designated Foreign Terrorist Organizations and the UN list of entities linked
to terrorist activities, resides in Norway. He has been arrested on sewasibos by

Norwegian law enforcement, but they have been unable to collect sufficient evidence to convict
him. Norway has frozen his assets, restricted his movement to some degree, and ordered his
deportation to Iraq. As of December 2009, the Norwegimeignment stated that it had not yet
received sufficient human rights assurances from the Iragi government that would allow it to
carry out the deportation order pending against him.
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Norway contributed more than 500 troops to International Security Assestorce efforts in
Afghanistan.

Poland

The Polish Ministry of Internal Affairs and Administration assessed the terrorist threat level in
Poland as low. However, the Polish government devoted significant resources to
counterterrorism activities to em® that the threatid not increase

Poland continued to support international counterterrorism efforts through its participation in the
International Security Assistance Force (ISAF) in Afghanistan. At the end of 2009, Polish ISAF
troops representetie¢ seventargest national contingenfdditionally, Poland deployed about

17 soldiers as part of the NATO Training Mission in Irag.

Through participation in initiatives including the Proliferation Security Initiative and the Global
Initiative to CombatNuclear Terrorism, Poland remained an active participant in various
international undertakings to combat terrorist threats. Two years after integration into the
Schengen zone, Poland maintained a close and growing collaboration with its European
neighbos on counterterrorism.

The bilateral Counterterrorism Working Group (CTWG), formed in 2004 to furtherRaI&h
collaboration on counterterrorism by synchronizing counterterrorism policy and training
counterterrorism specialists, continued to holdil@gmeetings. The CTWG identified specific
areas of mutual interest, including critical infrastructure and terrorist financing, and developed
further plans for training and cooperation.

Portugal

Portugal worked proactively with other nations to cottbaorism and disrupt funding for
terrorist groups.BecausdPortugal does not have any indiges terrorist groupshe legal
system and law enforcement focus is on preventing international groups from establishing
operations on its soil.

Portuguesand American officials shared counterterrorism information effectively, including
information on threat assessments and terrorist operative activities. In cooperation with other
European Union partners, the Portuguese government continued to participaty i

ongoing EU efforts to remove institutional barriers to cooperation on counterterrorism.

In September 2008, the Government of Portugal created a new Secretary General for Internal
Security, a move designated to facilitate communication betveedutdicial Police, Public
Security Police, and the National Republicama@& As a result, the distinct law enforcement
agencies were able to share information about terrorism investigations more effectively.

In August 2009, Portugal accepted two Guraatao detainees for resettlement.
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Portugal contributed approximately 145 Portuguese troops that were deployed in Afghanistan in
support of ongoing International Security Assistance Force and NATO operations, including a C
130 transport aircraft with a supging crew of 42 personnel on a thm@@nth mission to

support Afghan elections in August.

Romania

The Romanian Intelligence Service (SRI) assessed that the terrorism threat in Romania was low,
both in Romania and to Romanians and Romanian interest@cdabRomania ab began

i mpl e ment aNaiomalmAntielrfe r tr roe i s nwhi€htproved an gffectivie

mechanism for preventing the use of Romanian financial institutions, including the national
banking system, for the purpose of financing terragetited activities. The Romanian Supreme
Council for National Defense (CSAT) viewed terrorism as a high priority and ensured political
and material support for the National System for Preventing and Countering Terrorism (NSPCT),
in particular by assigninthe SRI as the national authority for counterterrorism and the technical
coordinator of the NSPCT.

Romania continued to provide a wide array of public, military, and diplomatic support to global
counterterrorism efforts. On July 1, Romanian PresideaiiT Basescu declared that

R o0 ma smission in Iraq was completed; from January through June, Romania was the third
largest troop contributor in Iraq, by invitation of the Government of Irag. Approximately five
Romanian soldiers remained in Iraq aftdy Jy as part of the NATO training mission. As of
December, approximately 1,050 Romanian troops were serving as part of coalition and NATO
Alliance efforts in Afghanistan, primarily in the Zabul and Kandahar regions. Romania also
continued to make airspe, ground infrastructure, and naval facilities available to U.S. and
NATO forces.

Russia

On November 27, an explosion derailed the Moscow to St. Petersburg express train. As
investigators combed the site of the attack for cthedollowingday, a seond explosion
occurrednjuring the chief of the Investigative Committee. Checbeparatistsvere the

primary suspects in #seincidens, which killed 26 and wounded 90. It was the deadliest such
incident in Russia outside the North Caucasus 2004.

Attacks continued in the North Caucasus, where ongoing regional violence has been most
significant in Chechnya, Dagestan, and Ingushetia. According to.81€enter for Strategic

and International Studies, there were 16 suicide bombings in GJaealone in 2009, compared

to four in 2008. According to President Mede
Federal District, almost 800 terrorist acts occurred in the North Caucasu®ira(0crease of

30 percent compared B)08. Howeve many attacks were often difficult to differentiate from

criminal acts motivated by greed or revenge. Federal Security ServicE$B) claimed to

have prevented 80rerist attacks and killed more th&00 militants in 2009.
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Throughout the North Caasus, groups have, for the most part, moved away from mass attacks
on civilians in favor of targeted attacks on police, local interior ministry officials, and
departments responsible for combating the insurgency. On June 5, a sniper killed the Dagestan
Interior Ministry chief and on June 22, Ingush President Yevkurov was injured by a suicide
bomber. In Augusian attack on an Ingush police station killed 20 and wounded 90.

The 1998 feder al |l aw AONn Fight i Qguntdriegr r or i s mo
Terrorismo remained the main counterterrorism
Medvedev signed amendments to the | aw AOn Cou

for espionage and terrorism cases, although the law is now ravilew by the Constitutional

Court. In Apil, Russia lifted an almost 3@ear counterterrorism regime in Chechnigawhich
counterterrorist operations were under the direct authority of thetR&H)ad severely restricted

civil liberties. When the rgime was lifted, the local MVD under President Ramzan Kadyrov

took over responsibility for counterterrorist operatiolsJuly, the Ministry of Justice drafted a

law on compensation for civilian victims of counterterrorism operations. The National

Antiterrorism Committee, organized in 2006, is the main government body coordinating the
Russian governmentds response to the terroris
through antinarcotics enforcement remauha challenge, particularly the eisf financial

intelligence to interrupt narcotics sales that provided revenue to terrorists.

Russia is a member of the Financial Action Task Force on Money Laundering and Terrorist
Financing (FATF). Itis also a leading member, chair, and primary fgrediarce of a similar

body known as the Eurasian Group on combating money laundering and financing of terrorism
(EAG)™. Russia, through the EAG, provides technical assistance and funding towards
improving legislative and regulatory frameworks and opemnatioapabilities.

The United States and Russian Counterterrorism Coordinators met in November to advance
cooperation within the context of the United SteRessia Counterterrorism Working Group.
They agreed to work together in the multilateral arersrengthen international
counterterrorism norms amacrease capacity buildingpcus on Afghanistan with particular
regard to countertesrism/terrorist finance issuestrengthen UNSCR 1267 sanctionsunter

the ideological dimengn of violent extrensm; andwvork on improving the bilateral exchange of
transportation security issues. Cooperation continued on a broad range of counterterrorism
issues. U.S. and Russian law enforcement agencies Shudrstantive, concrete terrorism
intelligence.

At the St. Petersburg G8 Summit in July 2006, the United States and Russia jointly announced
the Global Initiative to Combat Nuclear Terrorism and invited other nations to join. The

I nitiati ve desmffortt® takea leadershiRols te comliatlear terrorism. It

now includes 75 partner nations tlwatoperate in a variety of ways, including safeguarding
radioactive and nuclear materials, preventing nuclear smuggling, and sharing information. In
July, President Medvedev joined President ObamneJoint Statement, which pledged enhanced

" The EAG members are Russia, China, Belarus, Kazakhstan, Kyrgyzstan, Uzbekistan, and Tajikistan.
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efforts to prevent WMD terrorism through international cooperation, citing the fifth plenary
meeting of the Initiative in the Netherlands in June.

In June, Russia hosted the Eighth International Meeting of ¢lagl$1of Special Services,

Security Agencies, and Lattnforcement Organizations, which the FBI, CIA, DOE, and NCTC
attended. The 2009 agenda included discussion of terrorist use of the Internet, efforts to counter
radicalization, the development of an im&tional counterterrorism database, and the prevention

of WMD terrorism through UNSCR 1540 and other instruments.

Russia continued to work with regional groups to address terrorism, including the EU, NATO
(through the NATGRussia Council), the Shanghao@peration Organization, and the OSCE.

Serbia

S e r dlaneetiforcement and security agencies, particularly the Customs Administration,

Criminal Police, Border Police, Security Information Agency, and other security services

continued to improventragovenmental cooperation. Serbia ha® police organizations that

operated as counterterrorism tactical response unitSpibeal Antiterrorist Uniand the

Counterterorist Unit The Criminal Investigative Unit for Counterterrorist Investigatathin

the I nterior Ministryoés Crimina-telattdnvesti gati o
investigations.

The Parliament passed new legislation that will aid in countering terrorism. Parliament passed
on March 19and amended on Septembett& Lawon the Prevention of Money Laundering

and the Financing of Terrorism, which is compliant with international standards. The law
applies all provisions of the previous AiMioney Laundering Law to terrorist financing and
expands the entities required tdlect information and file currency transaction reports. It

requires reporting of transactions suspected to be terrorist financing and creates mechanisms for
freezing, seizing, and confiscating suspected terrorist assets. On December 11, the Parliament
passed a law specifying that rbiometric passports would not be valid after December 31,

2010. On October 26 hte Parliament passed the National Security Strategy and National
Defense StrategyThe strategies define terrorism and note that separatidmehgious

extremism are security risks.

On July 5, the trial of Islamigixtremistscharged with conspiracy to comntérrorism, illegal
possession of firearms, and attempted murder
Department for Orgared Crime convicted 12 individuals and acquitted two others. Authorities
found evidence that the group was planning attacks on infrastructure in the city of Novi Pazar, on
a local religious leader, and on several sites in Belgrade, including the U.Ssdymbaa

follow-up trial on September 8, an additional four individuals were convicted of planning attacks
on police in Novi Pazar and storing large quantities of weapons and ammunition.

Bilateral cooperation continued to improve, and the UnitateS provided counterterrorism
training and assistance to the Serbian governmarfebruary, the Department of Justice
International Criminal Investigative Assistance Training Program (ICITAP) conducted a
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counterterrorism workshop for Serbian policGaafrs. The workshop covered trends in

international terrorism, the formation of a joint terrorist task force, investigative techniques,
vulnerability assessments, crime scene management, case studies, and practical exercise
problems.In May, ICITAP condicted an informant development course for Serbian

counterterrorism and organized crime investigators. Also in May, ICITAP held an anti

corruption workshop bringing togethier the first time Serbian and Montenegrin police and

prosecutors to discuss terisim and corruption.nl Sept ember , | €EHoSt&gP and t |
Rescue Team provided joint training to a Spdnsored counterterrorism regional training

initiative. This training involved specialized counterterrorism units from Serbia, Slovenia,
Bosnia,Croatia, Romania, Greece, Bulgaria, and Montenegro.

Slovakia

The police unit responsible for investigating criminal offenses related to terrorism is the
Counterterrorism Unit (CTU) of the Bureau for Combating OrganizénéCr The CTU

developsS | o v @ackuntarterrorism strategy, conducts criminal investigations, and makes
arrests of suspected terrosist or e x t r e mi sdbsrdews .t h i S ImoSireokntackd a o
strategy, approved in October 2007, focuses on developing the legislativestintional
framework to combat terrorism, as well as strengthening coordination, collaboration, and
exchange of information among key institutional actors. The Financial Intelligence Unit (FIU)
of the Bureau for Combating Organized Crime and the Kloviarmation Servie (SIS)

provi des s spoprdertarrorisnomisSianU ©On December 16, President lvan
Gasparovic signed a law making the financing of terrorism a punishable criminal offense in
Slovakia. According to the amended Penal Code, €ingrterrorism can be punished by 20 to
25 years imprisonment.

One suspected terrorist, Mustapha Labsi, has been held in Slovak custody since May 2007. In
January 2008, the Supreme Court confirmed that he could be extradited to Algeria, where he was
convcted in absentia to life in prisorin June, the Constitutional Court ruled that the Supreme
Court must verify that Labsi will not face torture upon extradition. On October 28, the Regional
Court in Bratislava decided again not to grant asylum to ldubsio the serious threat he could

pose to the security of Slovaki@n December 19, Labsi left a refugee detention center and fled

to Austria, where he was apprehended by policabsi had not been returned to Slovakia at

year s end.

Slovakia cooperatd closely with a range of international partners in numerous fora. Slovak
police participated in the Police Working Group on Terrorism, a consortium of 30 countries
including EU member states, Norway, Switzerland, Iceland, and Croati&I$iseengagd in
the Club deBerne, which facilitates exchange of police and intelligence information on

terrori sm. Both CTU and SIS take a part in t
Il n August, Sl ovakia hosted a conference on AL
handling extremi smo under the auspiiUSes of the

Embassy. A result of the conference was the creation of a forum for discussion between nine
countries, the SIS, and the ministries of Defense, Interior, JusticepagidrFAffairs.
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In 2009,Slovakia increased its presence in Afghanistan from 51 soldiers tordid®includes a
substantial contingent in Uruzgan province, a very active operational area, as well as in
Kandahar.

Slovenia

Sloveniais generally assesd as a lowthreat countryor terrorism and terrorist activityThe

National Seurity Council, chaired by ther@sident and including the defense, interior, justice,

foreign affairs, and finance ministers, is the main body for counterterrorism patlitlye tase

of a terroristincident, thl SC06s secretarianjsktkedobébbynaheoprail ms
advisor, would lead the inteninisterial working group tasked with a response, with subgroups

focusing on specific threats. In 2005, the MOI and &havPolice developed a response plan for

a terrorist attack usingeapons of mass destruction S| oveni adés nati onal p C
place to assess threat levels and specific guidelines on measures police officers are to take based
onthecorresppdi ng t hreat | evel. According to the M

follow EU security standards.

The Government of Slovenia actively participated in multilateral terrorism efforts, including the

Global Initiative toCombat Nuclear TerrorismThe U.S.Office for Defense Cooperation

facilitated counterterrorism training for officials from various Slovene ministries, which included
regional conferences and Marshall Centensen ar s . | n fsaMinistry 8f O€fehse S| o Vv «
announced that it @uld host a regional counterterrorism conference in March 2010. Slovenia
contributed 81 troops to the International Security Assistance Force in Afghanistan, including 15

sent specifically for security during the August 2009 presidential elections.

Span

During 2009 Spain continued to confront and suffer from both radical Istmrirorism and
domestic Basque tamists. Spain maintained close cooperation with the United States to
investigate and prosecute acts of terrorigravent future attackend worked hard to disrupt
terrorist actghat might bedirected against U.S. interests.

The Government of Spain and its citizens recognized that their country eshaaprincipal

target of Islamisterrorist groups who routinely called firecaptureé of the Iberian Peninsula

Al i ber at i soNorth Afoidan eBglaaes in Geuta and Melilladdar the Spanish

mi | istwdhdrgw@l from multilateral forces in Afghanistan and Lebanon. In Octdber, a

Qadida i n t hes(AQ@M)denidiontoMangeh rietbsb pr opaganda unit
renf orced t he GoscencennrthatrSpainoefainS a @iority éarget for AQIM. In

late November, AQIM kidnapped three Spanish aid workers in Mauritania as a convoy from

their Barcelonébased nofgoverrmental organization traveled through West Africa to deliver
humani tarian assistance. At yeards end, two
released.

S p asigeographical location and large immigrant population from North Africa and Soiath As
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combined with the ease of travel to other European countries, made it a strategic crossroads for
international terrorist groups. Spain remained an important transit, fundraischipgistical

base for terrorist organizations operating in Westerofir Spain continued to aggressively

target terrorist recruiters and facilitators. The Ministry of IntesimestedL4 suspected Islamist
terrorists.

In order to implement h e C o u n c is Conwefition®n thBoepeatidn of Terrorism,

S p asi Couhd of Ministers in November approvedge s | at i ve refsorms i n th
counterterrorism laws. These reforms criminalized such offenses as inciting terrorism as well as
recruiting, training, indoctrinating, or financing terrorists. The proposal requamiamentary

approval to become a binding law.

Meanwhile, the Spanish judiciary remained active in combdgiagistterrorism. In January

2008, authoritiearrestednembers of an alleged terroristcellf pl ot t i ng tso att ac
transportatiorsystem. In December 2009, the National Court convicted all 11 defendants,

primarily Pakistanis, for membership in a terrorist organization, with sentences ranging from 8.5

to 14.5 years. In November 2009, a Spanish judge indicted seven additionas persoair

alleged roles in the 2004 Madrid train bombings.

On the domestic front, 2009 marked the 50th anniversary of the founding of the terrorist group
Basque Fatherland and Liberty (ETA), whose aim is to create an independent Basque state. The
groupmarked its anniversary with a series of high profile and deadly bombgs.claimed

its first victim of the year weeks earlier when it used a car bomb on June 19 to assassinate a
national police officer in the Basque Regiddn July 29, ETA detonatezh explosivdaden van

outside a Civil Guard barracks in Burgos. The blast injured more than 60 Civil Guards, spouses,
and children. The following day, ETKilled two Civil Guards in Mallorca with a car bomb

2009 was also noteworthy for the changadrinistration in the Basque regional government.
TheSoc al i st Par ty,sreagiondl &adership,tassumed povpeeas the first non
Basque nationalist government to administer the Basque Country since the restoration of
democracy inSgnnear y 3 0 y e a r sadnaingstation impl@emereezl & more
unequivocal counterterrorism policy to confront ETA.

Building on strong results in 2008, Spairiensifiedits cooperation with the French government
andcontinued to put considerable pressomeETA. Joint operations with France resulted in,
amongothes uccesses, t hesudpected militarydeaderarid itdalleged political

chief, whoalsoc epor t edl y s escomendnicaiens dhibfe Eachrofadhege arriests

as well amumerous others occurred in France with the participation of Spanish security forces.

As of mid-December, security services had arrested 124 alleged ETA members or associates,
including 31 in France. Joint operations also resulted in the seizurehbraugugust of more

than a dozen arms cachéche European Courtofflua n Ri ght s i n sR@WBe uphel
ban on the political party Batasuna for its ties to ETA.

Spain participated in the Megaports and Container Security Initiatives, and worked dany
terrorists access to Spanish financial institutions. The Spanish government maintained a robust
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law enforcement and intelligence posture against terrorist financing. Spain was a member of the
G8 Counterterrorism Action Group and provided tecHrasaistance to other countries to help

build their institutions to counter terrorist financing. Spain is a longtime member of the
intergovernmental Financial Action Task Force and its efforts to combat money laundering were
considered comprehensive arifketive.

Duringavis t t o Was hi n g$ Ioterior Mimistel and ©.5. At®nmoey Genéral Eric
Holder signed an Agreement on Preventing and Combating Serious Crime that allows for the
exchange of fingerprints and other data on known terrarstcriminals while protecting
individual privacy. The Interior Minister also signed a Letter of Intent with Homeland Security
Secretary Janet Napolitano to expand bilateral science and technology cooperation in order to
enhance security and combat traatsonal threats.

In supportof the International Security Assistance Force (ISAF) in Afghanistan, Spagased
its contingent of more than 750 troops to rough§00. President Zapatevoiced support for
Pr es i de s strat€y farnmaréasingerall ISAF troop levels further.

Sweden

The Swedish Security Service (SAPO), which has responsibility for counterterrorism,
distinguished between attack and actititseats in its terrorism assessment. Attack threats,
which included plans to carry pattacks in Sweden and/or against Swedish interests abroad,
remainedow. SAPOnoted, however, an increased activity threat from individuals who were
planning, supporting, or financing terrorist attacks in areas of conflict. A number of individuals
with connections to radical and violent wetks, primarily alQa 6 i d and(alSi@pab,
continued to depart Sweden for training camp&fghanistan, Pakistan, Somalia, and Iraq.
According to estimates, the number of persons who seek ideological education, weapons
training, or other activity in training camps abroad is likely to ireeeand these individuals

have the potential to speed up radicalization in Swe&#PO is responsible for trying to
preventsuchtrips, but existing legislation leaves few possibilities to stop determined individuals
from leaving Sweden. SAR@herefore continued to work to identify individuals planning to
travel to training camps and held dialogues with them to try to prevent their travel, and it also
spoke with persons who were suspected of returning from such travel. At least 20 Swedes were
estimaté to be active in camps around the world. Somalia continued to be the destination that
attracted most individualand SAPO confirmed that it was aware of a haidof casualties
involving ethnic Somali Swedish citizens fighting in East Africa.

In July, Xasaan Xussen, a spiritual leader for the Somali terrorist organizatgrabhab, spoke

at a conference in the Bellevue Mosque in Gothenburgs> en6s Vvi sit was cont
becaus®f a widespread concern thaecame to Sweden to recruit younggple and collect

money for alShabaab. On July 15, the Somali Minisi€Justice Abdirahman Janagasited

Sweden to discuss how to prevent young So®akedes from traveling to Somalia and fight

against the government. Together with two Somali padigarians, Minister Janagoo met with
representatives from the Swedish government to discuss radicalization of-Seredés. In
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November, the media reported that a Swe@smali youth leader had used a youth center in
one of St ockholenddaShabadb tecribteentas a bas

Swedish authorities monitored individuals with connections to AQhabaab, Ansar-d¢lam,

the Revolutionary Armed Forces of Colombia, HizbTadhrir, Hizballah, Islamic Jihad, and the
Kurdi st an Wor ke rading té wedish ter(oisiK Kxperts, meinbers of terrorist
groups, such as Ansarlglam, and Hizballah, used funds earned in Sweden to finance terrorist
activities elsewhere. The-Algsa Foundation in Malmo was shut down in 2007 when it was
suspected dinancing HAMAS Its chairman, Khaled &fousef, went on trial for terrorist
financing and violating international sanctions, though he was acquitted in November after the
case had been reviewed in two different courts.

Swedish law does not provideetgovernment with independent national authority to freeze or

seize assets, unless in connection with an ongoing criminal investigation. However, once the EU
takes action, the government can and does freeze assets of entities and persons listed on the UN
1267 Sanctions Committee list. This procedure is managed through the Sanctions Act (1995).

On October 26, the Swedish branch of the Somali bank netweBlardlkaat was delisted from

t he UNG6s sanctions | ist. T h e st @&signated ;1 B00banda n ¢ h
aboutUS$ 142,85%f frozen assets will now become accessible. Sweden can also take action
against entities designated by the EU clearinghouse process, although Sweden has not yet
proposed individuals or entities for inclusiongrch lists.

On March 15, a new law on money laundering tambrist financeeame into effect that covers a
broader range of entities and requires companies to have better knowledge about customer
transactions. Suspicious transactions have to betegjpiorthe Financial Police for further
investigation. A special unit at the Financial Supervisory Authority, which supervises and
monitors companies operating on the financial market, has been established to oversee
implementation of the new legislation.

In late 2008, the Swedish Parliament approved the new EU directive on counterterrorism, which
was intended to harmonize the EU Member State
exhortation to terrorist crimes, recruitment and training for terropisrposes, including actions
performed over the Internet. In order for Sweden to comply with the directive, changes in the

current legislation and a new law have been drafted. On December 21, the government
introducedits proposed bilfor action bythe Rarliament for voting.

Bet ween July 2008 and June 2009, Sweden appli
was established in 1991 to prevent presumptive terrorists from entering or residing in Sweden

but also permits for control of individualsho due to asylum reasons still have to be granted a

stay in Sweden. In this particular case, the government decided to tthepoerson from

Sweden

While there were no convictions for terrorism in Sweden during the reporting period, the
following cases should be mentioned:
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e In April, a 32 yeamld Swedish citizen of Somali origin was arrested in the United
Kingdom, where he currently faces allegations for terrorist financing in Somalia.

e In July, Swedish citizen Misrad Bektasevic, who wasvicted on terrorism charges in
Bosnia in 2005, was transferred from Bosnia to Swedbere he will serve the
remainder of his prison sentence. Bektasevic was arrested by Bosnian Security Police in
Sarajevo, when he was found in an apartment with si@s, weapons, and suicide
bomb belts in 2005. A video with masked persons threatening to attack forces in Iraq and
Afghanistan was found and a voice analysis proved that Bektasevic was one of the
individuals in the video. In 2007, he was sentencedpta gears and four months
imprisonment for terrorismelated crimes.

During Swedends EU Presidency in the | atter h
prison radicalization and preventioa;seminar on enabling local police officers ttedeand

prevent radicalizatiorghaired the Working Party meeting on Terrorism and Terrorist Financing
between the EU and the United Statasd led EU efforts for negotiating the interim Terrorist

Financing Tracking Program Agreement between the EU andriited States. Sweden also

dratedad negot i at ed -yedr progiatd within Justiee arid iHeme Affairs, which

involves counterterrorism and law enforcement cooperation. Sweden continued to contribute to
counterterrorisntapacitybuilding projects in third countries.

In November, the Swedish Parliament voted to extend the mandate for its troop contribution to
the International Security Assistance Force in Afghanistan for another 12 months. Troop
numbers are expected to remain at 500 and 8wedll continue its engagement in northern
Afghanistan.

Switzerland

The United States worked closely withthe Swgyss v er n ment , t ssoci@tien,ss Ban|
the Swiss Interagency Counterterrorism Task Force, and cantonal law enforcement authorities o
counterterrorism issues. Swiss security services continued to monitor activities of terrorist

groups with a presence in Switzerland and to coordinate with appropriatgdvernment

officials, though the scope of the coordination is limited. Swisskwerely restricts the level of
informationsharing possible on banking issues.

On February 1, the Government of Switzerland implemented a bill incorporating
recommendations of the Financial Action Task Force (FATF). The legislation extended the
scope bthe federal law concerning the figlganst money launderirig the financial sector to
the fight against terrorist financing.

In 2008, the Government of Switzerland extended fos#dm®nd timets ban againstala 6 i d a
(AQ) and its associate orgaations for three years. The ban includes not only all activities by
the organization itself, but also a